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ABSTRA CT

PERF ORMANCE ANAL YSIS OF OFFLO ADING
APPLICA TION-LA YER TASKS TO NETW ORK

PR OCESSORS

SEPTEMBER 2007

SOUMYA MAHADEV AN

B.E., UNIVERSITY OF MUMBAI, INDIA

M.S., UNIVERSITY OF MASSACHUSETTS AMHERST

Directed by: ProfessorTilman Wolf

O�oading tasks to a network processoris oneof the important ways to increase

server performance. Hardware o�oading of TransmissionControl Protocol/In ternet

Protocol (TCP/IP) intensive tasks is known to signi�cantly improve performance.

When the entire application is consideredfor o�oading, the impact on the server

can be signi�cant becauseit signi�cantly reducesthe load on the server. The goal of

this thesis is to considersuch a systemwith application-level o�oading, rather than

hardware o�oading, and gaugeits performancebene�ts.

I am implementing this project on an Apache http d server (running RedHat

Linux), on a systemthat utilizes a co-located network processorsystem(IXP2855).

The performanceof the two implementations is measuredusing the SPECweb2005

benchmark, which is the acceptedindustry standard for evaluating Web server per-

formance.
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CHAPTER 1

INTR ODUCTION

1.1 Motiv ation

The Internet is a communication infrastructure that interconnectsa large com-

munity of end usersand content providers. The key to the successof the Internet is

the easeof usageon both sides. It appealsto end usersbecauseit is readily available

and provides accessto a large amount of data and services. It is simple for content

providers to provide servicesvia the Internet. By purchasing a network connection,

a content provider can reach to an audienceof hundredsof millions of users.

�����

���	��
 ��


���������

�������
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Figure 1.1. Connectingcontent providers to end users

The Internet o�ers content providers lots of opportunities to reach out to new au-

diences.However, the instabilit y and unpredictability of the Internet's performance
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can have a negative impact on the relationship between serviceproviders and cus-

tomers. Most Web userswould abandon a site becauseof performancedi�culties,

given the wide range of serviceproviders they get to choosefrom (Fig.1.2). A high

performing website translates into customersatisfactionand increasedmarket share.

Therefore,it is critical to addressperformancebottlenecks in the Internet in order to

overcomethe challengesposedby it.

Figure 1.2. Domain nameincreasebetween1997to 2007

Courtesy: Netcraft (http://www.netcraft.com)

This thesis addressesone of the performancebottlenecks, that posed by Web

server performance. It proposesan innovative way to deploy network processorsto

o�oad applications from Web servers, and thereby leaving the server available to

respond to more client requests.

1.2 In ternet Bottlenec ks

The Internet is essentially a network of networks. In order for the Internet to

function as a singleglobal entit y, all of its individual networks must connectto each

2



other and exchangeinformation. This is done by establishinga peering sessionbe-

tweena pair of routers, each located at the border of oneof the two networks which

needto exchangetra�c. The routers exchangeinformation that keepthem updated

on how to connectto reachable networks. Peeringpoints and routing protocols thus

connect the disparate networks of the Internet into one singleentit y. Connecting to

oneof thesenetworks automatically providesaccessto all Internet usersand servers.

This structure of the Internet asan interconnectionof individual networks is the key

to its scalability. It enablesdistributed administration and control of all aspects of

the system. However, there are a number of bottlenecks inherent in this structure,

that can slow down performanceand reducethe abilit y of the Internet to handle its

ever increasingnumber of usersand services:

1. First mile

This bottleneck ariseswhen a centralized model is usedto serve content on the

Internet. A content provider can set up his Web server in a single physical

location. The speedat which Internet userscan accessinformation from it is

necessarilylimited by its First Mile connectivity - the bandwidth capacity of

the website's connection to the Internet. Not only does the content provider

needto buy larger connectionsto his or her ISP, the ISP alsoneedsto expand

its internal network capacity. Therefore,this centralized structure is inherently

unscalable.This canbepartially solved by adopting a distributed server cluster

where servers are set up in di�erent physical locations and can serve multiple

requests.

2. Peering poin ts

This bottleneck occursat the interconnectionpoints betweenindependent net-

works and is mostly of an economicnature. Networks do not have any pro�t

gainedby setting up freepeeringarrangements, nor is it suitable for them to pay

3



another network for peering. Therefore, the limited number of peering points

betweennetworks end up as bottlenecks.

3. Backb one bandwidth

The structure of the Internet is such that all network tra�c traversesoneor more

backbone networks. This meansthat the capacity of the backbone networks

must be able to grow as quickly as Internet tra�c. Fiber is cheapand able to

support high bandwidth demands.However, the routers at the endsof the �b er

cableslimit capacity. The speedof the packet forwarding hardwareand software

in routers is limited by the current technology. Router capacity improvements

have not kept pacewith the increasein tra�c. IP over ATM is an alternative

to speedupthe network, but is more expensive to deploy and maintain.

The mismatch of demandand capacity of backbonebandwidth makesthe back-

bonea seriousbottleneck.

4. Last Mile

The Internet is only as fast as its slowest link. However, when the last mile

problem is solved, the bottleneck resulting from the remaining factors will be

increasinglymore apparent.

5. Server performance

The World Wide Web has grown tremendously in the last decadein terms of

usersand volume of information. WWW tra�c will dominate network tra�c

for the foreseeablefuture. This has placed substantial performancedemands

on Web servers. The server in any transaction needsto be able to handle the

amount of computation required to deliver content in a responsive manner. It

has de�ned load limits and it can serve only a certain maximum number of

requestsper second.However, the increasedcomplexity of protocolshave made

4



applications tend to be very computationally expensive on server performance.

For example, the commonly deployed SSL protocol signi�cantly slows down

performance.

The goal of my thesis is to improve Web server performance,one of the impor-

tant Internet bottlenecks. A number of approaches have been adopted to increase

performance. Caching data on the main systemor another systemlocated near the

clients can signi�cantly reduceaccesstimes and server loads. TCP o�oading onto

a network interface is alsocommonly usedand can signi�cantly reducecomputation

requirements for packet processingon the host CPU. There have beenmany varia-

tions of this methodology. The number of o�oaded connectionscan be reducedby

o�oading only a subsetof TCP connectionsto the network interface, thereby pre-

venting overload and performancedegradation[23]. Implementation and advantages

of network processorsintegrated with the host CPU more suited to high bandwidth

TCP/IP networking aredetailed in [2]. However, most of the approachesdealingwith

o�oading focussolely on the TCP/IP stack (TOE).

In my thesis, I utilize a network processorfor application-level o�oading, rather

than o�oading only the network protocol stack. A reverseproxy runs on the network

processorthat acts as a static cache and serves some of the requestsdirected to

the Web server. Many network intensive applications naturally perform better on

network processors. Since these applications form a bulk of the requestsserviced,

appreciable performancebene�ts can be expected. I also provide a performance

evaluation betweenthis approach and the traditional host-only approach.

1.3 Summary of Chapters

My proposalhas the following outline:

5



1. In Chapter 2, I provide a brief descriptionof Web serversand proxy serversand

someof their performancelimitations. I alsodescribe the e�orts that have been

madein improving di�erent performancefunctionalities.

2. Chapter 3 explains the conceptand motivation for application-level o�oading.

I provide an introduction to it using techniques that are already in use, such

as TCP/IP o�oading. I also describe the architectural setup of the system

implemented. The chapter also discussessuitable designsand components for

a prototype - namely the Network Processor(NP) for o�oading, the Apache

http d as the Web server component and Squid as the reverseproxy.

3. Chapter 4 introduces the concept of benchmarking, and how it is used and

the metrics it measures.I also explain somefeaturesof SPECweb2005,which

is the benchmark I use. The most important details in this chapter are the

performancemeasurements taken for the benchmark workload. The chapter

alsoanalyzesthe metrics variations as detailed in the plots.

4. Finally, in Chapter 5, I provide a conclusionfor my thesis. I alsoprovide a list of

improvements, which, if madeto the system,would bring about a considerable

improvement in performance.

6



CHAPTER 2

BA CK GR OUND AND RELA TED W ORK

2.1 Web Servers

2.1.1 De�nition and Working

The HyperText Transfer Protocol (HTTP) [8] is the de facto standard for trans-

ferring WWW documents. It is a request/response protocol between clients and

servers. The client program and the server program talk to each other exchanging

HTTP messages.HTTP de�nes the structure of these messagesand the method-

ology of exchange. HTTP operatesover TransmissionControl Protocol (TCP) [10]

connections,usually to port 80, although this can be overridden.

A Webserver implements the server sideof HTTP. It canbede�ned asa computer

that acceptsHTTP requestsfrom clients, and servesthem HTTP responses,that are

usually data, such as HTML documents and images. Popular Web servers include

Apache, Microsoft Internet Information Server, Sun and Zeus.

HTTP de�nes how clients requestWeb pagesfrom servers and how this informa-

tion is exchanged. A brief description of the processis given below:

1. The HTTP client �rst initiates a TCP connectionwith the server. Port 80 is

used as the default port at which the server listens for requestsfrom HTTP

clients.

2. The client sendsan HTTP request messageto the server through the socket

associated with the establishedTCP connection.

7



3. The server receives the request through the socket associated with the TCP

connection, retrieves the requestedobject and encapsulatesthe object within

the HTTP responsemessageand sendsit back to the client. Depending on

whether persistent or non-persistent connectionsare used,the server will either

leave its connectionopen or closeit.

4. The HTTP client receivesthe responseand either terminates the connectionor

requestsfor a new object.

The RTT (Round Trip Time) can be improved usingpipelining. The �gure below

shows HTTP in action:

���������	�
���

���������	�
���

�
���

����� �������
���

�������
���

�
���

�����

�����

�����������
�
����������� �"!#��$��&%
'(��)*���	���+�
���

�����+�,���-�����	�*%��*.
��/

�

�0)1.
���0��23�

�

���

�*��%#�

�

.*�����"4,5	���
�

�

%��1'6���	�	��!#�

Figure 2.1. HTTP Request/ResponsebetweenWeb server and client

2.1.2 Performance Parameters

Web servers serve requestsfrom many TCP connectionsat the sametime. There

are a number of performanceparameterson which Web serverscan be measuredand

compared.The following are quantitativ e estimates:
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1. Number of requeststhat a server can handle per second.

2. Latency (in ms) for each request.

3. Throughput in bytes/second.

4. Concurrency level, which is essentially the number of computations that can

executeoverlapped in time, and permit sharing of commonresources.

5. Scalability level

2.1.3 Limitations

Due to the dynamic nature of the Web, providing an acceptablequality of service

(QoS) is a challenging task. Supporting QoS in servers has been extensively doc-

umented in [16]. The Web servicesQoS requirement refers to a variety of aspects

including performance,reliabilit y, integrity, accessibility, availabilit y, interoperability,

and security. Each of the parameters is discussedbelow, including their inherent

limitations and somesolutions to alleviate them.

2.1.3.1 Performance

The performanceof a Web server is measuredin terms of throughput, latency,

executiontime, and transaction time. Throughput represents the number of requests

served in a given time period. Latency is the round-trip time between sending a

requestand receivingthe response.Execution time is the time taken by a Web server

to processits sequenceof activities. Transaction time represents the period of time

that passeswhile completing one complete transaction. Higher throughput, lower

latency, lower execution and faster transaction times de�ne high performing Web

servers.

The performanceof Web servers is limited by a number of factors such as the

underlying network and network protocols,and the application itself. Therefore,per-
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formancelimitations areoneof the fundamental drawbacks of Webservers. Most Web

servers usea caching mechanism to reducethe executiontime. Caching mechanisms

have beendetailed in [18] and [14]. A survey of caching mechanismsusedin the Web

are given in [19].

2.1.3.2 Reliabilit y

Reliability is an overall measureof how well a Web server can maintain its service

quality. The number of failures over a unit frame of time is a measureof reliabilit y.

Reliability is also a measureof in-order and assuredmessagedelivery. Web servers

currently rely on protocols such as HTTP, which are inherently statelessand follow

a best-e�ort delivery mechanism. It does not guarantee when the messagewill be

delivered to the destination. This is oneof the inherent limitations to an acceptable

QoS.This can be somewhatresolved using new, reliable protocols, such as HTTPR

and WS-Reliability [13], [1].

2.1.3.3 In tegrit y

Integrity is the degreeto which a systemor a component prevents unauthorized

accessor modi�cation of data. Data integrity de�nes whether the transmitted data

hasbeenmodi�ed in transit. Data integrity is important for proper functioning and

must be assuredor it could corrupt a larger program and generatean error that is

very di�cult to trace. Web servicetransactions tend to be asynchronous and long

running in nature. This makesit di�cult to assurethis QoSparameter.

2.1.3.4 Accessibilit y

Accessibility de�nes the capability of a Webserver to servea client's request. High

accessibility of Web servicescan be achieved by building scalablesystems[4]. Using

many Web servers that are grouped together so that they act or are seenas onebig

Webserver, is an e�ective technique(load balancing), that is utilized in many servers.

10



Load balancingspreadswork betweenmany servers in order to get optimal resource

utilization and decreasecomputing time [3].

2.1.3.5 Av ailabilit y

Availabilit y determinesif the Web server is ready for immediate use. There are a

variety of issueswhich a�ect a Web server being available, namely:

1. Too much legitimate tra�c

2. Distributed Denial of ServiceAttacks (DDoS) [5]

3. Large execution/transaction time of the server

Caching frequently-requested content is one of the ways to deal with excessive le-

gitimate tra�c [22]. An appropriately con�gured �rew all can prevent DDoS attacks

[12].

2.1.3.6 In terop erabilit y

Interoperability is the abilit y of the Web server to work in a crossplatform envi-

ronment. Complying to standard speci�cations is important in achieving this goal.

2.1.3.7 Securit y

SinceWeb servers transfer data over the Internet, the data is exposedto many

security threats. There are four aspects to providing security:

1. Con�dentialit y - A breach of con�dentialit y occurs when information that is

consideredto be con�dential in nature has been,or may have been,accessed,

used,copied, or disclosedto, or by, someonewho was not authorized to have

accessto the information.

2. Integrity - Integrity meansthat data cannot be created, changed, or deleted

without authorization.
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3. AccessControl - The prevention of unauthorized use of a resource,including

the prevention of useof a resourcein an unauthorizedmanner.

4. Authenticit y - Authenticit y meansthat the information is both genuine and

original; the information is neither a fabrication nor a copy.

SSLis oneof the important protocolsusedfor securingremoteaccessto a Web server

[7], [9].

2.1.4 Web Server Trends

Web servers have comea long way sincethe �rst Web server, which was installed

in 1991. Over the last decade,Web servershave gonethrough a major overhaul. The

�gures below are from a survey by Netcraft [15], which providesa good indication of

Web server penetration now and in the last decade.

Web Server trend in 1997 Web Server Trend in 2000

Figure 2.2. ComparisonbetweenWeb server usagein 1997and 2000

Courtesy: Brian Kelly (http://www.ariadne.ac.uk)

The most widely usedWeb server on the Internet today is Apache, which holds

about 60% of the market share. The next most widely usedserver is the Microsoft
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I IS, which holds about 30% of the market. Zeus and Sun capture the remaining

market. The situation wasvery di�erent just ten yearsago,whentherewerenumerous

companiesinvolved in the Web server business.

For sometime now, Apacheand IIS have commandedthe largestsharein the Web

server market. Both are viable choiceswith their own setsof pros and cons.

Figure 2.3. Market sharefor Web servers

Courtesy: Netcraft (http://www.netcraft.com)

2.1.5 Comparison between Apac he and I IS

2.1.5.1 Execution Environmen t

I IS has been an optional component of the Windows Server operating systems

sinceWindows NT 4.0. The current versionat the time of writing is I IS 7.0 which is

included in Windows Vista. It is not open-sourceand fairly expensive. It is designed

and available to work only within the Windows environment. Although this limits

the deployment platforms for I IS-basedWeb services,it also provides a number of

bene�ts, including greater cooperation with the host operating system and easier

management and control through a variety of standard OS tools and utilities.
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Apache, on the other hand, is freeand open-sourceand can be installed on an OS

such a Linux, which is alsofree. The current 2.x versionsare supported under a wide

range of mainstream operating systems,including Windows, Linux, Unix and Mac

OS X, and somenon-mainstreamOSssuch as VMS.

Both provide good multithread and multimodule support.

2.1.5.2 Dynamic Comp onents

The primary dynamic environment for development within I IS is Active Server

Pages(ASP). This is a genericterm for a solution that allows code to be embedded

into HTML pages.TheseASP pagesare parsedby the server beforebeing supplied

to the client as HTML. The ASP systemallows developers to work in a number of

di�erent languages,including Visual Basic,VBScript, JavaScript, Java, and C/C++,

along with other open sourcealternatives,such asPerl and Python. In addition, I IS

alsosupports CGI methodsalongwith its own suite of �ltering and executionsystems

in the form of ISAPI �lters.

Apache is designedto work with a wide range of languages,through the CGI

model, or through the useof dynamic modulesby directly incorporating the language

interpreter into the Apache environment. This signi�cantly speedsup the execution

of dynamic components for languageslike PHP, Perl, and Python. ASP can be

supported under Unix using the Apache monomodule. However, the Microsoft.NET

environment cannot be emulated in Unix.

2.1.5.3 Securit y and Authen tication

I IS bene�ts from close integration with the operating system. Since the same

servicesthat provide authentication and security for the main systemalsopower the

I IS, it reducesmanagement overhead.
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Apache's security and administration system is not as well-integrated with the

OSsit supports. However, there are modules and directories that support a variety

of di�erent authentication and security sources.

In terms of securetransactions, both systemssupport the SSL encryption tech-

nology, and can be usedwith IPSecimplementations.

2.1.5.4 Managemen t

I IS o�ers a number of di�erent interfacesto modify the con�guration of the system.

Although the underlying con�guration is primarily stored in an XML-based text �le,

the I IS system enablesthe admin to change the con�guration and the underlying

�le while the system is still running. Becausethe �le is XML, it has a more rigid

structure, yet is still 
exible enoughto support the di�erent con�guration options.

There is alsoa GUI-basedinterfacefor editing and con�guring di�erent components.

The XML format alsomakesit easyto export and import con�guration information

betweenmachines to sharecon�guration details.

The only method of administering Apache is through a simple text-based con-

�guration �le. Although a variety of command line, Web, and GUI interface tools

are available, it relies on the central text �le to update the con�guration. Using a

text �le this way has someadvantages. It is easyto sharecon�guration information

between machines by copying the relevant content from the text �le. The primary

disadvantage is that it is relatively easyto corrupt the �le and therefore upset the

con�guration. The latest version of Apache allows for soft restart (i.e. changing

con�gurations without having to restart the server).

2.2 Pro xy servers

There are two major performanceproblemswhen accessingWeb services:
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1. Total ServiceTime - It is de�ned as the elapsedtime betweena client sending

a requestand receiving the required page. Increasein this time leadsto high

frequenciesof timeouts and increasein accesstimes for the client.

2. Congestion- High loadson networks and Web servers lead to long delays and

increasedCPU and/or memory utilization.

Proxy servers with caching techniqueshelp in alleviating theseproblems.

2.2.1 De�nition

A proxy server is a server which servicesclient requestsby forwarding them to

other servers, or optionally serves the request itself. A client �rst connectsto the

proxy server and requestssomeresource,such asa �le or an image. The proxy server

then providesthe resourceby connectingto somespeci�ed serversand requestingthe

resourceon behalf of the client. It can optionally serve the requestitself and/or alter

the client's requestor the server response.

A proxy server can function as a cache of frequently requestedresources,serve

asa �lter of content, anonymize client requestsand provide transparent redirections.

Squid is an exampleof a popular proxy server [17].

Proxy servers can be applied in two ways:

1. Client-side - The pagesrequestedby the client arecopiedto the localPC or other

proxy servers. This reducesthe accesstime for subsequent requests.However,

this technique is not transparent, and needsto be specially implemented at the

client.

2. Server-side- Aims to relieve Web server overload and reduceaccesstimes.

2.2.1.1 Server-side Pro xies

A server-side proxy (also known as a reverse proxy) is a proxy server that is

installed in the neighborhood of one or more servers. It is implemented in front of
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Web servers. Therefore, it di�ers from the usual client proxy that is con�gured in

the client's browser. All connectionscoming from the Internet addressedto the main

server are routed through the proxy, which may either deal with the requestitself or

passthe request(modi�ed or unmodi�ed) to the main Web server.
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Figure 2.4. ReverseProxy

There are several reasonsfor installing reverseproxy servers:

1. Security - Provides an additional layer of defense.

2. Encryption - Can be utilized for SSLencryption in securewebsites,if equipped

with SSLaccelerationhardware or software.

3. Load Distribution - Distributes load to several servers.

4. Static Content Cache - Can o�oad a large amount of static data from main

Web servers. Reverseproxies that serve ascachescan satisfy a large number of

client requests,thus reducing the load on the main Web servers.

2.2.2 Performance Parameters

There are a number of parameterson which the performanceof a proxy depends:
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1. Hit Rate - Hit Rate measuresthe percentage of all accessesthat are satis�ed

by data in the cache. A high hit rate signi�es fewer accessesfrom the disk and

a reducedaccesstime.

2. Byte Hit Ratio - Byte Hit Ratio measuresthe percentageof the number of bytes

that hit in the cache as a percentage of the total number of bytes requested.

This is an important factor if the objects requestedare relatively large.

3. Cache Size- It is important to con�gure an optimum cache size. If it is set too

small, there will be too many disk accessesresulting in high latency. On the

other hand, if it is set too large, it will consumemuch more memory than it

needs. This results in poor systemperformancebecauseof heavy load. If the

systemhappensto run out of physicalmemory, the OSwill swap the application

out of memory, which further deterioratesperformance.

4. Replacement policy - As proxies have �nite storagecapacity, it eventually be-

comesnecessaryto evict one or more cached objects to make place for a new

object. The heuristic that it usesto choose the entry to evict is called the

replacement policy. A good replacement policy is required to selecta cached

object for removal which will least a�ect the performanceof the cache. Com-

monly usedpolicies include:

� LRU (and variations) - Evicts Least Recently Usedamongobjects present

in cache. It exploits \lo cality of reference",where few resourcesare re-

questedrepeatedly by clients. It is simple and robust to implement, but

doesnot take into account di�erent object sizes.

� LFU - Evicts Least Frequently Usedamongobjects present in cache. This

policy works well in situations when the cache is suddenly
o oded by doc-

uments that are referencedonly once. The objects which have beenhighly

requestedare retained and the least usedare evicted.
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� LRV - Takesinto account size,recencyand frequencyof objects and evicts

the object with the Least Relative Value. However, it su�ers from high

overload in implementation.

� GreedyDual Size- Combinesrecencyof reference,object sizeand retrieval

cost. Basedon the object's sizeand cost, an initial value is assignedto it

when it enters the cache. This value decreasesif there are no referencesto

the object. The object with the least value is evicted.

5. Maximum Object Size- A large object sizewill result in a high byte hit ratio,

while a small object will result in faster speed.
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CHAPTER 3

APPLICA TION-LEVEL OFFLO ADING

O�oading applications or parts of applications for processingon an separatesys-

tem or device leaves the main CPU free to accept more requests. Many kinds of

o�oading have beenexplored. TCP/IP o�oading is oneof the most commonlyused

approaches,wherethe networking part of applicationsis o�oaded onto a devicewhich

hasspecializedhardware to speedupTCP/IP processing.It is detailed in the section

below.

3.1 Related Work

3.1.1 TCP O�oad Engine

The TransmissionControl Protocol (TCP) is one of the core protocols of the

Internet. It is used for establishing connectionsbetween networked hosts, so that

they can exchangedata over stream sockets. The protocol guarantees reliable and

in-order delivery of data from senderto receiver. TCP also distinguishesdata for

multiple connectionsby concurrent applications running on the samehost.

SinceTCP is a connection-oriented protocol, it hasseveral complexfeaturesthat

have a considerableprotocol overhead.

1. Connectionestablishment is via a three-way handshake. A number of messages

passbetweenthe end points beforedata 
o w actually begins.

2. Sinceit is a reliable protocol, acknowledgments are alsosent. This addsto the

protocol load.

20



3. In-order and reliable delivery useschecksum and sequencenumbers, both of

which require processing.

4. Congestionand 
o w control is alsoprovided by meansof a sliding window.

TCP O�oad Engine or TOE is a technology usedin network interface cards. A

TOE is a specialized network device that implements a signi�cant portion of the

TCP/IP protocol in hardware, thereby o�oading TCP/IP processingfrom software

running on a general-purposeCPU. The technology aims to reducethe load on the

server CPU by shifting TCP/IP processingtasks to the network device. This leaves

the CPU free to run its applications, so usersget their data faster. It is primarily

used in conjunction with high-speednetwork interfaces,such as 100 and 10 gigabit

Ethernet, whereprocessingoverheadof the network stack becomessigni�cant [6].

TOEs have beenproposedas an answer to the increasingdemandput on servers

by gigabit connections. In data transfers, the systemCPU may needto repeatedly

interrupt applicationsto requestdata from the disk. This I/O and memoryprocessing

slows down the actual applications. Therefore, even servers running at high speeds

(greater than 1 GHz) have trouble keepingup with high data rates.

There are many research publications on the bene�ts of TCP o�oading. The

impact of TCP o�oading on Web servers was �rst studied in [11], wherea detailed

modeling of TCP o�oad was presented and the SPECweb99Web server benchmark

wasusedin order to assessthe impact of o�oading on the overall server performance.

Results indicated that a carefully designedo�oad enginecan almost double the per-

formance. A systemwith a dedicatednetwork interface card for TCP o�oading on

an SMP processorwas studied in [21], and realizeda performancebene�t of 600%-

900%.

TOE o�ers performancegainsspeci�cally for Web serversand server applications

which typically have to support a largeand changingnumber of simultaneousconnec-
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tions, especially wherethe HTTP protocol requiresa new TCP connectionfor every

object.

3.2 Research Goals

Network deviceshave becomeincreasinglysophisticatedin the past decade.From

packet processing(routers andswitches)to complicatedQoSand security applications

(cryptoprocessors),the advancesmadein the �eld of networking devicesis apprecia-

ble. Judging by the processingcapabilities of networking devicestoday, though they

have not reached the level of generalpurposeprocessors,they can deal with a high

level of complexity and processingpower.

In this thesis, I extend the conceptof TCP o�oading to a more generalproblem:

Giventhe advancements in networking devices,will o�oading entire applicationsonto

a network deviceprovide a performanceenhancement if usedin conjunction with a

Webserver? Network devicetechnologiesindicate that if there is a proper partitioning

of tasksbetweenthe host processorand the network device,considerableperformance

improvements can be expected. Inclusion of dedicatedcryptoprocessingengineson

many network devicesprovides a basis to expect that security-related workloads,

such as SSL termination have a considerablechance to improve the overall server

performance.
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I proceedin the following way to prove this hypothesis:

1. Step A - Measureperformanceof the Web server using standard benchmark

workloads without using any network device. This is known as an IA-only

system where IA stands for Intel Architecture. Data transfer occurs directly

betweenthe server and client.
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Figure 3.1. Step A: IA-only system
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2. Step B - Measurethe performanceof the Webserver usingstandardbenchmark

workloadsanda proxy server con�gured in the reversemodeon the main system.
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3. Step C - Extend the concept of implementing proxy servers to the network

processor.Implement a proxy on the network devicewhich servessomeof the

client requestsand forwards the rest to the main server. This is known as an

IA/IXA system , whereIXA standsfor Intel Extended Architecture.
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Figure 3.3. Step C: IA/IXA system- Using the network deviceto o�oad a set of
applications

StepsA, B and C provide a systematiccomparisonbetweenan IA-only system,an

IA systememploying a proxy server to speedupperformanceand an IA/IXA system

wherethe proxy server is implemented on the network processor.

It is possibleto intuitiv ely decidewhich applicationsperform better on the network

device. A good exampleof such an application would be any static workload which

allows caching (HTTP), and is not very processorhungry. Any network devicethat

allows for caching techniques to be employed, can respond to a request that can
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directly be served from its cache. Since network caches are generally smaller and

on-chip, considerableincreasein performancecan be expected.

Another application could be secureworkloads. The cryptographic algorithms in

usetoday are usually extremely complex,in terms of key size,key exchange,encryp-

tion/decryption and so on. The SSL protocol, for example, is very computationally

intensive. It usesa public key infrastructure with key sizesof 128 bits and more.

Hence, there is signi�cant performanceloss. Most network deviceshave their own

cryptoprocessingengines.Therefore,by o�oading security applications,performance

gain can be expected.

3.3 Design and Comp onent Considerations

3.4 Net work Pro cessors

3.4.1 Motiv ation

All components on a network usually perform someform of packet processing.

Previously, data rates were slow and networking protocols fairly simple. Therefore,

packet processingin the network components was straightforward and mostly im-

plemented in software running on general-purposeprocessors.Today, core network

speedsapproaching 40Gbpsand edgenetworks operating at 2.5Gbpsare starting to

emerge. Current networking trends re
ect the introduction of more and more com-

plex protocols to support the demandsof security, di�erential QoS and the shift to

IPv6. Theseapplications have requirements that are far beyond the developments

in bus and clock latencies in general-purpose processors,and also need signi�cant

processingpower.

The demand for high bandwidth networks has driven the evolution of network

equipment design. The initial designsused only CPUs. However, many of the de-

signs were not useful for network programming. Furthermore, little use was made

of the more complicatedcomponents such as 
oating point units. Sincethe demand
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Figure 3.4. IncreasedComplexity of Processing

for bandwidth is increasingfaster than CPU speeds,network equipment designbe-

gan to shift away from generalpurposeprocessorsto processorsdesignedfor speci�c

applications.

Hardware-basedsolutions using ASICs ( Application-Speci�c Integrated Circuit)

are customizedfor a particular use. Well-designedASICs are designedto be much

faster than conventional CPUs, however they have a downsideof being di�cult and

expensive to develop. Moreover, they have limited programmability. Moreover, as

networks have developed, it has becomeapparent that network devicesneed to be


exible so as to support new protocols that are developed alongside.This calls for a

level of re-programmability in ASICs that they cannot provide.

Network processorsare programmablechips like generalpurposemicroprocessors,

but are optimized for the packet processingrequired in network devices.They have

helped bridge the gapbetweenASICs and CPUs, by beingasprogrammableasCPUs

but as fast as ASICs.
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3.4.2 Net work Pro cessor Arc hitectures

Therearea fewarchitecture featuresthat arecommonto most network processors:

1. Multiple core and multiple threaded core systems

Network processorsare software programmable,similar to generalpurposepro-

cessors. Software is not suitable for basic network applications, since packet

processingis greatly slowed down, ashasbeenindicated above. The major dif-

ferencein NPs is that they employ multiple programmableprocessingengines

(PPEs) or processingcoreswithin a chip. They are known by di�erent names

- microengines(Intel), channel processors(C-5) or task optimized processors

(Lucent).

The functionality within the PPE is manufacturedependent. Many arebasedon

ReducedInstruction Set Computer (RISC) cores.Bit manipulation is a critical

feature for network processorsand therefore is an added functionality to the

RISC core. Since RISC architectures deal with very simple instruction sets,

more complicated operations require multiple instructions. Therefore, RISC-

basednetwork processorshave usually have their PPEs arranged in parallel.

An alternative style is to organizethem in a pipeline form, or a combination of

both pipeline and parallel styles.

Most network processorsalsoemploy someform of multithreading on PPEs to

maximize their performance.During a typical execution,a PPE will be idle if

it needsa resourcethat is currently in use. Increasedidle time has an adverse

e�ect on the overall systemutilization. Therefore,multithreading is used,where

multiple tasks can be run on each PPE, and the PPE can switch between

tasks. Hardware support is usually provided to ensurefast switching between

tasks. This is another advantage of network processorsover generalpurpose

processors,which require several instruction cyclesto switch tasks. Software
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switching usually meansthat PPEs are likely to remain idle, especially if the

switching requiresan external memory access.

The downsideto multicore/multithreaded PPEs is the increasedcomplexity in

coding.

2. Dedicated hardw are for common net working operations

Network processorsprovide specialized hardware or integrated coprocessors

for commonly performed networking tasks. Typical functionality includes en-

cryption/decryption, lookup engines,queuemanagement and CRC calculation.

Other functionality targeted for speci�c applications could alsobe added.

3. High speed memory in terfaces

Network processorsrequirememory for packet and queueinformation, program

code, lookup tables etc. Each PPE has a small amount of internal memory,

that is local to it. In addition, many network processorsalso have a shared

areaof memory, usually usedfor storing lookup tables and packet information.

However, the amount of available internal memory is limited, and therefore

interfacesto external memory are alsoprovided.

Most network processorsusually have at least two external memory interfaces

- oneto Static RandomAccessMemory (SRAM) and oneto Dynamic Random

AccessMemory (DRAM). Packet data typically requiresa large bu�er storage,

so in general it is stored in DRAM. Queuing information is usually stored in

SRAM.

4. Switc hing fabric in terface

Many of the network processorsare designedfor routing applications and pro-

vide an interface to a switching fabric.

5. Con trol Pro cessing
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The goal of a Network Processoris to processpacket data at wire speed. How-

ever, certain kinds of packets, such as management and control packets need

not to processedat wire speed. They have much more complexprocessingre-

quirements, which would in turn slow down the packet throughput. Therefore,

they are separatedfrom the main path and passedonto a separateprocessor

known asa control processoror an XScale . Network processorsusually contain

an integrated core for control processing.
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Figure 3.5. GenericArchitecture of a Network Processor

3.4.3 Applications

A few of Network Processorapplications are listed below:

1. Smart switc hes

The tremendousincreasein Internet tra�c overload Web servers with a high

volume of requests. Many ISPs resort to a cluster-basedapproach to provide
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a cost-e�ective, scalableand reliable solution to the problem. Any distributed

system has a problem of partitioning tasks between components. To make

this distribution of tasks transparent to end users,a switching deviceis placed

as a common interface in front of the server cluster. They operate on layer-

5 information (request content or application information) and are termed as

content-aware switches.

ASIC basedswitches have little 
exibilit y in terms of re-programmability, al-

though they have high processingcapabilities. On the other hand, switches

basedon generalpurposeprocessorsdo not provide a satisfactory performance

becauseof interrupt issues,increasedstack overheadand so on.

The aboveproblemscanbesolvedby usingnetwork processorsfor content-aware

switching [24]. They do not su�er software hindrancessuch as stack overhead

and are also programmable to an extent. Moreover, their architecture and

instruction setareoptimized to provide a good throughput for packet processing

(using multipro cessing,multithreading etc.).

2. Web server accelerators

Webserversarelimited by a number of factors,such asthe underlying operating

system,interrupt processingetc. Onetechniqueto improve performanceof Web

servers is to cache frequently requestedcontent, so that there is lessoverhead

while requestingthesepages. Such cachesare termed as http d or Web server

accelerators.

The local interconnect within a server, such as the PCI bus remainsa perfor-

mancebottleneck, becauseall data transferred over the network is sent over

this interconnect. This bottleneck can be reducedby caching data directly on

a programmablenetwork interface,such asa network processor.The cache can
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resideon DRAM or SRAM, and the network processorcanstoreand accessthe

data within the cache easily and quickly.

3. SSL O�oading devices

Security is given high importance in the Internet, even if it is at the cost of a

lower performance. The commonly usedSSL protocol is very computationally

intensive. Traditional designshave addressednetwork security by adding a

co-processor. As data rates increase,co-processorshave practical limitations.

Integrating security functions within a network processormakes it possibleto

encrypt and decrypt network tra�c at high speeds.

I use the NFE-i8000, containing the IXP2855 network processoras the network

device for o�oading, in conjunction with the Apache http d Web server and Squid

functioning asa reverseproxy server. The motivation behind this designis elaborated

in the following section.

Figure 3.6. NFE-i8000

Courtesy: NetronomeInc.
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3.5 Web servers

3.5.1 Apac he Web server

For my thesis, I have chosento use Apache http d Web server for the following

reasons:

1. Most widely used- According to the survey by Netcraft on Web server penetra-

tion [15], the Apache Web server holds the largest market shareand accounts

for over 60%of the Webserversdeployed throughout the Internet, ranging from

personalto enterprise servers. Therefore,it follows that positive resultson per-

formanceevaluation using the Apache server will have a considerableimpact.

2. Open source- The Apache Web server is freely and easily available. The Web

server code can alsobe modi�ed accordingto convenience.

3. Modular design- The modularized software designof the Apache Web server

saveson memory and performanceby loading only the required functionalities.

3.6 Pro xy Server

3.6.1 Squid

The proxy server that I have chosenfor my thesis is Squid [17] deployed in the

reverseproxy mode. Squid is a widely usedproxy server and web cache daemon. It

can also serve as an SSL terminator. Squid usesthe Internet Cache Protocol (ICP)

[20] for coordinating Web caches. Reasonsfor choosing Squid as the reverseproxy

include:

1. Widely used- Squid is a widely usedproxy server, and very popular on Unix

machines.

2. Opensource- Squidis freeandeasilyavailable. Squidcanalsobecross-compiled

for di�erent architecturessuch asARM (which is the architecture of the XScale

processoron the NP).
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CHAPTER 4

PERF ORMANCE EVALUA TION

4.1 Benchmarking

A benchmark is a way to measuresystem performance. The idea behind all

benchmarksis essentially the same:A processthat is typical for a systemis performed

and various parameterswhich are useful to evaluate the performanceof that system

are measuredunder standard con�gurations. This test is then repeated for di�erent

workloadsand for di�erent systemcon�gurations.

A typical approach for benchmarking a Web server is to simulate a large number

of clients, and then requesta set of pagesof varying lengths, so that results can be

obtained for both large and small �les.

4.1.1 SPECw eb2005

For performancemeasurement, I useSPECweb2005,which is a software bench-

mark product developedby the StandardPerformanceEvaluation Corporation (SPEC).

It measuresa Web server's abilit y to handle both static and dynamic pagecontent.

It also provides the capability of measuringboth SSL and non-SSLrequests. There

are three di�erent workloadsprovided for this benchmark:

1. Banking - Designedto simulate an online banking system. Banking providesan

HTTPS-only workload.

2. ECommerce- Designedto simulate a Web server that sellscomputer systems.

This includes allowing end users to search, browse, customize, and purchase

products. ECommerceprovides a mix of HTTPS and HTTP workload.
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3. Support - Designedto simulate a vendor'ssupport website. Userscansearch for

products, browsea listing of availableproducts, �lter a listing of availabledown-

loadsbasedupon certain criteria, and then download �les. Support providesan

HTTP-only workload.

The benchmark clients run the application program (written in java) that sends

HTTP requeststo the server and receivesHTTP responses.

4.1.1.1 Design

SPECweb2005has four major logical components: the clients, the prime client,

the Web server, and the back-end simulator (BeSim):

1. Client - The benchmark clients run the application program that sendsHTTP

requeststo the server and receivesHTTP responses.

2. Prime Client - The prime client initializes and controls the behavior of the

clients, runs initialization routines against the Web server and BeSim,and col-

lects and stores the results of the benchmark tests. It can run on the same

physical systemas oneof the clients.

3. Web Server - The Web server is a collection of hardware and software that

handlesthe requestsissuedby the clients.

4. Back-End Simulator (BeSim)- BeSim is intended to emulate a back-end appli-

cation server that the Web server must communicate with in order to retrieve

speci�c information neededto completean HTTP response(customerdata, for

example).

4.1.1.2 Implemen tation

The SPECweb2005benchmark is used to measurethe performanceof HTTP

servers. The HTTP server workload is driven by one or more client systems,and
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Figure 4.1. SPECweb2005Logical Components

Courtesy: SPEC

controlled by the prime client. Each client sendsHTTP requeststo the server and

validates the server responses. When all of the HTTP requestshave beensent and

received, the QOScriteria met for that webpagetransaction is recordedby the client.

Prior to the start of the benchmark, one or more client processesis started on

each of the client systems. Theseprocesseseither listen on the default port (1099)

or on another port that can be speci�ed in the con�guration �les. Once all client

processeshavebeenstarted, the client systemsarereadyfor workload and run-speci�c

initialization by the prime client.

The prime client will read in the key value pairs from the con�guration �les.

Upon successfulcompletion, it will initialize each client process,passingeach client

processthe con�guration information read from the con�guration �les, as well as

any con�guration information the prime client calculated(number of load generating

threads, for example). When all initialization has completedsuccessfully, the prime

client will start the benchmark run.

At the end of the benchmark run, the prime client collects result data from all

clients, aggregatesthis data, and writes this information to a results �le. When all
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three iterations have �nished, an ASCII text report �le and an HTML report �le are

alsogenerated.

The prime client controls the phasesof the benchmark run. These phasesare

illustrated in the diagram below:

Figure 4.2. Benchmark Phases

Courtesy: SPEC

� The thread ramp-up period A - The time period acrosswhich the loadgenerating

threads are started. This phaseis designedto ramp up useractivit y.

� The warm-up period B - The time during which the systemcan prime its cache

prior to the actual measurement interval. At the end of the warm-up period,

all results are clearedfrom the load generator,and recordingstarts anew.

� The run period C - The interval during which benchmark results are recorded.

� The thread ramp-down period D - It is the period during which all load-

generating threads are stopped, and is the inverse of A. Although load gen-

erating threadsstill make requeststo the server during this interval, resultsare

not recorded.
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� The ramp-down period E - The time given to the client and server to return

to their normal states. This is primarily intended to assuresu�cien t time for

TCP connectionclean-upbeforethe start of the next test iteration.

� The ramp-up period F - It replacesthe warm-up period, B, for the secondand

third benchmark run iterations. It is presumedat this point that the server's

cache is already primed, therefore,this time period is quite short.

4.1.1.3 Workload Generation and Analysis

SPECweb2005follows a pagebasedmodel. Each pageis initiated by a dynamic

GET or POST request, which runs a dynamic script on the server and returns a

dynamically createdwebpage.Associated with each dynamic page,are a set of static

�les or images,which the client requestsright after the receipt of the dynamically

created page. The page returned is marked as complete when all the associated

images/static �les for that pageare fully received.

The workload generatedis basedon pagerequests,transition betweenpagesand

the static imagesaccessedwithin each page. The QoS requirements for each work-

load are de�ned in terms of two parameters,Time Good and Time Tolerable. QoS

requirements are pagebasedand Time Good and Time Tolerablevaluesare de�ned

separatelyfor each workload. For each page,95%of the pagerequests(including all

the embedded�les within that page)are expectedto be returned within Time Good

and 99% of the requestswithin Time Tolerable. Very large static �les (i.e. Support

downloads) usespeci�c byte rates as their QoSrequirements.

The validation requirement for each workload is such that lessthan 1%of requests

for any given pageand lessthan 0.5%of the all pagerequestsin a given test iteration

fail validation. Small sessionworkloads usually have high validation errors because

of insu�cien t requeststo obtain steadystate readings(at least 100requests).

The following tables represent the workload pagemix percentage:
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Supp ort Mix%
catalog 11.71%
download 6.76%
�le 13.51%
�le catalog 22.52%
home 8.11%
product 24.78%
search 12.61%

Table 4.1. Support Workload

ECommerce Mix%
billing 3.37%
browse 11.75%
browseproduct 10.03%
cart 5.30%
con�rm 2.53%
customize1 16.93%
customize2 8.95%
customize3 6.16%
index 13.08%
login 3.78%
product detail 8.02%
search 6.55%
shipping 3.55%

Table 4.2. ECommerceWorkload

Banking Mix%
summary 15.11%
add payee 1.12%
bill pay 13.89%
bill pay status 2.23%
check detail html 8.45%
check image 16.89%
changepro�le 1.22%
login 21.53%
logout 6.16%
payeeinfo 0.80%
post check order 0.88%
post fund transfer 1.24%
post pro�le 0.88%
quick pay 6.67%
requestchecks 1.22%
req xfer form 1.71%

Table 4.3. Banking Workload

39



For each workload, there are two typesof �les:

1. Non-scaling�lesets that do not grow with the load.

2. Scaling�lesets that grow linearly with the number of simultaneousconnections.

4.1.1.4 Key Java Classes

The three classesinvoked are specweb, specwebclient, and reporter. \specweb-

client" is invoked on oneor more client systemsto start the client processesthat will

generateload against the HTTP server. Once invoked, specwebclient listens on the

assignedport waiting for the prime client's instructions.

The prime client is started by invoking specweb on the prime client system.

\specweb" readsin the relevant con�guration �les and then lets the SPECwebControl

classhandlebenchmark execution. SPECwebControl then createsa RemoteLoadGen-

erator to handle communication between the prime client and the client processes.

RemoteLoadGeneratorcommunicateswith the specwebclient processesvia Java's Re-

mote Method Invocation (RMI). The RMI methods calledby RemoteLoadGenerator

to control specwebclient are:

� createThreads():Createsthe number of load-generatingthreads/processesthat

will sendrequeststo the server.

� setup(): Handlesinitialization of static workload classvariables.

� start(): Starts each load-generatingthread. start() correspondsto the beginning

of PhaseA (thread ramp-up).

� stop(): Stopseach load-generatingthread. stop() correspondsto the beginning

of PhaseD (thread ramp-down).

� getHeartbeat(): Tells the prime client that this client processis still alive.
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� waitComplete(): Gives the load-generatingthreads a �nite amount of time to

cleanup, beforeattempting to terminate all threads. It then displays the bench-

mark run statistics for that client process.

� exit(): Allows the prime client to kill the client process.This is usedat the end

of a completebenchmark run.

� getStatistics(): Returns the results collectedby this client processduring the

benchmark run. This is called at the end of each iteration by the prime client.

� clearStatistics(): clearsall results collectedprior to the beginning of PhaseC

(run period).

� isReady(): Returns true whenall load-generatingthreadshave beencreatedon

the client.

� cleanUp()(Optional): Gets rid of objects created during the run that will be

recreatedin any subsequent run, including the LoadGeneratorobject on the

client. It is optional becauseJava has a garbagecollector which performs the

sametask.

The diagram below illustrates the various methods.

The reporter classis invoked only to createthe ASCII and HTML results.

4.1.1.5 Performance Measuremen t

The SPECweb2005individual workload metrics represent the actual number of

simultaneoussessionsthat a server cansupport while meetingquality of service(QoS)

and validation requirements for the given workload. In the benchmark run, a number

of simultaneoussessionsare requested. Thesesessionscorrespond to the number of

load-generatingprocesses/threadsthat will continuously sendrequeststo the HTTP

server during the benchmark run. Each of thesethreadswill start a usersessionthat
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Figure 4.3. Key Java Classesin SPECweb2005

Courtesy: SPEC

will traversea seriesof workload-dependent states. Typically, each usersessionwould

start with a single thread requestinga dynamically created �le or page. Once the

user sessionends, the thread will start a new user sessionand repeat this process.

This processis intended to represent usersentering a site, making a seriesof HTTP

requestsof the server, and then leaving the site.

4.2 Measuremen t Setup

4.2.1 System Con�gurations

There are three systemcon�gurations for which measurements have beentaken:
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1. IA-only setup: Data 
o w is only betweenthe client and server systems.There

is no network processorinvolved in the communication. This is further divided

into the following scenarios:

� Web server only - All requestsfrom the client arehandledonly by the Web

server.

� Web server and proxy - All requestsfrom the client are �rst forwarded to

the proxy. If the requestscannot be servicedby the proxy, they are then

sent to the Web server.

2. IA/IXA setup: Data 
o w between the client and server goes via the network

processor,which acts as the proxy server. All requestsfrom the client are �rst

sent to the proxy on the NP. If the proxy cannot servicethe request,it forwards

it to the main Web server.

4.2.2 System Parameters

4.2.2.1 Cache Size

The cache size of the proxy server is an important factor in determining the

performanceof the cache. Con�guring too small a cache results in a low hit rate,

which, in turn, translatesto increaseddisk accessesand responsetimes. Using a very

large cache defeatsthe main purposeof reducingaccesstime becausethe number of

entries to check for a match increases.Therefore,an optimal cache sizeis essential.

The following table shows the hit rates of various cache sizesfor 5, 50 and 100

simultaneoussessions:

Size/Sessions 1M 10M 100M 1000M
5 94.947% 95.045% 95.058% 95.065%
50 92.71% 94.09% 95.03% 95.029%
100 90.90% 93.10% 94.93% 95.025%

Table 4.4. Cache Hit Rates
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The table indicates that the hit rates for all cache sizesis above 90%. The high

hit rate is becauseof the nature of SPECweb2005webpages.Each webpagecontains

imagesand a large number of small static �les. The hit rates di�er by about 5% for

the largest and small cache sizes. Sincethere is a constraint on the usablememory

on the network processor,I have chosen10M as the cache size for Squid in all the

measurements.

4.2.2.2 Replacemen t Policy

The LRU (Least Recently Used) replacement policy is used in the Squid proxy

server, since it is simple and robust to implement and usesthe least processingre-

sources.

4.2.3 System Metrics

The following metrics are consideredin the benchmarks, to determine the e�ect

of using the NP for task o�oading:

1. AverageCPU Utilization - Measuresthe averageCPU utilization during the

courseof a run. When a systemCPU is occupiedby a process,it is unavail-

able for processingother requests. This becomesa bottleneck in the system.

Therefore, a lower CPU utilization translates to high system availabilit y. In

this scenario,if the load on the Web server is less,it is available for servicing

more requests.

2. AverageResponseTime (in seconds)- Measuresthe averagelatencyencountered

by the client in receivinga response. A shorter responsetime translates into a

quicker responsefrom the server, and fewer timeouts for the client.

3. AverageByte Rate - Measuresthe averagebandwidth utilization of the link. A

high ratio of ABR to available bandwidth indicates e�cien t utilization of the

link.
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4.3 Measuremen t Results

4.3.1 CPU Utilization

The graphsbelow indicate the averageCPU utilization over the courseof a run,

for all three systemsetups. The valueshave beenrecordedfor 100simultaneoususer

sessions.
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Figure 4.4. CPU Utilization - Web server only

CPU utilization measuresthe load on the systemduring the courseof an entire

run. The higher the load on the system,the higher the CPU utilization. The graphs

indicate a pattern similar to the various phasesin the benchmark run (�g. 4.2). The

rampup, run and rampdown periods are all clearly visible from the graphs.
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Figure 4.5. CPU Utilization - Web server and proxy

From the three graphs, a quantitativ e performancemeasurement can be made.

The CPU utilization in 4.5 is higher than in 4.4. This is becausethe proxy server in

4.5 is installed on the samesystemasthat containing the Web server. Therefore,this

addsto the load on the system. The CPU utilization is lowest in 4.6,wherethe proxy

server resideson the network processor.In this case,the proxy satis�es the requests

and only directs the requeststhat weremissingin the cache to the main Web server.

Therefore, this reducesthe load on the main server, sincethe proxy is implemented

by a di�erent processor(IXP2855).

The graphs also show that the CPU utilization is well below 100%,which indi-

cates that the Web server can support more sessions.However, this system usesa
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Figure 4.6. CPU Utilization - Web server and proxy on NP

singleclient, and thereforecannot handle over 100sessions.An increasednumber of

simultaneoussessionscan be supported by increasingthe number of clients.

4.3.2 Response Time

The graph below indicates the averageresponsetime for three di�erent valuesof

sessions- 5, 50 and 100, for the di�erent systemcon�gurations.

Accesstimes de�ne how quickly (or slowly) a client receives a responseonce a

requestis made. Accesstimes compriseof the following:

� Processingdelay - Time taken by the Web server to processthe request.

� Propagationdelay - Time taken to travel the distancebetweenthe two systems.
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Figure 4.7. Accesstimes for di�erent con�gurations

� Queuingdelay - Time taken to passthe queue,beforethe packet can be trans-

mitted.

� Transmissiondelay - Time taken to transmit all of the packet's bits on the link.

Transmissiondelay is usually in the order of microsecondsor lessin practice. Propa-

gation delay is not relevant in this systemsetup,sincethe two systemsare in the same

subnet. Therefore,thesedelays can be neglected.Therefore,processingand queuing

delays are the main components of accesstime. Of these,queuingdelays can be im-

proved by implementing e�cien t queuing techniques. Processingdelays are reduced

by using the network processorto o�oad requests.Every requestthat requiresstatic
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objects, such as images,�les etc. requiresdisk access,which is expensive. Caching

frequently requestedobjects greatly reduceslookup times.

From the graph, it can be observed that the responsetimes are relatively similar

for all three con�gurations for low loads. The advantageof usingproxy serverscomes

into play only at higher loads. For high loads, the response time for an IA-only

systemwithout a proxy is the largest. This is becausethe Web server handlesall the

requestsitself, and takeslongerto respond asmoreand morerequestsarrive, because

of increaseddisk accesses.The responsetime for an IA systemwith a proxy server is

lower than the previouscase,becauseof the presenceof the proxy server. The proxy

cachesfrequently requestedobjects, thus avoiding the disk accesstime for obtaining

the object. The responsetime for the IA/IXA system is the lowest, and therefore,

implementing a proxy in the network processorimprovesthe overall accesstime.

4.3.3 Av erage Byte Rate

The graph below indicates the averagebytes/sec sent over the link for di�erent

sessionvaluesand systemcon�gurations.

One of the important factors to be consideredduring performancemeasurement

of a system is the e�ciency of bandwidth utilization. There are two points to be

noted:

� If the ratio of link utilization to availablelink bandwidth is high, then it indicates

that the systemis making e�cien t useof the bandwidth.

� The speedof data transfer is limited by the link speed. Even if the systemis

capableof supporting higher rates, the speedis still limited by the link band-

width.

The graph indicates that all three systemcon�gurations make e�cien t useof the

100Mbpslink. Betweenthe three, the byte rate is lowest for the IA-only con�guration

without the proxy server. This is becauseonly the Web server handlesthe requests
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Figure 4.8. AverageByte Rates for di�erent con�gurations

from the clients. Therefore,the number of requestsit canserve per unit time frame is

less,translating to a lower byte rate. The byte rate is higher in the IA con�guration

with the proxy server. Since the proxy server caches frequently requestedobjects,

it can cater to more requestsper time period, which in turn leadsto a higher byte

rate. The byte rate is the highest for the IA/IXA con�guration. The proxy on the

NP directs only the requeststhat it cannot serve to the main server, and serves the

remaining requestsitself.

4.4 Summary of Results

The following key deductionscan be madefrom the results:
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� The CPU utilizations indicated in 4.4, 4.5 and 4.6 indicate that using a proxy

server reducesthe CPU load to a largeextent. Further, implementing the proxy

server on the NP cuts the CPU utilization by over a half.

� The �gure depicting accesstimes in 4.7 alsoshows a reduction in latency when

using a proxy in the network processor. The e�ect is more pronounced for

higher loads.

� 4.8showsmaximum utilization of the link bandwidth whenusinga proxy server

on the network processor.

4.5 Practical Implemen tation

Therearetwo points to benotedwhenusingsuch a systemin a real-world scenario:

1. The delay betweenthe NP and server is consideredto be negligible(sincethey

are locatedon the samesystem),and the delay betweenthe server and client is

also negligible (becausethey are located on the samesubnet). Therefore, in a

situation for which the above conditions are not true, the results may vary.

2. This model doesnot considercongestioncauseddue to regular Internet tra�c.

In a situation where the network is congested,responsetimes could be much

longer than thoseindicated in the graphs,and more erratic.
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CHAPTER 5

CONCLUSION AND FUTURE W ORK

5.1 Conclusion

I have introducedthe ideaof usinga network processorfor o�oading applications

in order to improve Web server performance. I have described the working of Web

servers and proxy servers, and their performanceparameters. I have described the

reasoningbehind application-level o�oading, and the motivation behind choosing a

network processorfor this application. I have provided a detailed description of Web

server performanceimprovement techniques that have been employed so far, and

how this technique di�ers from them. A big advantage of this technique is that it

is relatively easyfor this architecture to be sold as an end-system.So the potential

impact of this work is signi�cant.

The results using a network processorshow an improvement over the IA-only

con�gurations. CPU utilization is reducedby over a half, latency times are reduced

and link utilization is alsomore e�cien t. Someproblemsthat may be encountered in

real-world scenariosare alsodiscussed.

5.2 Future Work

My thesis presents the idea of application-level o�oading onto network proces-

sors, and the positive e�ect that it has on Web server performance. The following

improvements, if madeto the system,may considerablyincreaseperformance:

� Implementation in microengines- The implementation in this thesismakesuse

of the XScaleprocessorin the IXP2855. This may be redesignedin a way to
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make useof the microenginesfor the proxy implementation. Microenginesare

designedspeci�cally for network-intensive applications,and canprocesspackets

at line speed. The IXP2855 has16 mircoengines,which can considerablyspeed

up data transfer.

� Extending Application O�oading - The concept of application o�oading can

be applied to other workloads. The IXP2855 has two coresfor cryptographic

applications, which implement DES and AES, and support a variety of key

lengths. Each coreoperatesindependently, which allows simultaneousprocess-

ing of multiple securepackets within each block. In addition, the abilit y to load

cryptography keys while a block is simultaneously processingpackets enables

the network processorto support a large numbers of sessions.By processing

data blocks as they arrive, the cryptography elements enablesecureprocessing

on the 
y . This makes them e�cien t for security related workload processing,

such as SSL/TLS or IPSecenvironments.

� IncreasedNumber of Clients - The number of simultaneoussessionsin this case

is limited by the number of clients. A singleclient can get overloadedquickly.

To determinethe maximum number of sessionsthe di�erent con�gurations can

support, more clients can be addedto the setup.

53



BIBLIOGRAPHY

[1] Andrew, Banks, Jim, Challenger,Paul, Clarke, Doug, Davis, Richard, P. King,
Karen, Witting, Andrew, Donoho,John, Holloway Time Ibbotson,and Stephen,
Todd. Httpr speci�cation. Tech. rep., International BusinessMachines Corpo-
ration, 2002.

[2] Binkert, Nathan L., Saidi, Ali G., and Reinhardt, Steven K. Integrated network
interfacesfor high-bandwidth tcp/ip. In ASPLOS-XII: Proceedings of the 12th
international conference on Architectural support for programming languagesand
operating systems(New York, NY, USA, 2006),ACM Press,pp. 315{324.

[3] Cardellini, V., Colajanni, M., and Yu, P. S. Dynamic load balancing on web-
server systems.IEEE Internet Computing 3, 3 (1999), 28{39.

[4] Cardellini, Valeria, Casalicchio, Emiliano, Colajanni, Michele,and Yu, Philip S.
The state of the art in locally distributed web-server systems. ACM Comput.
Surv. 34, 2 (2002), 263{311.

[5] Comerford,R. No longer in denial. Spectrum IEEE 38, 1 (2001), 59{61.

[6] Currid, Andy. Tcp o�oad to the rescue.Queue2, 3 (2004), 58{65.

[7] Dierks, T., and Allen, C. Rfc 2246 the tls protocol version 1.0. Tech. rep.,
Network Working Group, 1999.

[8] Fielding, R., Gettys, J., Mogul, J., Frystyk, H., Masinter, L., Leach, P., and
Berners-Lee,T. \rfc 2616: Hypertext transfer protocol { http/1.1". Internet
Engineering TaskForce (June 1999).

[9] Gilmore, C., Kormann, D., and Rubin, A. D. Secureremoteaccessto an internet
web server. Network. IEEE 13, 6 (1999), 31{37.

[10] Institute, Informartion Sciences,and of SouthernCalifornia, University. \rfc 793:
Transmissioncontrol protocol". Internet Engineering Task Force (September
1981).

[11] Kant, K. Tcp o�oad performancefor front-end servers. In Global Telecommuni-
cations Conference 2003.GLOBECOM '03. IEEE (2003), vol. 6, pp. 3242{3247
vol.6.

54



[12] Kargl, Frank, Maier, Joern, and Weber, Michael. Protecting web servers from
distributed denial of service attacks. In WWW '01: Proceedings of the 10th
international conference on World Wide Web(New York, NY, USA, 2001),ACM
Press,pp. 514{524.

[13] Kreger, Heather. Ful�lling the web servicespromise. Commun. ACM 46, 6
(2003), 29{�.

[14] Narasimha. E�ectiv enessof caching policies for a web server. In High Perfor-
manceComputing1997.Proceedings.Fourth International Conferenceon (1997),
pp. 94{99.

[15] Netcraft. The netcraft web server survey. Tech. rep., Netcraft Web Site, 2007.

[16] Pandey, Raju, Barnes,J. Fritz, and Olsson,Ronald. Supporting quality of service
in http servers. In PODC '98: Proceedings of the seventeenth annual ACM
symposium on Principles of distributed computing (New York, NY, USA, 1998),
ACM Press,pp. 247{256.

[17] Squid. Squid caching proxy server. Tech. rep., Squid Web Site, 1996.

[18] Tatarinov, I., Rousskov, A., and Soloviev, V. Static caching in web servers.
In Proc. Sixth IEEE Intl. Conf. on Computer Communications and Networks
(1997), pp. 410{417.

[19] Wang, Jia. A survey of web caching schemesfor the internet. SIGCOMM Com-
put. Commun. Rev. 29, 5 (1999), 36{46.

[20] Wessels,D., and Cla�y , K. \rfc 2186: Internet cache protocol (icp) version 2".
Internet Engineering TaskForce (September 1997).

[21] Westrelin, R., Fugier, N., Nordmark, E., Kunze, K., and Lemoine,E. Studying
network protocol o�oad with emulation: approach and preliminary results. In
12th Annual IEEE Symposium on High Performance Interconnects 2004 Pro-
ceedings (2004), pp. 84{90.

[22] youb Kim, Hyong, Pai, Vijay S., and Rixner, Scott. Increasing web server
throughput with network interfacedata caching. In ASPLOS-X: Proceedings of
the 10th international conference on Architectural support for programming lan-
guagesand operating systems(New York, NY, USA, 2002),ACM Press,pp. 239{
250.

[23] youb Kim, Hyong, and Rixner, Scott. Tcp o�oad through connectionhando�.
In EuroSys '06: Proceedings of the 2006 EuroSys conference (New York, NY,
USA, 2006),ACM Press,pp. 279{290.

[24] Zhao, Li, Luo, Yan, Bhuyan, Laxmi N., and Iyer, Ravi. A network processor-
basedcontent-aware switch. IEEE Micro 26, 3 (2006), 72{84.

55


