


The same procedure is done for EM side-channel but only with 6,000 inputs. Figure 6.10

shows the watermark in smartcard detected using EM probes.
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Figure 6.12  Watermark in Smart card detected using EM side-channels.
The top graph shows the watermark in the time domain. The bottom
graph shows the zoomed version.
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Correlation vs. Keyquess
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Figure 6.13  Watermark in Smart card detected using EM side-channels.
The peak shows the correct key is the 50™ key guess.

6.4.2. Hardware Watermarks

For hardware watermarks we have used FPGAs where we have implemented
designs that will follow the watermark model explained in section 6.1. We have used the
same combinational function as in [47], a 128-bit secret key which we have set to all FF,
and for the leakage generating circuits we have used 10-bit shift registers which uses the
combinational function output as its enable signal. We have random logic before and
after the watermark so as to provide a relatively realistic model of how the design could
be in commercial products. We provide a number of different inputs from the Control
FPGA and a trigger signal through a serial connection and make the Core FPGA perform
the operations in the design and watermark and capture the EM traces. We then perform

correlation based analysis on the obtained traces to detect the watermark inserted. The
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following figure shows the watermark with secret key 128’h FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF.

Comelation vs. Keyguess
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Figure 6.14 Watermark in FPGA detected using EM side-channels. The
peak shows the correct key is FF.

We required 15,000 traces to find the watermark. Although the CC was around
0.07, we could clearly see the watermark with the unique 1D of all FF. With more number
of traces, the CC could increase and mainly the clarity of the peak against the other
incorrect CC will be better. That is to say, the incorrect CC will go down as we increase
the number of traces as unwanted noise will get averaged out.

In this implementation of hardware watermarking, we have connected the leakage
generator output to an 10 pin of the FPGA. We use a number of leakage generating shift
registers but connect only one of it to an 10 pin, primarily to give more signal strength
and also to prevent our design from getting trimmed. When we do not use 10 pins, the
EM radiations created does not have enough strength for us to detect the watermarks. In

this implementation we have made use of EM radiations from the FPGA and not the
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waveforms at the 10 pins as we have done in the Trojan implementation. So this is EM
side channels detection for Watermarking. But we have connected the logic after the
watermark to an 10 pin so that the Xilinx ISE does not remove the underlying logic and
in the process the whole design due to optimization. The Xilinx ISE checks for logic that
does not drive or not getting driven and tries to minimize the logic. So in order for it not
to “Trim” the designs and remove our whole design, we need some part of the design that
is connected to 10 pins or that drive logic that are connected to 10 pins. All the other
underlying logic and other instances of shift registers are prevented from getting
optimized by the usage of “KEEP” property. But the Xilinx ISE did not allow all the shift
registers to use KEEP property, as it then removed the logic saying there is no design that
driving other logics.

This implementation trick gives more EM side channel and also helps the design
to get synthesized and perform what we wanted it to do. Although, this implementation
trick provides an added advantage for the EM radiations as 10 pins in general provide
more EM radiations. So though this implementation uses EM side-channel to prove the
concept of watermarking, it makes use of the leverage caused by IO pins. We must
concede that this procedure cannot be followed in real watermarking systems as this will
not be small enough to hide, as the attacker can sense there is a high radiating signal and
can lead to him checking the designs for watermarks. In this sense this cannot be termed
a real Side channel usage, but this makes use of the EM side channels and can be termed
a prototyping model for EM side channel based watermarking. In order to move ahead
from such a prototyping to a “real” Side channel analysis, one must make sure the

watermarking does not use advantage from the 10 pin. Future work can target this by
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making custom boards as in the case of ASICs and also maybe depackage the FPGA chip

as this will increase the signal to noise ratio and prevent using the 10 pins.

6.4.3. Comparison of Results

In this section we compare how the EM side-channel fares against Power side-
channel. We consider three different platforms with varying levels of noise and
interference.

The microcontroller setup is specifically made for power analysis which has two
PCB boards with isolation to avoid power noise sources. We used the EM side-channels
available from the top of the microcontroller as well as a place near the resistor. From
Table 6.1 and Table 6.2, we can see that even though the setup is made for power, the
watermark can be detected using EM side-channels with the same number of traces
(1,000), if the EM probe is placed near the resistor. We can see that with 5,000 traces,
EM side-channels can be used to find the watermark just by placing the probes on top of
the microcontroller. This setup for EM side-channels does not even need decapsulation of
the microcontroller (which drastically reduces the noise levels and provides better signal
strength). We now see that the Coefficient correlation for finding the correct peak, which
confirms the detection of watermark, is at just 0.3 to 0.4 for EM side-channels near the
resistor, and 0.04 for EM side-channels on top of the microcontroller. This CC value will
increase when de-capsulation of the microcontroller is possible. But it should be noted
that the watermark can be detected with EM side-channels even with setups custom made

for power analysis.
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Table 6.1. Comparison of number of traces for Microcontroller

Side-channel Number of Traces

EM near resistor 1000
EM on top uC 5000
Power 1000

Table 6.2. Comparison of CC for Microcontroller

Side-channel Correlation Coefficient

EM near resistor 0.3to 0.4
EM on top uC 0.04
Power 0.80r0.9

Table 6.3. Comparison of number of traces for Smartcard

Side-channel Number of Traces

Side-channel Correlation Coefficient

EM near resistor 10000
EM on top Smartcard 5000-6000
Power 10000
Table 6.4. Comparison of CC for Smartcard

EM near resistor 0.08t00.1
EM on top Smartcard 0.1t00.12
Power 0.08t0 0.1




The Smartcard setup is not specifically made for power analysis. There is no
isolation of power supply, which will help the power analysis. We used the EM side-
channels available from the top of the Smartcard as well as a place near the resistor. From
Table 6.3 and Table 6.4 we can see that the watermark can be detected using EM side-
channels with 5,000 traces, whereas the power side-channels require 10,000 traces. We
can also see that the Correlation Coefficient for finding the correct peak, which confirms
the detection of watermark, is almost equal and in fact 20% percent more than that
obtained from power. This is a setup with noise to both EM and power where we can find
that EM side-channels perform better in terms of effort required. Regarding the hardware
watermarks, we could find the watermark with EM side-channels but we could not find
the watermark using Power side channels with the existing setup where we just de

soldered the coupling capacitances.

6.5 Robustness Analysis

In this section we will analyze how secure the inserted watermarks can be. This
can be known by studying the possible attacks that the watermarks can be subjected to
and mainly what their vulnerabilities are. As we know, the watermarks are assumed to be
inserted by the owner of the chip or design under test. An attack in this scenario could be

e Removing the watermark from the original design
e Hiding the watermark so that it can’t be detected by the owner/ verifier
e Creating new watermarks that can offset the original watermarks
The concept of watermarking has long been used for audio, video, and digital

content. In such watermarks, there are four classes of attacks that could be carried out:
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¢ Robustness Attacks
In the case of image watermarking, Robustness attacks are those attacks that try or
attempt to diminish or remove the presence of watermarks but try not to affect the
original content. These can be accomplished by signal processing like filtering, resizing,
and scanning, or analytic or algorithmic attacks like collusion attacks that combine
different versions of the image to get a new image which inherently reduces the strength
of watermark, making it difficult to be detected.
e Presentation Attacks
This type of attack is where the watermarked image or digital content by itself is
targeted and thus there is no need to hide or diminish the strength of the watermark. This
will help in fooling an automated detector by giving wrong information if the automated
detector is specifically looking for the watermark at a specific place in the content.
e Interpretation Attacks
This type of attack is where the attacker can insert his own watermark and claim
ownership. It will be difficult to find out whose watermark is original when both the
watermarks have equal strength. This could again lead to argument, as there is more than
one watermark in the same design
The attacker could also try to insert a watermark that can actually perform the
inverse function of the original watermark thereby reducing its strength and hiding the
original watermark.
e Legal Attacks
This type of attack, as the name indicates, is mainly from the legal perspective

and has nothing to do with the watermark design and insertion. These attacks mainly
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depend on the laws of copyright and ownership, credibility of owner, and the attacker
among other things.

In all the above mentioned attack options we can see that there has to be some
knowledge of the presence, place, or type of the watermark for the attacker to succeed or
it will very time consuming or impossible. So the first assumption is that the design will
be kept secret by the owner and also small. Since this is the Identity of the IP that is in
question, we assume that each company will be provided with different IDs/ keys space
(so that many devices are watermarked). The main thing here is to keep the key/ unique
ID secret. The other assumption is that there are no insider attacks. The watermarks will
definitely be vulnerable to insider threats and can even be converted to become a Trojan
as discussed in the previous chapter. This will lead to leaking out the secret ID which
could be an IP breach, as this will provide the information to the attacker, who in this
case is the illegal user who tries to copy the original design. If the attacks require more
efforts and more time than that could be practically affordable, they will be called
unbreakable in terms of cryptography.

Considering the above mentioned assumptions, we will now look into the
different methods in which the inserted hardware and software watermarks could be

attacked or rendered useless.

6.5.1. Reverse-engineering attack

This is similar to the robustness attack previously discussed where the aim is to

find the watermark inserted in the design.
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In the case of software watermarks, we have the watermark written in assembly
level language. In order to reverse engineer, the attacker has to find the watermark once
she has access to the assembly level code. Even if the attacker has access to it, finding a
set of instructions that perform a specific operation is very difficult in assembly level, as
this is not as straightforward as in higher level languages, such as C and Java. Also the
watermark inserted is very small. Finding a watermark that is of less than 10 instructions
will be practically very difficult when the original code is very huge. The amount of
effort required will be so high that it is not worthwhile for the attacker to reverse engineer
the assembly level watermark.

In the case of hardware, reverse engineering is a field in itself and is very difficult
for an attacker, as it requires a large investment in effort and various special equipments
are required. There are a series of steps to be followed to remove the chip layer by layer
in order to access the design and wiring connections to know watermark location and
operation. If an attacker is motivated enough and has resources to tear down the chip,
almost any chip is vulnerable, but in general, the watermarks can be assumed to be safe

against such reverse engineering attacks.

6.5.2. Side-channel attacks

We have made use of the EM side-channel analysis principle for a constructive
purpose but the same can be used by an attacker for finding the watermark. But the
problem for the attacker is that he does not know the secret key and leakage circuit which
we have assumed to be secret and company specific. The attacker’s aim here will be to

remove the watermark once he finds it to avoid further problems from the verifier/ owner.

78



The attacker can find this by analyzing the exact clock cycles where the watermark
operation takes place and can try to find what instructions they are and remove it in the
case of software watermarks. For hardware, he can alter the codes only in the design
phase or even change the watermark to become a Trojan so that it leaks unwanted
information which he could claim as his watermark.

Though side-channel analysis proves to be a possible option for an attacker, again
it will require considerable effort for the attacker if the key, leakage circuit, and
combinational circuit remain secretive and mostly small so that the side-channel
information is not provided to the attackers without special equipments to reveal them.
When the combinational function and key space are large, it is practically impossible for

any attacker to find the watermark without inside knowledge.
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CHAPTER 7

CONCLUSION AND FUTURE WORK

7.1. Conclusions

In this work, we have made use of side-channel analysis (mainly EM analysis) to
attack FPGA with encryption algorithms, and also used it for Watermarking applications
for microcontroller, smart card and FPGAs. We have used EM side-channels to make use
of the advantage of not requiring the resistor to be placed in the power supply path, as
this helps in the automation of watermarking applications for a manufacturer. The EM
side-channels will require just an EM probe to be placed near the chip in use and does not
require any modifications to the supply path or the design under test. This work required
creation of setups for Attacks and Defenses using side-channel specific probes and
hardware. We have made use of MATLAB for all the processing and supply of inputs in
the case of microcontrollers and FPGA. We have also made use of C for the smartcard
environment which uses Microsoft PC environment, WinScard libraries and functions.
We have also made use of AVR studio for the codes in assembly level language for the
Smartcards. This is the first time that EM analysis is used for watermarking and also
hardware Trojans.

What we have found out is that EM side-channel analysis, like Power analysis,
can be used to attack secret keys, insert, and detect watermarks in both hardware and
software. Although EM analysis requires more effort in terms of signal processing and
number of hours spent in capturing traces and analyzing, it is pretty effective in finding

out the secretive information and protecting them. We found that in terms of hardware

80



with noise interference, EM side-channels can provide equivalent and sometimes better
results when compared to power analysis, which was evident from the correlation co-
efficient obtained from the detection of the watermarks in terms of smart card. Also,
since this thesis was the first work in terms of actual hardware for our lab, all the required

setup was developed and at this point provides setup for both smartcards and FPGAs.

7.2.  Future Work

In this work we have made use of the near field EM side-channel information for
both software and hardware watermarking and attacks. The main advantage of EM side-
channel over Power side-channel is localization, where one can use a number of very tiny
EM probes that can actually touch or monitor the contact pins in terms of hardware. Due
to time and resources, we did not focus on utilizing this property of EM side-channel and
this is a possible future direction in terms of the work carried out here. Also the work
here increments and provides support for the work carried out by power side-channels
and is the first work with EM side channels in the case of both microcontroller and
contact based smartcards. A possible future direction would be to carry out the EM
analysis on contactless smartcards and RFIDs where EM side-channels can play a big
role.

This work concentrated on using only the side channel that is emanated from the
design under test. Future works could possibly address the fact that the side channel
information could be used for communication between two designs under test. Future
direction could also try to study the usage of side channel information for 2 way

communication and not just that is emanated. We could possibly insert side channel into
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the design under test [49]. This could potentially lead to more security concerns. This
would potentially lead to certain specifications to be followed while manufacturing
hardware and implementing designs so as to allow (and reject) information coming into
the designs.

In our group, we have been using passive analysis in all our work. We could
possibly move into the direction where we could actively tamper with the designs, build
equipments for fault injection type of attacks. This would require sophisticated
equipments which could see through the layers of a chip. This would need a lot of effort
and money to be invested, but would be necessary in order to specialize in all forms of
security research.

The setup used in this work although being cheap and easy to construct, is very
basic and mostly not noise tolerant. With better resources and more time, clean custom
setups for EM side channel can be used in the future. A possible direction is to have a
separate lab space exclusive for side-channel measurements. Usage of a faraday cage
could help in mitigating noise from the environment. Multiple tiny probes could be used

at different parts of the design under test to obtain more information.

82



BIBLIOGRAPHY

[1] W. van Eck. Electromagnetic radiation from video display units: An eavesdropping risk?
Computers & Security, vol. 4, pp. 269-286, 1985.

[2] Paul Kocher. Timing Attacks on Implementations of Diffie Hellman, RSA, DSS, and
other systems. Lecture Notes in Computer Science; Vol. 1109. In the Proceedings of the
16th Annual International Cryptology Conference on Advances in Cryptology. Pages:
104 - 113

[3] Paul Kocher, Joshua Jaffe, and Benjamin Jun- Differential Power Analysis.. August 1999.
Crypto '99. Proceedings of the 19" Annual International Cryptology Conference on
Advances in Cryptology.

[4] J.-J. Quisquater and D. Samyde. Electromagnetic analysis (EMA): Measures and
countermeasures for smart cards. In Proceedings of e-Smart 2001, Lectures Notes in
Computer Science (LNCS), vol. 2140, pp. 200-210, Springer, 2001.

[5] K. Gandolfi, C. Mourtel, and F. Olivier. Electromagnetic analysis: Concrete results. In
C, . K. Koc,, D. Naccache, and C. Paar editors, Proceedings of CHES 2001, Lecture
Notes in Computer Science, vol. 2162, pp. 251-261, Springer,2001.

[6] D. Agrawal, B. Archambeault, J. R. Rao, and P. Rohatgi. The EM sidechannel(s). In B.
Kaliski, C, .K. Koc,, and C. Paar editors, Proceedings of CHES 2002, Lecture Notes in
Computer Science, vol. 2523, pp. 29-45, Springer, 2002.

[7] Eric Peeters, Francois-Xavier Standaert, Jean-Jacques Quisquater Power and
Electromagnetic Analysis: Improved Model, Consequences and Comparisons.
Integration, the VLSI Journal, 2007. Volume 40, Issue 1, January 2007, Pages 52-60
Embedded Cryptographic Hardware.

[8] Dakshi Agrawal Bruce Archambeault Josyula R. Rao, Pankaj Rohatgi . The EM Side-
Channel(s):Attacks and Assessment Methodologies. In Proceedings of CHES '02.

[9] S. Chari, J. R. Rao, and P. Rohatgi, “Template attacks,” in Proceedings of the 4th
International Workshop on Cryptographic Hardware and Embedded Systems (CHES), B.
S. Kaliski Jr., C, . K. Koc,, and C. Paar, Eds., 2002, vol. 2523 of LNCS, pp. 172-186,
Springer-Verlag.

[10] D. Agrawal, J. R. Rao, and P. Rohatgi, “Multi-channel attacks,” in Proceedings of the
5th International Workshop on Cryptographic Hardware and Embedded Systems
(CHES), C. Walter, C, . K. Koc,, and C. Paar, Eds., 2003, vol. 2779 of LNCS, pp. 2-16,
Springer-Verlag.

83



[11] C. D. Walter and S. Thompson, “Distinguishing exponent digits by observing modular
subtractions,” in Proceedings of Topics in Cryptology - CT-RSA, D. Naccache, Ed., 2001,
vol. 2020 of LNCS, pp. 192-207, Springer-Verlag.

[12] V. Carlier, H. Chabanne, E. Dottax, and H. Pelletier, “Electromagnetic side-channels of
an FPGA implementation of AES,” Cryptology ePrint Archive-2004/145, 2004

[13] De Mulder, E.; Ors, S.B.; Preneel, B.; Verbauwhede, 1.” Differential Electromagnetic
Attack on an FPGA Implementation of Elliptic Curve Cryptosystems.” Automation
Congress, 2006. WAC apos;06. World VVolume , Issue , 24-26 July 2006 Page(s):1 — 6

[14] T. Ordas, M. Lisart, E. Sicard, P. Maurine, L. Torres “Near field mapping system to scan
in time domain the magnetic emissions of integrated circuits”, In proc 18" International
Workshop on Power and Timing Modeling Optimization and Simulation(PATMQOS), Sept
2008

[15] T. Ordas, A. Alaeldine, P. Maurine, M. Lisart, R. Perdriau, L. Torres, M. Ramdani
“Evaluation of Countermeasures against Electromagnetic Analysis”, Electromagnetic
Compatibility - EMC Europe, 2009 International Symposium, 11-12 June 2009
Page(s):1-4

[16] Ali Alaeldine, Thomas Ordas, Richard Perdriau, Philippe Maurine, Mohamed Ramdani,
Lionel Torres, M’hamed Drissi “Assessment of the Immunity of Unshielded Multi-Core
Integrated Circuits to Near-Field Injection”, HAL: lirmm-00394411, version - 11 Jun
2009 (Electromagnetic Compatibility, 2009 20th International Zurich Symposium )

[17] Eisenbarth, t., Kasper, t., Moradi, a., Paar, c., Salmasizadeh, m., and Shalmani, m. T. M.
2008. Physical cryptanalysis of keeloqg code hopping applications. Cryptology eprint
archive, report 2008/058

[18] Thomas Wollinger, Jorge Guajardo, Christof Paar. Security on FPGAs: State-of-the-Art
Implementations and Attacks. August 2004. Transactions on embedded computing
systems (TECS),Volume 3 Issue 3.

[19] Kaiyan Chen, Qiang Zhao, Peng Zhang, Gaoming Deng The Power of Electromagnetic
Analysis on Embedded Cryptographic Ics. The 2008 International Conference on
Embedded Software and Systems Symposia (ICESS2008)

[20] http://www.research.ibm.com/people/a/agrawal/publications/CryptoBytes2003.pdf 2009

[21] Tiri et al, Dynamic and Differential CMOS Logic with Signal Independent Power
Consumption to Withstand Differential Power Analysis on Smart Cards, ESSCIRC’02, p.
403

[22] Tiri et al, Logic Level Design Methodology for a Secure DPA Resistant ASIC or FPGA
Implementation, DATE’04, p. 246.

84


http://www.research.ibm.com/people/a/agrawal/publications/CryptoBytes2003.pdf

[23] Kris Tiri and Ingrid Verbauwhede. “A VLSI Design Flow for Secure Side-Channel
Attack Resistant ICs”. Proceedings of the conference on Design, Automation and Test in
Europe - Volume 3. Pages: 58 — 63

[24] Y. Jin, Y. Makris. “Hardware Trojan Detection Using Path Delay Fingerprint”.
In 1st IEEE International Workshop on Hardware-Oriented Security and Trust (HOST),
pp. 51-57, 2008.

[25] L. Lin, M. Kasper, T. G'uneysu, C. Paar, and W. Burleson. “Trojan Side-Channels:
Lightweight
Hardware Trojans through Side-Channel Engineering”. In Cryptographic Hardware and
Embedded Systems - CHES 2009, volume 5747 of LNCS, pages 382—-395. Springer,
20009.

[26] G.T. Becker, M. Kasper, A. Moradi, and C. Paar. Side-channel based watermarks for
integrated circuits. In IEEE International Symposium on Hardware-Oriented Security
and Trust (HOST 2010), pages 30 —35, 2010

[27] Farinaz Koushanfar, Igor Markov. “Designing Chips that protect themselves”. Front End
Topics. Proceedings of the conference on Design Automation Conference (DAC 2010).

[28] Jean-Francois Gallais, Johann Grofsché&dl, Neil Hanley, Markus Kasper, Marcel
Medwed, Francesco Regazzoni, Jorn-Marc Schmidt, Stefan Tillich, Marcin Wojcik -
"Hardware Trojans for Inducing or Amplifying Side-Channel Leakage of Cryptographic
Software™ - Trusted Systems. Second International Conference, INTRUST 2010, Beijing,
China, December 13th-15th, 2010.

[29] Georg T. Becker, Markus Kasper, Amir Moradi and Christof Paar. “Side-Channel based
Watermarks for IP Protection”. COSADE 2010 - First International Workshop on
Constructive Side-Channel Analysis and Secure Design.

[30] Christof Paar, Jan Pelzl. Understanding Cryptography. A Textbook for Students and
Practitioners.

[31] Cryptography Research Inc. (Notes from One Day Side-channel Workshop)

[32] http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter19.html

[33] www.poly.edu/csaw-embedded

[34] D. J. Wheeler, R.M Needham. “TEA, a Tiny Encryption Algorithm”
[35] A. Bogdanov, L.R. Knudsen, G. Le, C. Paar, A.Poschmann, M. J. B. Robshaw ,

Y. Seurin , C. Vikkelsoe. “PRESENT: An Ultra-Lightweight Block Cipher”. Lecture
Notes in Computer Science 4727/2007 (2007)

85


http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter19.html
http://www.poly.edu/csaw-embedded

[36] G. Becker, M. Kasper, A. Moradi and C. Paar, “Side-channel based watermarks for
integrated circuits” IEEE International Symposium on Hardware-Oriented Security and
Trust (HOST), 2010

[37] G. Becker, W. Burleson and C. Paar, “Side-channel Watermarks for Embedded
Software”, 9th IEEE NEWCAS Conference (NEWCAS 2011), Bordeaux, France, June
2011.

[38] D. Agrawal, B. Archambeault, J. Rao, P. Rohatgi, “The EM side-channel(s): attacks and
methodologies”, In Proceedings of In Proc. Workshop on Cryptographic Hardware and
Embedded Systems 2002, Aug. 2002

[39] F. Koushanfar, G. Qu, M. Potkonjak. “Intellectual property metering”, Workshop on
Information Hiding (IHW), pp. 87-102, LNCS vol. 2137, Springer-Verlag, April 2001

[40] J. Hamilton and S. Danicic. “An evaluation of static java byte code watermarking”. In
Lecture Notes in Engineering and Computer Science: Proceedings of The World
Congress on Engineering and Computer Science 2010, pages 1 — 8, San Francisco, USA,
October 2010.

[41] W. Zhu and C. Thomborson. “Algorithms to watermark software through register
allocation”. In Digital Rights Management. Technologies, Issues, Challenges and
Systems, volume 3919 of Lecture Notes in Computer Science, pages 180-191. Springer
Berlin / Heidelberg, 2006.

[42] C. S. Collberg, A. Huntwork, E. Carter, G. Townsend, and M. Stepp. “More on graph
theoretic software watermarks: Implementation, analysis, and attacks”. Inf. Softw.
Technol., 51:56-67, January 2009.

[43] Cas interface user Manual. http://www.gboxsvn.com/duolabs/ManualeCas3 EN.pdf

[44] Wolfgang Rankl. Smartcard tables. http://www.wrankl.de/SCTables/SCTables.html

[45] Microsoft Smartcard Functions. http://msdn.microsoft.com/en-us/library/ms937004.aspx

[46] X. Wang, M. Tehranipoor, and J. Plusquellic, “Detecting Malicious Inclusions in Secure
Hardware: Challenges and Solutions,” Proc. IEEE Int’l Workshop Hardware-Oriented
Security and Trust (HOST 08), IEEE Press, 2008, pp. 15-19.

[47] G. Becker, A. Lakshminarasimhan, L. Lin, S. Srivathsa, V. Suresh, and W.
Burleson. “Implementing hardware trojans: Experiences from a hardware trojan

challenge”. To appear in International Conference on Computer Design (ICCD 2011),
October 2011

[48] R. Karri, J. Rajendran, K. Rosenfeld, and M. Tehranipoor, “Trustworthy hardware:
Identifying and classifying hardware Trojans,” IEEE Computer, vol. 43, no. 10, pp. 39—
46, Oct. 2010.

86


http://www.qboxsvn.com/duolabs/ManualeCas3_EN.pdf
http://www.wrankl.de/SCTables/SCTables.html
http://msdn.microsoft.com/en-us/library/ms937004.aspx

[49] J.Sun, R Bittner, and K. Eguro, “FPGA side-channel receivers,”In Proceedings of the 19"
ACM/SIDGA International symposium of Field Programmable Gate Arrays (FPGA
2011)

87



