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MIRROR: A State-Conscious Concurrency Control Protocol for Replicated
Real-Time Databases

Ming Xiong: Krithi RamamritharhJayant HaritseJohn A. Stankovic

Abstract 1 Introduction

Many time-critical database applications are inherently

Data replicatioris one of the main techniques by which  gjstributedin nature. These include the intelligent network
database systems can hope to meet the stringent temposeryices database described in [14], the mobile telecommu-
ral constraints of current time-critical applications, espe- nication system discussed in [23], and the 1-800 telephone
cially Web-based directory and electronic commerce ser- seryice in the United States. More recent applications in-
vices. A pre-requisite for realizing the benefits of repli- cjude the directory, data-feed and electronic commerce ser-
cation, however, is the development of high-performanceyjices that have become available on the World Wide Web.
concurrency contromechanisms. We present in this pa- The performance, reliability, and availability of such appli-
per MIRROR (Managing Isolation in Replicated Real- cations can be significantly enhanced throughrésica-
time Object Repositories), a concurrency control protocol tjon of data on multiple sites of the distributed network.
specifically designed for firm-deadline applications operat- A prerequisite for realizing the benefits of replication,
ing on replicated real-time databases. MIRROR augmentshowever, is the development of efficient replica manage-
the optimistic two-phase locking (O2PL) algorithm devel- .oy mechanisms. In particular, for many of these appli-
oped for non real-time databases with a novel and simple

ol based i ut hani cations, especially those related to on-line information pro-
to implement state-based contlict resolution mechanism t0y;gion and electronic commerce, stringent consistency re-
fine-tune real-time performance.

guirements need to be supported while achieving high per-
Using a detailed simulation model, we compare MIR- formance. Therefore, a major issue is the development of
ROR's performance against the real-time versions of a rep- efficient replica concurrency controprotocols. While a
resentative set of classical protocols for a range of trans- feyw isolated efforts in this direction have been made ear-
action workloads and system configurations. Our perfor- jier, they have resulted in schemes wherein either the stan-
mance studies show that (a) the relative performance char-gard notions of database correctness are not fully supported
acteristics of replica concurrency control algorithms in the [17, 18], or the maintenance of multiple historiv@rsions
real-time environment could be significantly different from of the data is required [16], or the real-time transaction se-
their performance in a traditional (non'real'time) database mantics and performance metrics pose practical prob|ems
system, (b) MIRROR provides the best performance in botty19). Further, none of these studies have considered the op-
fully and partially replicated environments for real-time ap- timistic two-phase locking (O2PL) protocol [3] although it

plications with low to moderate update frequencies, and js the best-performing algorithm in conventional (non-real-
(c) MIRROR's conflict resolution mechanism works almost tjme) replicated database systems [3].

as well as more sophisticated (and difficult to implement)

, In contrast to the above studies, we focus in this pa-
strategies.

per on the design obne-copy serializableconcurrency
control protocols for replicated real-time databases. Our
study is targeted towards real-time applications with “firm
deadlines™ For such applications, completing a transac-
*Dept. of Computer Science, University of Massachusetts, Amherst, {ion after its deadline has expired is of no utility and may
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Our choice of firm-deadline applications is based on the that the reader is familiar with the standard concepts of dis-
observation that many of the current distributed real-time tributed transaction execution [3, 7, 8].
applications belong to this category. For example, in the 2.1 Distributed Two-Phase Locking (2PL)
1-800 service, a customer may hang up the phone if the an-  In the distributed two-phase locking algorithm described
swer to his query is not provided in a timely manner. Simi- in [5], a transaction that intends to read a data item has to
larly, most Web-based services employ “stateless” commu-0nly set a read lock oany copy of the item; to update
nication protocols with timeout features. an item, however, write locks are required alh copies.
The MIRROR Protocol Write locks are obtained as the transaction executes, with

For the above application and system framework, we the transaction blocking on a write request until all of the

present in this paper a replica concurrency control protocol COPies of the item to be updated have been successfully
calledMIRROR (Managing Isolation in Replicated Real- locked by a local cohort and its remote updaters. Only the

time Object Repositories). MIRROR augments the opti- data locked by a cqhort is updated ip the data processing
mistic two-phase locking (O2PL) algorithm with a novel, phase of a transaction. Remote copies quked by gpdaters
simple to implement, state-based conflict resolution mech-2'€ Updated after those updaters have received copies of the
anism calledstate-conscious priority blocking In this  relevant updates with the PREPARE message during the
scheme, the choice of conflict resolution method is a dy- fIrst phase of the commit protocol. Read locks are held un-
namic function of the states of the distributed transactions lil the transaction has entered the prepared state while write
involved in the conflict. A feature of the design is that ac- |0Cks are held until they are committed or aborted.

quiring the state knowledge does not require inter-site com—2'2 ([())I%tgl)auted Optimistic Concurrency Control
munication or synchronization, nor does it require modifi- Our distributed optimistic concurrency control algo-
cations to the two-phase commit protocol [7] (the standard

mechanism for ensuring distributed transaction atomicity) rithm, OCC, extends the implementation strategy for cen-
) ) . 9 , : Y) tralized OCC algorithms proposed in [10] to handle data
Using a detailed simulation model ofreplicatedReal-

, distribution and replication.
Time Database System (RTDBS), we compare MIRROR'’s . .
. . X In OCC, transactions execute in three phasead val-
performance against the real-time versions of a represen- . .
. : . idation, andwrite. In the read phase, cohorts only access
tative set of classical replica concurrency control protocols : . . : ) .
. .~ data items in their local sites and all updating of replicas
for a range of transaction workloads and system configu-.

: . . is deferred to the end of transaction, that is, to the commit
rations. These protocols include two phase locking (2PL), rocessing phase. More specifically. the two-phase commit
optimistic concurrency control (OCC) and optimistic two b gp . P Y, b

; (2PC) protocol is “overloaded” to perform validation in its
[())hrzsaenlic;;?ig?l (O2PL). first phase, and then installation of the private updates of

) ) ] . successfully validated transactions in its second phase.
The remainder of this paper is organized as follows:

In Section 2 t the distributed The validation process works as follows: After receiving
n section 2, we present the distributed concurréncy Con-, ppepaRg message from its master, a cohort initiates
trol algorithms evaluated in our study. We also develop a

tical imol tati f the OCC alaorithm f f cal validation. If a cohort fails during validation, it sends
practical implementation of the ~ aigorithm forrepll- o, ABoRT message to its master. Otherwise, it sends PRE-
cated data. Section 3 presents existing real-time conflict

. ) . PARE messages as well as copies of the relevant updates to
resolution mechanisms. Section 4 presents MIRROR, the g P P

. . . ) . “all the sites that store copies of its updated data items. Each
state-conscious conflict resolution mechanism. In Section

site which receives a PREPARE message from the cohort

5, we describe our distributed real-time database SImUIatIO'.1initiates an updater to update the data in its local work area

model. Experimental results are presented and discussed in
o . . ! sed by OCC. When the updates are done, the updater per-
detail in Section 6. Section 7 discusses the related Work.u y up up P

) . . forms local validation and sends a PREPARED message to
Finally, we summarize our conclusions and suggest futureits cohort. After the cohort collects PREPARED messages
research directions in Section 8. from all its updaters, it sends a PREPARED message to the
2 Distributed Concurrency Control Proto- master. If the master receives PREPARED messages from

cols all its cohorts, the transaction is successfgllgbally vali-
In this section, we review the three classical families dated and the master then issues COMMIT messages to all

of distributed concurrency control (CC) protocols, 2PL [5], the cohorts.

OCC and O2PL [3]. All three protocol classes belongtothe A cohort that receives a COMMIT message enters the
ROWA (“read one copy, write all copies”) category with re- write phase (the third phase) of the OCC algorithm. After
spect to their treatment of replicated data. While the 2PL it finishes the write phase, it sends a COMMIT message to
and O2PL implementations are taken from the literature, all its updaters which then complete their write phase in the
our OCC implementation is new. The discussion of the inte- Same manner as the cohort.

gration of real-time features into these protocols is deferred  For the implementation of the validation test itself, we

to the next section. In the following description, we assume employ an efficient strategy calldack-based Distributed



Validation which is described in [22]. 3 Data Conflict Resolution Mechanisms

An important point to note here is that in contrast to cen- . . . : .
. . . In this section, we discuss the integration of real-
tralized databases where transactions that validate succes?- . ) . o
. o . Ime cognizant data conflict resolution mechanism into the
fully always commit, a distributed transaction that gets lo- . . .
. : e replica concurrency control protocols described in the pre-
cally validated might be aborted later because it fails dur- vious section
ing global validation. This can lead to wasteful aborts of ) ' ) ) ]
transactions — other transactions could be aborted when a Ve discuss three different ways to mtroduce real-time
transaction gets locally validated, but the locally validated @SSociated priorities into locking protocols:

transaction itself is aborted later. This is a potential perfor- Priority Blocking (PB) : This mechanism is similar to the
mance drawback for OCC in distributed systems. conventional locking protocol in that a transaction is always

o o . blocked when it encounters a lock conflict and can only get
2.3 Distributed Optimistic Two-Phase Locking e ock after the lock is released. Thek request queye

(O2PL) however, is ordered by transaction priority.

The O2PL algorithm [3] can be thought of as a hybrid oc- Priority Abort (PA): This scheme attempts to resolve all
cupying the middle ground between 2PL and OCC. Specifi- data conflicts in favor of high-priority transactions. Specif-
cally, O2PL handles read requests in the same way that 2Plically, at the time of a data lock conflict, if the lock holding
does; in fact, 2PL and O2PL ardenticalin the absence  cohort (updater) has higher priority than the priority of the
of replication. However, O2PL handles replicated data op- cohort (updater) that is requesting the lock, the requester
timistically. When a cohort updates a replicated data item, is blocked. Otherwise, the lock holding cohort (updater) is
it requests a write lock immediately on the local copy of aborted and the lock is granted to the requester. Upon the
the item. But it defers requesting write locks on any of the abort of a cohort (updater), a message is sent to the mas-
remote copies until the beginning of the commit phase is ter (cohort) of the cohort (updater) to abort and then restart
reached. the whole transaction (if its deadline has not expired by this

As in the OCC algorithm, replica updaters are initiated time).
by cohorts in the commit phase. Thus, communicationwith  The only exception to the above policy is when the
the remote copy site is accomplished by simply passing up-low priority cohort (updater) has already reached the PRE-
date information in the PREPARE message of the commit PARED state at the time of the data conflict. In this case, it
protocol. In particular, the PREPARE message sent by acannot be aborted unilaterally since its destiny can only be
cohort to its remote updaters includes a list of items to be decided by its master and therefore the high priority transac-
updated, and each remote updater must obtain write locksion is forced to wait for the commit processing to be com-
on these copies before it can act on the PREPARE reduest. pleted.

Since O2PL waits until the end of a transaction to obtain Priority Inheritance (P1): In this scheme, whenever data
write locks on copies, both blocking and abort are possible conflict occurs the requester is inserted into the lock request
rather late in the execution of a transaction. In particular, queue which is ordered by priority. If the requester’s prior-
if two transactions at different sites have updated different ity is higher than that of any of the current lock holders, then
copies of a common data item, one of the transactions hashese low priority cohort(s) holding the lock subsequently
to be aborted eventually after the conflict is detected. In execute at the priority of the requester, that is, they “inherit”
this case, the lower priority transaction is usually chosen this priority. This means that lock holders always execute
for abort in RTDBS? either at their own priority or at the priority of the highest
2.4 Time of Updates to Replicas priority cohort waiting for the lock, whichever is greater.

The implementation of priority inheritance in distributed
iolatabases is not trivial. For example, whenever a cohort
inherits a priority, it has to notify its master about the inher-

It is important to note that thiéme at which the remote
update processes are invoked is a function of the choice o

CC protocol: In 2PL, a cohort invokes its remote replica . o o .

update processes to obtain loddeforethe cohort updates ited priority. The master propagates this |.nformat|on to all

a local data item in the transaction execution phase. Repli-the S|bI!ng pohortg of the transaction. 'Th|s means that the
cas are updated during the commitment of the transaction.O_l'ssem'nat'on of inheritance information to cohorts takes

However, in the O2PL and OCC protocols, a cohort invokes time and effort and significantly adds to the complexity of

the remote replica update processes only infitst phase the system !mplgmentat|on.
of the two-phase commit protocol. For the opt|m|§t|c protocql, OCC, we use tREPT-WAIT
conflict resolution mechanism [9],described below:
2To speed up conflict detection, special “copy locks” rather than normal OPT-WAIT: In this mechanism, a transaction that reaches
write locks are used for updaters. Copy locks are identical to write locks
in terms of their compatibility matrix, but they enable the lock manager to 4We have used OPT-WAIT although its variant cald¢hIT-50was
know when a lock is being requested by a replica updater. found to provide better performance in centralized RTDBS[9], because as
3The exception occurs when the lower priority transactiopréepared explained in [22], several problems arise in extendingAt#d T-50scheme
in which case the other transaction has to be aborted. to the distributed environment.




validation and finds higher priority transactions in its con- updaters. It is worth noting that, to a cohort, the differ-
flict set is “put on the shelf”, that is, it is made to wait and ence between PA and BRB is with regard to when the
not allowed to commit immediately. This gives the higher cohort reaches the point after which it cannot be aborted
priority transactions a chance to make their deadlines first.by lock conflict. In case of the classical priority abort (PA)
After all conflicting higher priority transactions leave the mechanism, a cohort enters the PREPARED state after it
conflict set, either due to committing or due to aborting, the votes for COMMIT, and a PREPARED cohort cannot be
on-the-shelf waiter is allowed to commit. Note that a wait- aborted unilaterally. This happeagter all the remote up-

ing transaction might be restarted due to the commit of onedaters of the cohort vote to COMMIT. On the other hand,

of the conflicting higher priority transactions. in the PAPB mechanism, a cohort reaches its demarcation
4 The MIRROR Protocol pointbeforeit sends PREPARE messages to its remote up-
daters. PA and PA°B become identical if databases are not

Our new replica concurrency control protoctlliR- replicated. Thus, in state-conscious protocols, cohorts or

ROR(Managing Isolation in Replicated Real-Time Object Updaters reach demarcation points only after the two phase
Repositories), augments the O2PL protocol described incommit protocol starts. This means that a cohort/updater
Section 2 with a novel, simple to implement, state-basedcannot reach its demarcation point unless it has acquired
conflict resolution mechanism callsthte-conscious prior- all the locks. Note also that a cohort/updater that reaches
ity blocking In this scheme, the choice of conflict resolution its demarcation point may still be aborted due to write lock
method is a dynamic function of the states of the distributed conflict, as discussed earlier in Section 2.3.

transactions involved in the conflict. A feature of the design 4.1  Implementation Complexity

is that acquiring the state knowledge does not require inter-  We now comment on the overheads involved in imple-
site communication or synchronization, nor does it require menting MIRROR in a practical system. First, note that

modifications of the two-phase commit protocol. MIRROR does not require any inter-site communication or
The key idea of théVIRRORprotocol is to resolve data  synchronization to determine when its demarcation points
conflicts based on distributed transactistates As ob- have been reached. This information is known at each local

served in earlier work in centralized RTDBS, it is very ex- cohort or updater by virtue of its own local state. Second,
pensive to abort a transaction when it is near completionit does not require any modifications to the messages, logs,
because all the resources consumed by the transactions a® handshaking sequences that are associated with the two-
wasted [11]. Therefore, in the MIRROR protocol, the state phase commit protocol. Third, the changes to be made to
of a cohort/updater is used to determine which data con-the local lock manager at each site to implement the proto-
flict resolution mechanism should be employed. The basiccol are quite simple.

idea is that Priority Abort (PA) should be used in the early 4.2 Incorporating PA_PB into the 2PL Protocol

stages of transaction execution, whereas Priority Blocking  Note that the PAPB conflict resolution mechanism,
(PB) should be used in the later stages since in such caseghich we discussed above in the context of the O2PL-based

a blocked higher priority transaction may not wait too long \IRROR protocol, can be also added to the distributed 2PL
before the blocking transaction completes. More specifi- protocol.

cally, it follows the mechanism given below: For 2PL, we assign the demarcation points of a co-

State-Conscious Priority Blocking (PAPB): To resolve hort/updatefl’; as follows:
a conflict, the CC manager uses PA if the lock holder
has not passed a point called themarcation point
otherwise it uses PB.

e T; is a cohort: whenT; receives a PREPARE mes-
sage from its master

e T; is a replica updater: when T; receives a PRE-

We assign the demarcation points of a cohort/updBters ,
PARE message from its cohort

follows:

e T; is a cohort: whenT; receives a PREPARE mes-

sage from its master One special effect in combining with 2PL, unlike the

combination with O2PL, is that a low priority transaction
e T;is areplicaupdater: whenT; has acquired allthe  which has reached its demarcation point and has blocked
local write locks a high priority transaction will not suffer any lock based
waits.
Essentially, we want to set the demarcation point in such4.3 Choice of Post-Demarcation Conflict Resolu-
a way that, beyond that point, the cohort or the updater tion Mechanism
does not incur any locally induced waits. So, in the case In the above description, we have used Priority Block-
of O2PL, a cohort reaches its demarcation point when it re- ing (PB) for the post-demarcation conflict resolution mech-
ceives a PREPARE message from its master. This happenanism. Alternatively, we could have us@diority Inheri-
before the cohort sends PREPARE messages to its remotéanceinstead, as given below:



State-Conscious Priority Inheritance (PAPI):

. : Parameter Meaning Setting
To resolve a conflict, the CC manager uses PA if the o703 Nurber OF siies 7
lock holder has not passed the demarcation point, oth-| DBSize Number of Pages in the databases | 1000 pages
H ; ReplDegree Degree of Replication 4
erwise it uses PI. NumCPUs Number of CPUs per site 2
NumDataDisks | Number of data disks per site 4
. . ..| NumLogDisks Number of log disks per site 1
At first glance, the above approach may appear to be signif{ BufmitRatio Buffer hit ratio on a site 0.1
icantly betterthan PAPB since not only are we preventing | £rrivelfate Ljansaction iffc'i‘gc;ﬁr‘]i(;s’;giﬁgﬁfnj)gég led
. . . ac actor .
close-to-completion transactions from being aborted, but| 7ranssize No. of pages accessed per trans. 16 pages
also are helping them complete quicker, thereby reducing| UpdateFreq Update frequency 0.25
. . . .. . PageCPU CPU page processing time 10 ms
the waiting time of the high-priority transactions blocked | rnitwritecPU | Time to initiate a disk write 2ms
by such transactions. However, as we will show later in | PageDisk Disk page access time 20ms
K . .. .| LogDisk Log force time 5ms
Section 6.5, this does not turn out to be the case, and it i vsqocPU CPU message send/receive time 1ms
therefore the simpler and easier to implementH#\ that
we finally recommend for the MIRROR implementation. Table 1. Simulation Model Parameters and De-
5 Simulation Model fault Settings.

To evaluate the performance of the concurrency control

protocols described in Section 2, we developed a detailedforced log writes since they are done synchronously, i.e.

simulation model of a distributed real-time database system : : :
. L operations of the transaction are suspended during the asso-
(DRTDBS). Our model is based on the distributed database iated disk writing period. This logging cost is captured by

model prqsented in [3], which has also peep used in sever he Log Disk parameter.
other studies (for example, [8, 12]) of distributed database . o . .
Transactions arrive in a Poisson stream with rate

system behavior, and the real-time processing model of . ) . :
[21]. A summary of the parameters used in the simulation “\/"#va/ate, and each transaction has an associated firm
model are presented in Table 1. deadline, assigned as d(_ascrlbed below. Each trgnsacnon
he database is modeled as a collection/nBSize randomly chposeg a site in the system to be the site where
pa;]res that are distributed oBlumSites sites. The num- the tr'ansactlon prlglnates and then forks off cqhortg at a!l
' the sites where it has to access data. Transactions in a dis-

ber ?f .re;()jllc;as of egc;)h ?ﬁge’ ltgat s, the rEpIt'Cat'_?_?] de- tributed system can execute in eitrsEquentialor paral-
gree, IS determined by InfteplDegree parameter. The o tashion, The distinction is that cohorts in a sequential

physical resources. at ZaCh ds'lti con&stM&mC}? Us transaction execute one after another, whereas cohorts in a

IC(;chJi?sli\sf, UZL,[DeC;?k? szif(]ecsths:z islz s?ir?gnle C%ﬁfnogf éiﬁie (orParallel transaction are started together and execute inde-

the CPUé and the schéduling nolicy is preemptive Highest- pendently un'Fll commit processing is initiated. We consider
only sequential transactions in this study. Note, however,

Pnorgy;jﬁlrs(tj. EaCZ.Of ihe d|_'|5ksdh§f’ ths owr|1. ququl ?r?d that the execution of replica updaters belonging to the same
is scheduled according to a Head-Of-Line policy, wi e cohort isalways in parallel

request queue being ordered by transaction priority. The The total ber of dbvat fon. |
PageCPU and PageDisk parameters capture the CPU ' ne fotal number of pages accessed by a transaction, 1g-
oring replicas, varies uniformly between 0.5 and 1.5 times

and disk processing times per data page, respectively. Th S Th h - ithout
parametelnitWriteC PU models the CPU overhead as- ' @nsSize. These pages are chosen uniformly (withou
replacement) from the entire database. The proportion

sociated with initiating a disk write for an updated page. . .
When a transaction makes a request for accessing a dat f accessed pages that are also updated is determined by
page, the data page may be found in the buffer pool, or it ' Pdatefreq. o . _
may have to be accessed from the disk. BuéHitRatio Upon arrival, each transactidhis assigned a firm com-
parameter gives the probability of finding a requested pageP!etion deadline using the formula
already resident in the buffer pool. Deadliner = ArrivalTimer + SlackFactor x Ry

The communication network is simply modeled as a whereDeadliner, ArrivalTimer, and Ry are the dead-
switch that routes messages and the CPU overhead of medine, arrival time, and resource time, respectively, of trans-
sage transfer is taken into account at both the sending andctionT’, while Slack Factor is a slack factor that provides
receiving sites and its value is determined byithegC PU control of the tightness/slackness of transaction deadlines.
parameter — the network delays are subsumed in this paramThe resource time is the total service time at the resources
eter. This means that there are two classes of CPU requestat all sites that the transaction requires for its execution
— local data processing requests and message processing réie absence of data replicationThis is done because the
guests. We do not make any distinction, however, betweenreplica-related cost differs from one CC protocol to another.
these different types of requests and only ensure that all re-lt is important to note that while transaction resource re-
guests are served in priority order. qguirements are used in assigning transaction deadlines,

With regard to logging costs, we explicitly model only



system itself lacks any knowledge of these requirenients replica updaters belonging to the same cohort is always in
our model since for many applications it is unrealistic to ex- parallel). The parameter values for CPU, disk and mes-
pect such knowledge. This also implies that a transaction issage processing times are similar to those in f3\While
detected as being late only whemdtuallymisses its dead- these times have certainly reduced due to technology ad-
line. vances in the interim period, we continue to use them here
As discussed earlier, transactions in an RTDBS are typ-for the following reasons: 1) To enable easy comparison
ically assigned priorities so as to minimize the number of and continuity with the several previous studies that have
killed transactions. In our model, all cohorts inherit their used similar models and parameter values; 2) ft®s
parent transaction’s priority. Messages also retain their Of the settings, which is what really matters in determining
sending transaction’s priority. The transaction priority as- performance behavior, have changed a lot less as compared
signment used in all of the experiments described here is theo the decrease in absolute values; 3) Our objective is to
widely-usecEarliest Deadlingolicy [13], wherein transac- ~ evaluate theelative performance characteristics of the pro-
tions with earlier deadlines have higher priority than trans- tocols, not their absolute levels. As in several other stud-
actions with later deadlines. ies for replicated databases (for example, [1, 19]), here the

Deadlock is possible with some of the CC protocols that database size represents only the “hot spots”, that is, the
we evaluate — in our experiments, deadlocks are detected"ee}v”y accessed data of practical applications, and not the
using a time out mechanism. Both our own simulations as entire database.
well as the results reported in previous studies [2, 6] show Our goalin this experiment was to investigate the perfor-
that the frequency of deadlocks is extremely small — there-mance of the various conflict resolution mechanisms (PA,
fore a low-overhead solution like timeout is preferable com- Pl and PAPB) when integrated with the 2PL and O2PL
pared to more expensive graph-based techniques. concurrency control protocols. Since the qualitative perfor-
6 Experiments and Results mance of the conflict resolution mechanisms was found to

. - be similar for 2PL and O2PL, for ease of exposition and
The performance metric employed NissPercent the P

. . . . raph clarity we only present the O2PL-based performance
percentage of transactions that miss their deadlines ?esElts herey yp P
MissPercent values in the range of 0 to 30 percent are taken - . .
For this experiment, Figures 1(a) and 1(b) present the

to represent system performance under “normal” loads, . ) .

; : ; missed deadline percentages of transactions for the O2PL-
while MissPercent val in the ran f 1 rcen

e MissPercent values in the range of 30 to 100 percent .=, o br “5op) bl and MIRROR protocols under

represent system performance under “heavy” loads. Sev- . )
eral additional statistics are used to aid in the analysis Ofnormal loads and heavy Ioad;, res.pgcuvely. To help iso-
the experimental results, including thbort ratio, which late the performance degradation arising out of concurrency
is the average number of aborts per transactitime mes- control, we also show the performance of NoCC - that is,
sage ratig which is the average number of messages sent? protocol .Wh'Ch processes reaql and W”t? re'quegts like
per transaction, thpriority inversion ratio (PIR) which is O2PL, bUt. ignores any data conflicts that arise in .th|s pro-
the average number of priority inversions per transaction,.ce.SS and instead grants all dat_a requests |mmed|ate.|y.. It
and thewait ratio, which is the average number of waits per IS 'mp.o“?‘”‘ to note that NoCC is only used s an artificial
transaction. Further, we also measure tiseful resource baseline .|n our experlr"nen.ts.

utilizationas the resource utilization made by those transac- _Focusing our attention first on O2PL-PA, we observe that
tions that are successfully completed before their deadlines ©2PL-PA and O2PL-PB have similar performance at arrival

Due to space constraints, not all results are discussed herd@tes lower than 14 transactions per second, but O2PL-PA
Interested readers can refer to [22] for additional details. ~ ©utperforms O2PL-PB under heavier loads. This is because

All the missed deadline percentage graphs in this paperOZPL—PA ensures that urgent transactions with tight dead-

show mean values that have relative half widths about theIInes can proceed quickly since they are not made to wait

mean of less than 10% at the 90% confidence interval, Withfor transactions with later deadlines in the event of data

each experiment having been run until at least 10000 trans.conflicts. From collected statistics, we have found out that

actions are processed by the system. Only statistically sig—ozpl"PA greatly reduces the priority inversion ratio, the

nificant differences are discussed here. wait ratio and the wait time as compared to O2PL-PB.
6.1 Expt. 1: Baseline — Real-Time Conflict Reso- Note, however, that the performance of O2PL-PI and
lution O2PL-PB isvirtually identical This is because (1) a low
Table 1 presents the setting of the simulation model pa_priority.trgnsacti'or? whose' priqrity s incrgageq hOId‘?’ the
rameters for our first experiment. With these settings, the NeW priority until it commits, i.e., the priority inversion

database ifully replicatedand each transaction executes in per_5|sts for a long time. Thus, h|g_her prlorlt)_/ transgctlons
a sequentiaffashion (note, however, that the execution of which are blocked by that transaction may miss their dead-

5In RTDBS, transaction aborts can arise out of deadline expiration or ~ 9The log force time is much smaller than that of a disk read/write oper-
data conflicts. Only aborts due to data conflicts are included in this statistic. ation because logging activities are sequential disk operations.
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Figure 1. O2PL-based Algorithms

lines. In contrast, normal priority inheritance in real-time 6.2 Expt. 2: Baseline - Concurrency Control Al-
systems only involves critical sections which are usually gorithms
short so that priority increase of a task only persists for a  The goal of our next experiment was to investigate the
short time, i.e., until the low priority task gets out of the performance of CC protocols based on the three different
critical section. This is the primary reason that priority in- techniques: 2PL, O2PL and OCC. For this experiment, the
heritance works well for real-time tasks accessing critical parameter settings are the same as those used for Experi-
sections, but it fails to improve performance in real-time ment 1. The missed deadline percentage of transactions is
transaction processing; (2) it takes considerable time forpresented in Figures 2(a) and 2(b) for the normal load and
priority inheritance messages to be propagated to the sibheavy load regions, respectively.
ling cohorts (or updaters) on different sites, and (3) under  Focusing our attention on the locking-based schemes, we
high loads, high priority transactions are repeatedly data-gpserve that MIRROR outperforms 2PL-F#8 in both nor-
blocked by lower priority transactions. As a result, many mal and heavy workload ranges. For example, MIRROR
transactions are assigned the same priority by “transitive in-gutperforms 2PL-PAPB by about 12% (absolute) at an ar-
heritance” and priority inheritance essentially degeneratesyjya| rate of 14 transactions/second. This can be explained
to “no priority”, i.e., to basic O2PL, defeating the original 35 follows: First, 2PL results in much higher message over-
intention. This is confirmed by the similar priority inver- head for each transaction, as was indicated by the message
sion ratio (PIR), wait ratio and wait time statistics of O2PL- ratio statistic collected in the experiments.  The higher
Pl and O2PL-PB collected in our experiments. Hence, we message overhead results in higher CPU utilization, thus
conclude thapriority inheritance does not help to improve  aggravating CPU contention. Second, 2PL4PB detects
performance in distributed environment. data conflicts earlier than MIRROR. However, data conflicts
Turning our attention to the MIRROR protocol, we ob- cause transaction blocks or aborts. 2PL4PB results in
serve that MIRROR has the best performance among allmore number of waits per transaction and longer wait time
the protocols. The improved behavior here is due to MIR- per wait instance. Thus 2PL-PRB results in more trans-
ROR’s feature of avoidance of transaction abort after a co-action blocks and longer blocking times than MIRROR. On
hort/updater has reached its demarcation point. The perforthe other hand, MIRROR has less transaction blocks. In
mance improvement obtained in MIRROR can be explained other words, unlike in 2PL-PA#B, a cohort with O2PL
as follows: Under O2PL-PA, priority inversions that oc- cannot be blocked or aborted by data conflicts with cohorts
cur beyond the demarcation point involving a lower priority on other sites before one of them reaches the commit phase.
(unprepared) cohort/updater result in transaction abort. OnThus, with MIRROR, transactions can proceed faster. In ad-
the other hand, under MIRROR, such priority inversions do dition, MIRROR improves performance by detecting global
not result in transaction abort. In such situations, a high CC conflicts late in the transaction execution thereby reduc-
priority transaction may afford to wait for a lower prior- ing wasted transaction aborts.
ity transaction to commit since it is near completion, and Turning our attention to the OCC protocol, we observe
wasted resources due to transaction abort can be reduceghat OCC is slightly worse than 2PL-PRB and MIRROR
as is done by the MIRROR protocol. under arrival rates less than 14 transactions/second. This is
In fact, MIRROR does better than all the other O2PL- due to the fact that OCC has a higher CC abort ratio than
based algorithms under all the workload ranges that we2PL-PAPB and MIRROR under those loads. With higher
tested. loads, OCC outperforms 2PL-PRB because OCC has less
number of wasteful aborts, less number of waits and shorter
blocking time of a transaction than 2PL-F2B.

It may be considered surprising that MIRROR has the
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Figure 2. 2PL, O2PL and OCC Algorithms

best performance over a wide workload range, improving frequency, MIRROR causes much more aborts due to both
slightly even over OCC. We observe that MIRROR has data contention in the local site and global update conflicts,
higherusefulCPU and disk utilization, even though d@ser- as discussed earlier in Section 6.2, and more aborts are
all CPU and disk utilization is lower than OCC. This clearly wasted under MIRROR.

indicates that OCC wastes more resources than MIRROR |n summary, for low to moderate update frequencies,

does. Itimplies that the average progress made by transachMIRROR is the preferred protocol. For high update fre-

tions before they were aborted due to CC conflicts is larger quencies, on the other hand, OCC performs better than
in OCC than that in MIRROR.As observed in the previous MIRROR.

studies of centralized RTDB settings[9], the wait controlin g 4 Expt. 4: Partial Replication
OCC can actually cause all the conflicting transactions of a
validating transaction to be aborted at a later point in time

thereby wasting more resources even if OCC has s"ghtlyNumDataDisks per site are set at 1 and 2, respectively.

less CC abort ratio than MIRROR. In contrast, MIRROR ! .
o X These changes were made to provide a system operational
reduces wasted resources by avoiding transaction aborts af-

. ) region of interest without having to model very high trans-
ter cohorts/updaters reach demarcation points. . . .
action arrival rates. The other parameter settings are the
In summary, although OCC outperforms 2PL-PB,

X same as those given in Table 1. For this environment, Fig-
MIRROR, the protocol of O2PL augmented with B8, 1e 4(a) presents the missed deadline percentage of transac-
outperforms OCC in the tested workloads.

h tions when the number of replicas is varied from 1 to 8, i.e.,
6.3 Expt. 3: Varying Update Frequency P

h . . . h ; ffrom no replication to full replication, for an arrival rate of
The next experiment investigates the performance of ; 4 .o0cactions/second.

these algorithms under different update frequencies. For In the absence of replication, we observe first that 2PL-

this experiment, Figure 3(a) and (b) present the mlssedPAPB and MIRROR perform identically as expected since

deadll'ne percentage when the update frequenmes are IOVg)ZPL reduces to 2PL in this situation. Further, OCC out-
and high for an arrival rate of 14 transactions/second. It .
performs all the other algorithms.

should be noted that data is normally replicated in dis- ; ] )
tributed database systems only when the update frequency As the number of replicas increases, the performance dif-
is not very high. Therefore, the high update frequency re- 'erence between MIRROR and 2PL-F#B increases. Be-

sults that we present here are only to aid in understandingt@use Of its inherent mechanism for detecting data con-
the tradeoffs of different protocols. flicts, 2PL-PAPB suffers much more from data replication

than MIRROR and OCC do. We observeparformance
crossovebetween MIRROR and OCC. The reason for this

For this experiment, th&VumSites and DBSize are
' fixed at 8 and 800, respectively, while theumC PU s and

When the update frequency is comparatively low (less

than 0.5), we observe that the qualitative behavior of the change in their relative performance behavior is explained
various algorithms is similar to that of Experiment 1. A 9 P P

difference, however, occurs when the update frequency isin the abort curves shown in Figure 4(b) (for graph clarity,
high (moré than 0 5’) We observe in Figure 3(b) that the we only show the abort ratio and useful abort ratio of MIR-
performance of MIRROR degrades more drastically with ROR and 'OC.C),.v.vhere we see that the numper of gborts of
the increase of update frequency. For example, MIRRORMIRROR is significantly reduced while o!ata is replicated.
performs slightly worse than both 2PL-FR8 and OCC This helps reduce the resource wastage in MIRROR.

when the update frequency is 1.0. The reason for the de- e also observe a bowl curve for the missed deadline
graded performance of MIRROR is that with high update Percentage of MIRROR.In O2PL, read operations can

A transaction’s progress is measured in terms of the resources it has 8The same bowl curve is also observed for the performance of OCC
consumed. when the update frequency is lower.
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benefit from local data when data is replicated. However, assive message costs and dissemination delay, thereby neu-
data replication level goes up, update operations suffer dudralizing its positive points.

to updates to remote data copies. Hence, the performance |n summary, MIRROR provides the same level of per-
degrades after a certain replication level. On the other handformance as O2PL-P#&1 without attracting its implemen-

we observe that the performance of 2PL-PB always de-  tation difficulties — we therefore recommend it as the algo-
grades as data replication level goes up. This is due to th&ithm of choice for replicated RTDBS.
pessimistic conflict detection mechanism in 2PL since the 6.6 Summary of Experimental Results
number of messages sent out for conflict detection increases Apart from the experiments described above, we have
drastically which in turn increases CPU contention. The conducted a variety of experiments that cover a range of
similar behavior of OCC and 2PL is also observed in con- workloads and system configurations, including “infinite”
ventional replicated databases [4]. resource’ to isolate the impact of data contention, vari-
6.5 Efficiency of MIRROR ations inmessage costmessage propagation delaglack

Our previous experiments demonstrated MIRROR’s factoranddata access ratipetc. The results in these other
ability to provide good performance. But there still remains experiments were qualitatively similar to those shown here
the question of how efficient is MIRROR’s use of its state and included in [22]. Table 2 summarizes these results un-
knowledge — in particular, wouldn't replacing the 8 der both tight and loose slack factor: In the table, system pa-
mechanism with the P mechanism described in Section rameters, i.e., load, message cost, data access ratio (DAR)
4, wherein priority inheritance is used for conflict resolu- and update frequency have been coarsely categorized into
tion after the demarcation point, resultémen betteperfor- 0w and high, and ™ refers to both low and high categories.
mance? This expectation is because, as mentioned earlier iff e terms “poor”, “fair”, “good”, and “best” are used to de-
Section 3, Pl seems capable of providing earlier terminationScribe the relative performance in a given system state and
of the (priority-inversion) blocking condition than PB. for a given algorithm. Whereas ina particulgr row, “fair” is

We conducted experiments to evaluate the above possiPetter than “poor”, “good” is better than “fair”, and *best”
bility and found that the performance of O2PL-FPA was represents the best algorithm in a row, the t(_arms in two dif-
virtually identicalto that of MIRROR in all cases. The rea- [€re€nt rows are not comparable. The following general ob-
son for this perhaps counter-intuitive result is that priority- SETvations pertain to Table 2.
inheritance in the distributed environment involves exces-  2No queuing for the CPU and disk resources.




Parameter Algorithms’ Performance

2PL 0O2PL OCC
Load | MsgCost| DAR | UpdateFreq| PB PI PA PAPB | PB Pl PA MIRROR | Wait
Low Low High | Low Poor | Poor | Fair Good Poor Poor | Good | Best Good
Low High High | Low Poor | Poor | Poor | Poor Poor | Poor | Good | Best Good
High | Low High | Low Poor | Poor | Poor | Fair Poor | Poor | Fair Best Good
High | High High | Low Poor | Poor | Poor | Poor Fair Fair Good | Best Good
* * High High Poor | Poor | Poor | Poor Poor Poor Poor Good Best
* * Low Low Fair Fair Fair Fair Good | Good | Good | Best Good
* * Low High Poor | Poor | Poor | Poor Good | Good | Good | Good Good

Table 2. Performance of Algorithms.

1. 2PL based algorithms perform poorly in most cases, for real-time applications with “soft” deadline$? The re-
especially when the message cost is high. Thus 2PLsults indicate that 2PL-PA outperforms 2PL-PI only when
based algorithms are not the proper choices for high the update transaction ratio and the level of data replication
message cost environments. are both low. Similarly, the performance of OCC is good

2. O2PL-PA and MIRROR achieve good performance for only under light transaction loads.
low to moderate update frequencies but the O2PL ap-  Making clear-cut recommendations on the performance
proach does not work well at high update frequencies. of protocols in the soft deadline environment is rendered

3. OCC achieves better performance than all the O2PL-djfficult, however, by the following: (1) There ate/o met-
based and 2PL-based algorithms, except for MIRROR, rics — Missed Deadlines and Mean Tardiness, and protocols
over most of the update frequency range. which improve one metric usually degrade the other. (2)

4. Protocols integrated with only PB or PI (e.g., O2PL- The choice of the post-deadline value function has consid-
PB, O2PL-PI) always perform poorly. Thus they are erable impact on relative protocol performance; (3) There is
not suited to distributed real-time databases. A similar no inherent load control, so the system could enter an un-
poor performance of these mechanisms has also beeRtable state. Due to such problems with the soft-deadline
observed earlier for centralized real-time databases [9].framework and, more importantly, because many of the

5. No single algorithm caalwaysoutperform all the oth-  replicated applications fall into the firm-deadline category,
ers: MIRROR (O2PL-PAPB) performs best forlowto  we have modeled firm real-time transactions in this paper.
moderate update frequencies whereas OCC performsrinally, we also include an investigation of the O2PL al-
best at high update frequencies. However, since wegorithm which has not been studied before in the real-time
expect that most replicated RTDBS applications will context.
belong to the former category, MIRROR appearsto be | [11], aconditional priority inheritancemechanism is
the best overall choice for implementation in these sys- proposed to handle priority inversion. This mechanism cap-
tems. italizes on the advantages of both priority abort and prior-

7 Related Work ity inheritance in 'regl-time data conflipt r.esolu.tion. It out-
i . . performs both priority abort and priority inheritance when

Concurrency control algorithms and real-time conflict jyeqrated with two phase locking in centralized real-time
resolution mechanisms for RTDBS have been studied ex-y5tahases. However, the protocol assumes thatetigth
tensively (e.g. [9, 10, 11, 19]). However, CONCUITENCY (in terms of the number of data accesses) of transactions
control for replicated DR_TDBS has .only _been stu_d|ed iN is known in advance which may not be practical in gen-
[16, 17, 18, 19]. An algorithm for maintaining consistency g5 especially for distributed applications. In contrast, our
and improving the performance of replicated DRTDBS is gyate_conscious priority blockingnd state-conscious pri-
proposed in [16]. In this algorithm, enultiversiontech- v inheritanceprotocols resolve real-time data conflicts

nique is used to increase the degree of concurrency. Repliyageq on thetatesof transactions rather than their lengths.
cation control algorithms that integrate real-time scheduling .
8 Conclusions

and replication control are proposed in [17, 18]. These al-
gorithms employ Epsilon-serializability (ESR) [20] which ~ In this paper, we have addressed the problem of ac-
is less stringent than conventional one-copy-serializability. cessing replicated data in distributed real-time databases
In contrast to the above studies, our work retains the Where transactions have firm deadlines, a framework under
standard one-copy-serializability as the correctness crite-Which many current time-critical applications, especially

rion and focuses on the locking and OCC based concurrency/Veb-based ones, operate. In particular, for this environ-
control protocols. ment we proposed a novel state-conscious protocol called

The performance of the classical distributed 2PL locking MlRROR which can be .easny. mtegrgted and |mplementgd
protocol (augmented with the priority abort (PA) and prior- in current systems, and investigated its performance relative

ity inheritahce(Pl_) ConﬂiCt resolution meChaniSmS) ?nd of ~ Towith soft deadlines, a reduced value is obtained by the application
OCC algorithms in replicated DRTDBS was studied in [19] from transactions that are completed after their deadlines have expired.
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time applications that we are aware of fall into the [
former category, MIRROR appears to be an attractive
choice for designers of replicated RTDBS.

. As mentioned above, MIRROR implements a state-
conscious priority blocking-based conflict resolution
mechanism. We also evaluated alternative implemen-
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deliver good performance.
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