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Table 2.Bit entropy of TRNG using XOR function for correction [15]

Iteration % Device | Entropy of | % Device | Entropy of | Entropy of
mismatch TRNG-1 mismatch TRNG-2 XOR
in TRNG-1 in TRNG-2 output

1 2.79E+00 0.966 5.94E-02 0.986 0.998
2 7.79E+00 0.817 3.03E+00 0.945 0.988
3 3.83E+00 0.941 1.48E+00 0.971 0.973
4 1.20E+01 0.683 2.65E+00 0.786 0.931
5 4.06E+00 0.787 1.03E+01 0.597 0.881
6 1.34E+01 0.708 8.65E+00 0.555 0.847
7 1.55E+01 0.592 6.77E+00 0.699 0.82

8 7.95E+00 0.516 1.15E+01 0.678 0.814
9 1.49E+01 0.486 9.10E+00 0.682 0.81

10 1.23E+01 0.529 6.69E+00 0.663 0.777

von Neumann corrector provides a very significant improvement in the bit entropy. Since,

consecutive zeros and ones are discarded by the algorithm, non-random bits are filtered and only

the bit stream with high entropy is extracted.
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Figure 12. Variation of bit entropy using von Neumann corrector [15]
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But, with increase in device mismatch, the TRNG will be biased to either ‘0’ or ‘1°.
Hence, it generates the sequences [0,0] or [1,1] more frequently. As a result more number of
TRNG bits has to be generated per bit extracted from the corrector and the output bit rate of the

von Neumann corrector decreases. This results in increased energy consumption per bit.
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Figure 13. Variation of bit rate and energy consumption of von Neumann corrector [15]

The circuit calibration technique is seen to provide an improvement in the entropy
comparable to the von Neumann corrector. A comparison of the bit entropy with varying device

mismatch is as shown in figure 14.

16



Comparion of bias removal techniques

4 TRNG without correction
B TRNG with XOR
* [ |
L 2

==
o
o
=
o TRNG with von Neumann corrector
0.4 TRNG with calibration Py \
*
0.2 |
O T T T T T T T T 1
o o~ <t o [=0] o o~ =t o =]
— = = = =

Percentage device mismatch

Figure 14. Comparison of the bias removal techniques [15]

Table 3. Energy/bit for different entropy extraction techniques [15]

Bias removal Average
technique Energy/Random
bit (pJ)
TRNG without 0.001
correction
TRNG with XOR 0.006
function
TRNG with von 0.282
Neumann
Corrector
TRNG with 0.124
calibration

An important trade-off in choosing the correction mechanism, especially for lightweight
applications like RFID is the energy overhead per random bit. Table 3 summarizes the energy

consumption per bit of the TRNG with each entropy extraction technique.
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Although the XOR function adds to very little overhead in terms of energy, it proves to
be inefficient for increased process variation. Even with a device mismatch of 3%, the bit
entropy drops below the values expected for cryptographic applications. The von Neumann
corrector generates bits with entropy very close to ‘1°. But, with increase in process variation,
more bits have to be generated by the basic TRNG per bit extracted. As a result the energy per
bit increases. The average energy per bit observed is 0.282pJ, with the maximum value crossing
1pJ/bit for variations greater than 15%.

The circuit calibration mechanism provides a good trade-off between the enhancement in
randomness and the energy overhead. It is efficient for more than 12% larger variation as
compared to the XOR function. It provides an entropy extraction comparable to that of the von
Neumann corrector but at 56% lower energy overhead. The calibration technique also provides
the flexibility of varying the number of configuration bits based on the variation expected in a

process.
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Figure 15. Variation of bit entropy and energy/bit for varying number of configuration bits [15]
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With decreasing number of configuration bits, the calibration technique provides effective
correction for lesser process variation. But, accordingly the energy overhead also reduces. Hence
based on the expected process variation, fewer configuration bits may be used along with

combination of algorithmic post-processing to achieve minimal energy overhead.
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CHAPTER 3
EFFECT OF TEMPERATURE ON TRNG

Post fabrication, the operating conditions of the chip also affects the behavior of CMOS
circuits. Variation in temperature and supply voltage impacts the delay of the transistors. Apart
from this, wear out effects due to prolonged usage like Hot Carrier Injection (HCI) and Negative
Bias Temperature Instability (NBTI) also degrade the performance of the devices. Unlike a
PRNG, which relies on the algorithm to generate randomness, a TRNG depends on the
performance and reliability of its circuit to generate un-bias and un-correlated output. Hence, it is

essential to study the effect of operating conditions on the entropy of the TRNG output.

3.1 Effect of temperature on MOS transistor

The drain current of an NMOS transistor is given by the following equation [16].

( 0 forVy,<V,
glv.,—v,~Vas/ \v,, forv, <V
Ids = gs t 2 ds ds dsat (3_ 1)
B 2
\ E (Vgs - Vt) fOT Vds < Vdsat
*CoxxW
where ,8 — (un Lox )

Hence, the drain current is a function of the electron mobility and the threshold voltage. Both

these parameters are functions of the operating temperature. The mobility of electrons is given

by:

Tk
wm = (1) (3) (3.2)
T
where, T = absolute temperature
T, = room temperature

k = fitting parameter (in the range 1.2 — 2.0)
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With an increase in temperature the mobility of electrons decreases. This would lead to a
decrease in the drain current. But, the drain current is also dependent on the threshold voltage
that is give by the equation
Vt(T) = Vt(T,) — k(T - T,) (3.3)
where T = absolute temperature
T, = room temperature

k = fitting parameter (in the range 0.5 — 3.0 mV /K)
Hence with increase in temperature, the threshold voltage of the transistor decreases aiding the
performance. But, it is observed that the net effect of increase in temperature is that the transistor

drain current decreases and hence the delay of the transistor increases.

Variation of NMOS drain current with increase in temperature
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Figure 16. Variation of NMOS drain current with temperature
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3.2 Effect of temperature on MOS transistor in the presence of process variation

For the study of Metastability based TRNG, the relative mismatch in the transistor
parameters of the two cross coupled inverters is more significant than the absolute process
variation. On similar lines, the relative effect of operating conditions on the transistors is of
greater concern than the absolute effect. Thus, it is important to analyze the effect of variation of
temperature for transistors with different channel lengths. The BSIM4 model indicates that as
channel length decreases, the threshold voltage shows a greater dependence on the channel
length due to Short Channel Effect (SCE) and Drain Induced Barrier Lowering (DIBL). The
change in Vi, due to SCE and DIBL is modeled as [17]

AVip = =0 (Legp)[2(Vpi — D) + Vs 3.4)

where, 0y, (Leff) = short — channel ef fect coef ficient

Vi = built — involtage of source or drain junction

The short-channel effect coefficient has a strong dependence on the channel length given by

0.5
Ocn(Less) = I (3.5)
cosh (;—ff> -1
t
where, l; = characterisitc length
The temperature dependence of threshold voltage is given by the equation
KT1L T

where TNOM = Nominal temperature

KT1L = Channel length dependence of temperature coef ficient for threshold voltage
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Hence, with decreasing channel length, the short-channel effect coefficient increases. Thus, the
change in Vy, is larger. So, the net effect of decreasing mobility and decreasing threshold voltage
will vary for transistors of different channel lengths. Transistors with shorter channel length may
be expected to have a smaller reduction in drain current with increasing temperature because of a
larger decrease in the threshold voltage.

Simulations were performed for varying transistor lengths and operating temperature by
modeling in HSPICE. The drain current measured in each scenario is normalized against the

drain current at 0°C, which as expected is the largest.
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Figure 17. Variation of drain current of NMOS of different channel length with increase in
temperature

The results, as shown in figure 17, indicate that transistors with longer channel length have a
steeper slope of drain current reduction. This result reinforces the analytical reasoning provided
earlier based on BSIM model equations. Hence, with decreasing channel length, the rate of

decrease of drain current, with increase in temperature, is slower. Thus, for two transistors with
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mismatch in device lengths, the relative difference between the transistor delays can be expected

to increase with increase in temperature.

3.3 Effect of temperature on TRNG

The plots of drain current of two NMOS transistors with different mismatches at varying

temperature are shown in figure 18. It is evident that, with greater mismatch, the difference in drain

currents of the two transistors increases at a greater rate with increase in temperature.
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Figure 18: Rate of decrease in drain current for different values of device mismatch

To study the effect of temperature on the TRNG in the presence of process variation, the TRNG

modeled in SPICE was simulated for varying temperature values and random variation in transistor

lengths. Hamming distance between bits generated at different temperature corners is an effective metric

used to analyze the effect of temperature. The results below represent the hamming distance of sequences

of 16bits generated at different temperatures as compared to the bits generated at 0°C.
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Figure 20: Hamming distance compared with TRNG at 0°C
The variation in hamming distance indicates that the statistics of the TRNG change with change
in temperature. This directly translates into a change in the bit entropy. With increasing temperature, the
bit entropy of the TRNG decreases. But, designs with greater mismatch are observed to have a steeper

reduction in bit entropy. Hence, temperature has a greater impact on TRNG with larger device mismatch.
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Variation of entropy with temperature for different channel
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Figure 21: Variation of entropy with increase in temperature

3.4 Effect of power supply noise on the behavior of the TRNG

Similar to temperature, noise on the power supply can also affect the performance and
behavior of circuits. In specific, for high performance designs, power supply noise can impact the delay
of the cells and cause timing failures. Since metastability based TRNG is highly sensitive to difference in
delay of the transistors, it is important to analyze the behavior of the TRNG in the presence of power
supply noise.

To study the effect of supply noise, the TRNG was simulated for random device mismatches
and a power supply noise of 5% of VDD at 200MHz. Hamming distance for sequences of 16 bits was
calculated comparing with a TRNG with stable power supply. The results indicate that power supply
noise does not have a significant impact on the statistics of the TRNG. While designs with minimal
device mismatch are robust against supply noise and designs with large device mismatches are already
too biased to see any effect of power supply noise. A slight variation in the bit distribution is observed in

designs which have mismatch ranging from 2-6%.
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Distribution of hamming distance with supply noise
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Figure 22: Hamming distance of bits compared with TRNG with stable power supply

The effect of supply noise on the entropy is negligibly small and has no noticeable trend across varied
device mismatches.

As discussed in the previous chapter, circuit calibration techniques can be employed to
mitigate the effect of process variation. But, a one-time tuning at the testing stage does not
resolve the problem of effect of temperature on the design. Any calibration performed at the
testing stage can only account for the process variation at the testing temperature. Any variation
in temperature during the chip operation will again bias the TRNG.

Hence, a dynamic self-calibration mechanism has to be used to mitigate the effect of

temperature variation. The TRNG circuit also needs to be analyzed for the effect of fluctuations

in supply voltage and the impact of wear out effects like HCI and NBTI/PBTI.
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CHAPTER 4
SUB-VDD PRECHARGE TECHNIQUE

One of the ways to improve the randomness of the TRNG and the effectiveness of post-
processing techniques is to make the TRNG circuit inherently more stable against device
mismatch. Traditional correction techniques for a biased TRNG include post-Si tuning or
algorithmic post-processing. Post-Si tuning uses additional transistors to compensate for the
mismatch of the devices. The algorithmic post-processing techniques do not modify the TRNG
circuit; but, they extract randomness out of the biased bits generated by the raw TRNG circuit.
Here we explore a sub-vdd precharge technique to reduce the effect of intra-die variation on the

entropy of the TRNG.

4.1 Effect of pre-charge on TRNG bias

A closer study of the TRNG circuit shows that when the pre-charge is released, both the pull
down NMOS transistors of the inverters enter the saturation mode. The basic saturation current

equation (neglecting the short channel effects) is given by [21],

HRoc,,w 2
Lisar = 2L (Vgs - Vt) 4.1)

Equating the constants to a value “B” and adding a random variable for thermal noise at the gate,

BW 2
lgsar = T (Vgs + Vaoise — Vt) (4.2)

For the metastability based TRNG circuit, the drain current of the two pull down NMOS devices,

once the pre-charge is released, is given by,
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Bwl 2

Lisar1 = L—1 (Vgs + Vaoise1 — th) (4.3)
BW, 2

lysarz = L_Z (Vgs + Vooisez — VtZ) (4.4)

Under ideal conditions, when the NMOS devices are perfectly matched, Idsatl = Idsat2 for
Vnoisel = Vnoise2. In other words, the state of the TRNG is resolved based only on the
differential thermal noise Anoise = Vnoisel - Vnoise2 . If the NMOS devices are mismatched
due to random local variation, the bias in the TRNG can be represented by the difference in the

saturation currents at zero differential thermal noise. Thus, for a biased TRNG,

Lisat1 — Tasarz > 0, f0r Viygiser1 = Vaoisez (4.5)

Larger the mismatch, larger will be the difference in the currents and hence the bias in the
TRNG.

Case 1: Mismatch in NMOS width/length:

In context of a mismatch in the device feature size (width or length) with constant Vt, the

difference in the NMOS currents is given by,
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BW, BW, 2
Lisar1 — lasarz = <L—1 - L—Z) (Vgs + Vaoise — Vt) (4.6)

Equation (6) indicates that the mismatch in the NMOS devices is magnified by the factor
(Vgs + Vioise — Vt)z. Since, Vnoise is a random variable and cannot be controlled, for a given
device type ( Typical/High/Low Vt), the effect of device mismatch can be reduced by lowering
the VVgs. Hence, a lower pre-charge voltage can alleviate the effect of process variation.

Considering the short channel effect of variation in length on the threshold voltage [21],

AVy(SCE,DIBL) = —0,4(Lesf)[2 (Vi — @5) + Vsl (4.7)

where, AVth is the change in threshold due to Short Channel Effect (SCE) or Drain Induced
Barrier Lowering (DIBL); 0th(Leff) is the short channel effect coefficient; Vbi is the built-in
junction voltage; and Vds is the drain-source voltage. In the cross-coupled inverter, the gate
voltage of one inverter is the drain-source voltage of the pull down device of the other inverter.
Hence, a lower pre-charge voltage reduces the impact of SCE/DIBL effects on the transistors.
This further minimizes the degree of mismatch between the NMOS devices.

Case 2: Mismatch in NMOS threshold voltages:

For a mismatch in the threshold voltages of the pull down transistors of the TRNG, the bias,

represented as the difference in the saturation currents is,

6204
Idsatl - IdsatZ = ( L ) [(Vgs + Vnoise - th)z - (Vgs + Vnoise - VtZ)z]
LW
Idsatl - IdsatZ = ( L ) [(zvgs + 2 Vnoise - th - Vtz) (Vtz - th)] (4'- 8)

Equation (9) also shows that a reduced Vgs due to sub-Vdd pre-charge can decrease the impact
of mismatch on the bias of the TRNG.

A similar analysis performed with variation in both width/length and threshold voltages also
indicates that a lower pre-charge alleviates the impact of intra-die variation on the statistics of

the TRNG. Thus, sub-Vdd pre-charge makes the TRNG more robust to variability in fabrication
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process. Since only the pre-charge voltage is reduced and not the supply voltage, the technique
does not impact the performance of the TRNG. However it should be noted that the proposed

technique only reduces the pre-charge voltage to less than Vdd, but does not operate the TRNG

circuit in sub-threshold mode.

4.2 Effect of process variation on TRNG offset voltage

To further validate the hypothesis that lower pre-charge voltage minimizes the effect of intra-die
variation, the cross coupled inverter circuit was simulated with varying amount of device
mismatch. In fig. 3, if the pull down NMOS N1 is faster than N2, then 11 > 12 for V(a) = V(b).
But, for a large enough AV=V(b)-V(a), I1 = I12. This is the differential voltage required to negate
the mismatch and equalize the pull down currents. From the transistor current equation (6), it is
evident that a larger mismatch will require a greater differential voltage to overcome the
difference in the currents. A plot of the differential voltage required to equalize the pull down

currents of cross coupled inverters for varying degree of device mismatch is as shown in fig. 4.
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Figure 24: Effect of increasing differential voltage on biased TRNG
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