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General Data Protection Regulation (GDPR) and California Consumers’ Protect Act (CCPA) provide a set of provisions to regulate marketers’ processing of consumers’ personal data. One of these provisions is to offer consumers the ‘right to erasure’ or ‘right to be forgotten.’ These regulations recommend that firms enable consumers to delete some or all of their personal information from the firm’s databases permanently if desired (Palmer 2019). Firms are struggling to figure out how to give consumers options to delete their data. Moreover, managers are not sure to what extent will consumers delete their data, if given an option to delete.  Getting answers to the question of how to best manage customer data is important for firms which strive to maintain positive consumer-firm relationships. Given the new regulatory developments, there has been no specific consumer research examining deletion transparency, its operationalization, its effects on the data ultimately shared with firms.
	
This dissertation explores operationalization of data transparency by investigating the impact of three different frames that firms can use while requesting consumers to share various degrees of sensitive information.  The three frames are: (1) asking consumers to provide personal information, (2) asking consumers to keep (already) collected information, (3) asking consumers to delete (already) collected information. Through six experiments and one meta-analysis, I tested and showed that different frames affect consumers’ autonomy and vulnerability differently, which determine their willingness to share personal information. I also explored the role of perceived sensitivity, audiences (trust in the recipients and presence vs. absence of the third party) as the moderators for the effect of different frames on consumers’ willingness to share their personal information. Theoretically, this research contributes to privacy, framing, and information-sharing literatures. Managerially, this research explores the option of deletion for consumers to control their data and tests the extent to which they will share/ delete various types of information. For policy makers, this dissertation along with the main effect, tests the framing effect with different defaults and explores its impact on the extent of sharing information.
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CHAPTER 1

INTRODUCTION


Consumers’ personally identifiable information is as good as gold on the internet, and this is due to the sheer value the marketing companies place on getting to know consumers better (Goldfarb and Tucker 2011). Online marketers have become more prying as time has passed (Kim, Barasz and John 2019). Today, chances are high that an individual would find his personal information show up at some unexpected places online or would see a banner ad that seem to know a little bit too much about his online spending habits. The issue about data privacy has heightened concerns among consumers as well as regulators (Acquisti, Brandimarte, and Loewenstein 2020). The General Data Protection Regulation (GDPR) in European Union (EU) and California Consumer Privacy Act (CCPA) in California US, aims to provide a set of provisions to consumers to govern the processing of their personal data. One of these provisions is the ‘right to erasure’ or ‘right to be forgotten’ that recommends firms enable consumers to permanently delete some or all of their personal information from the firm’s databases (Palmer 2019). 
These legislative changes have created a need for firms to determine how to operationalize this particular provision of deletion. However, differing laws and practices have led to discrepancies among how firms are doing so (see Appendix A). For example, in EU, GDPR has recommended firms to explicitly inform consumers about the right to deletion, whereas in California, CCPA doesn’t make the disclosure mandatory.  Research has suggested that how questions are framed and whether opt in or opt out formats are used can affect decisions, and I investigate how this will influence consumers’ deletion decisions.  Further, the very presence of a delete option can also affect consumer choices to keep or provide their data to marketers.
This is the motivation of this dissertation research. In particular, this dissertation looks at different framings of deletion (delete vs. keep) and how they are presented (action/inaction cues) to consumers, influence their willingness to share personal information with the firm. This is a managerially relevant question because it is important for managers to know and understand if given a chance to delete their data, how much data will the consumers ultimately delete. To the best of my knowledge, in the marketing literature, no one has looked at the operationalization of deletion transparency (i.e., what frames to use) and how this transparency will impact the information sharing behavior of the consumers.
	Through six experiments and one single paper meta-analysis, I have tested the impact of three frames [two deletion (delete vs. keep) and one current status (provide)], and action/inaction cues on the consumers’ willingness to share personal information in a social media context. I have found that consumers experience loss of autonomy in keep frame as compared to delete and provide frames which makes them vulnerable. To fight that vulnerability, based on reactance theory (Brehm 1966), they seek to protect themselves, leading to lower rates of sharing in the keep frame compared to the delete and provide frames. The action/ inaction cues, however, have no effect on consumers’ willingness to share their personal information.
	This dissertation makes six theorical, managerial and public policy contributions. First, this research contributes towards privacy literature in two ways a) by exploring the effect of deletion frames (delete and keep) as a contextual factor on consumers’ willingness of personal information sharing and, b) by identifying consumer autonomy and consumer data vulnerability as working mechanisms (serial mediators) in privacy domain. 
Second, this dissertation contributes to the framing literature by identifying a new type of framing effect and its impact on consumer decisions. Specifically, the current research investigates two ways to frame the deletion request – by asking consumers to delete their data (delete frame) or to indicate which data they would like the firm to keep (keep frame). This framing is similar to select/reject framing (Shafir 1993) in its valence but differs in the context and operationalization. In the select vs reject framing literature, more attributes (of a product) are always better than fewer attributes therefore when a consumer subtracts from a loaded option, he experiences loss. This reasoning can’t explain information sharing in the context of privacy, where less sharing is supposedly better than more sharing, when a consumer deletes data, he feels empowered. Another difference is that both delete and keep are loaded options, yet they behave differently. Therefore, delete and keep frames behave differently from previously defined frames in the literature.
Third, this dissertation also proposes a new orientation/ construct called “Personal Data Management” (PDM), which includes decision making to share, delete, modify as well as protect the data. This extends literature that focuses on disclosure only. Willingness to share is a broader term that encompasses providing data, allowing data to be kept, or deciding on whether data should be deleted. 
Fourth, managerially, this dissertation tests a) deletion as a viable option for giving consumers control over their information, and b) the impact of different deletion frames on the extent of information sharing.
And lastly, for policy makers and regulators, this dissertation tests two different ways (delete and keep) to operationalize deletion transparency and shows its impact on consumer personal information sharing. Under different deletion frames (delete and keep) consumers share significantly different levels of information which could have downstream consequences. Therefore, the findings from this dissertation could guide policy implication/ guidelines regarding consumer data protection.
The roadmap of this dissertation is as follows: first, I review literature on information privacy (factors that impact decision to share personal information) and gaps in the literature (with GDPR and deletion transparency the need for options for deletion) (Chapter 2). Next, I review relevant literature on consumer autonomy, framing and action/ inaction cues and present the overall summary of all the studies in (Chapter 3). Chapter 4-7 present studies 1-4. Chapter 8 modifies the original theoretical model presented in Chapter 3, adding consumer vulnerability as an additional mediator to help explain the observed results. Chapter 9 presents Study 5 which tests this new dissertation model. Chapter 10 presents Study 6 which tests the framing effect with defaults. Chapter 11 presents a meta-analysis of studies 1-5. Chapter 12 provides conclusions, limitations, and future research directions.
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CHAPTER 2
LITERATURE REVIEW
2.1 Information Privacy
Privacy is a universal human right (Westin 1968) which is most prevalent when it comes to information privacy (privacy of personal data). Behaviors that were once private or shared with a few now leave a trace of data to be shared with the world exposing our unique traits, intentions, and beliefs. Today we share our minute-by-minute activities on social media, learn from online course content available over the internet, find partners on dating apps, transfer money with the tap of mobile phones, control household functions and communicate with personal assistants via voice commands, share our most personal feelings with therapy chatbots, navigate via google maps, save our whole digital lives in the cloud etc. Through these activities we reveal our personal information knowingly or unknowingly with our friends, firms and or governments. All the data is stored in the cloud to be ever-present / never-deleted (Mayer-Schönberger 2011). With advancements in technology, it is now possible to monitor, store, access and analyze data to draw sensitive inferences about an individual within seconds (Sweeney 2002).
In this section on information privacy review, I review the research work done about the disclosure of personal information. I have divided this review in four sections (as shown in figure 2.1). In section 1, I discuss the literature on privacy communications – i.e., information communicated to the consumers about the privacy policies of the firm. In section 2, I discuss various psychological factors (i.e., psychological mechanisms related to how individuals process information) that have an impact on consumers’ privacy decision making. In section 3, I discuss various tools that are at the disposal of the managers and regulators which also affect consumers’ privacy decision making. In section 4, I discuss the need for a new orientation/ construct I called Personal Data Management (PDM), as the scope of consumer information management is expanding with the latest regulations of GDPR and CCPA. I propose that consumers will have a more active role to play in this information management system and it changes the landscape of relationship between consumer, firms, and policy makers. Figure 2.1 shows the links between the four sections. Privacy communications include the characteristics of the privacy notices and data requests, which affect consumer’s decision making whether to disclose or not. Psychological factors and management and regulatory factors affect that decision making. Points in bold are areas examined in this dissertation; those in bold italics are new contributions to the literature.
Figure 2.1: Conceptual Framework - Information Privacy Literature Review
[image: Diagram
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Table 2.1 presents select literature review of Information Privacy research organized based on three elements of figure 2.1 (privacy communication, psychological factors, and management and regulatory factors. 
	Table 2.1: Select Literature Review of Information Privacy[footnoteRef:1] [1:  This brief literature review is organized based on the main elements of figure 2.1, i.e., a) privacy communications; b) psychological factors; and c) Management and Regulatory factors.
] 


	
	
	
	

	Author(s)
	Year
	Keywords
	Key takeaways

	
	
	
	

	Milne and Culnan
	2004
	Privacy Notices
	The study used an online survey of 2,468 U.S. adult Internet users to investigate why online consumers read privacy notices across a variety of situations. Authors found that reading is related to concern for privacy, positive perceptions about notice comprehension, and higher levels of trust in the notice. This suggests that effective privacy notices serve an important function in addressing risk issues related to e-commerce.

	
	
	
	

	Milne, Culnan and Greene
	2006
	Privacy notices; readability
	This study evaluates the readability of a set of 312 online privacy notices across two periods and finds that the readability has declined, and notices have grown in length over the period.

	
	
	
	

	Tang, Hu and Smith
	2008
	Privacy Notices; Trust
	This article finds that hat firms' ability to influence consumer beliefs about trust depends on whether firms can send unambiguous signals to consumers regarding their intention of protecting privacy. Ambiguous signals can lead to a breakdown of consumer trust, while the clarity and credibility of the signal under industry self-regulation can lead to enhanced trust and improved social welfare.

	
	
	
	

	Cranor
	2012
	Privacy Notices
	Privacy notices has been a pre-dominant tool of notice and choice. However, there are problems associated with them. Privacy notices are long, complicated, full of jargon and change frequently.

	
	
	
	

	Martin
	2015
	Privacy Notices
	This article examines the reasons privacy notices fail to address consumer privacy expectations. It also examines the usefulness of privacy policy content in
alleviating consumer concerns. Findings show privacy notices provide a necessary but not sufficient condition for meeting consumers’ privacy expectations.

	
	
	
	

	
	
	
	

	Phelps, Nowak, and Ferrell
	2000
	Privacy concerns
	The authors examine potential relationships among categories of personal information, beliefs about direct marketing, situational characteristics, specific privacy concerns, and consumers’ direct marketing shopping habits. Furthermore, the authors offer an assessment of the trade-off’s consumers are willing to make when they exchange personal information for shopping benefits. The findings indicate that public policy and self-regulatory efforts to alleviate consumer privacy concerns should provide consumers with more control over the initial gathering and subsequent dissemination of personal information. Such efforts must also consider the type of information sought, because consumer concern and willingness to provide marketers with personal data vary dramatically by information type.

	
	
	
	

	Tsai, 
Egelman, 
Cranor, and  
Acquisti

	2011
	Perceived control; privacy notices; price
	Participants in privacy information condition are more likely to purchase from websites offering medium or high levels of privacy, even when those sites charged higher prices (using experimenter money); control condition participants purchased from lowest priced vendor; overall, consumers may be willing to pay a premium for privacy.

	
	
	
	

	Brandimarte, Acquisti, and Loewenstein
	2013
	Perceived control
	This article posits a control paradox, whereby consumers give up more information when they have stronger perceptions of control. Sometimes, they provide suboptimal levels of private information when they perceive greater control. These consumers may end up more vulnerable as a result of the measures designed to protect them.

	
	
	
	

	Nissenbaum
	2011
	Contextual factors
	In the United States, notice-and-consent remains the fallback approach in online privacy policies, despite its weaknesses. This essay presents an alternative approach, rooted in the theory of contextual integrity. The authors raised a need to articulate a backdrop of context-specific substantive norms that constrain what information websites can collect, with whom they can share it, and under what conditions it can be shared.

	
	
	
	

	John, Acquisti, and Loewenstein
	2011
	Contextual factors; privacy
	Through four experiments, these researchers show that contextual information encouraged greater or less disclosure, including both intrusiveness and the professional /unprofessional look of a website. Interestingly, priming with a privacy statement decreases disclosure.

	
	
	
	

	Markos, Labrecque and Milne
	2018
	Personally identifying information; self-concept; public self vs. private self
	This research examines the self-concept and exchange context as a new lens to understand consumer sensitivity to anonymous and personal identifying information exchange. Two studies examine the role of the public and private self in predicting attitudes toward sharing PII and non-PII items, and across different information exchange contexts.

	
	
	
	

	Acquisti 
	2004
	Psychological factors
	The author shows why individuals who may genuinely want to protect their privacy might not do so because of psychological distortions well documented in the behavioral literature. He shows that these distortions may affect not only 'naive' individuals but also 'sophisticated' ones; and prove that this may occur also when individuals perceive the risks from not protecting their privacy as significant.

	
	
	
	

	Milne
	1997
	Joining lists; Opt-in/ Opt-out
	Yes-no opt-out format had higher number of participants joining mailing lists than negative opt-out format. Besides joining lists, this paper also examined how information could be transferred to third parties. Real life behavior was measured by conducting a field study across 4 stores.

	
	
	
	

	Johnson, Bellman and Lohse 
	2002
	Defaults; opt-in/ opt-out; framing
	Differences in opt-in and opt-out responses are an important element of the current public debate concerning on-line privacy and more generally for permission marketing. Using two on-line experiments the authors show that the default has a major role in determining revealed preferences for further contact with a Web site. They then explore the origins of these differences showing that both framing and defaults have separate and additive effects in affecting the construction of preferences.

	
	
	
	

	Johnson and Goldstein
	2003
	Defaults
	Default options can lead to striking differences in preferences, with significant economic impact. The authors of this Policy Forum use natural and experimental data to examine the impact of simple policy defaults on the decision to become an organ donor, finding large effects that significantly increase donation rates.

	
	
	
	

	McKenzie, Liersch and Finkelstein
	2006
	Defaults; recommendations
	Should people be considered organ donors after their death unless they request not to be, or should they not be considered donors unless they request to be? Because people tend to stay with the default in a variety of domains, policymakers' choice of default has large and often important effects. In the United States, where the organ-donation policy default is “not a donor,” about 5,000 people die every year because there are too few donors. Four experiments examined two domains—being an organ donor and saving for retirement—where default effects occur and have important implications. The results indicate that default effects occur in part because policymakers' attitudes can be revealed through their choice of default, and people perceive the default as indicating the recommended course of action. Policymakers need to be aware of the implicit messages conveyed by their choice of default.

	
	
	
	

	Milne and Bahl
	2010
	Opt-in/ opt-out, privacy boundary expectations
	Compares privacy preferences between marketing managers and consumers to uncover synergies or disconnects. The authors find that consumers are more likely to choose closed boundaries than marketers, yet marketers wished exchange interactions were subject to permission boundaries; database marketers are much less aligned with consumers than general marketing managers; the restricted consumer segment is far less accepting of various technologies, yet the receptive group was even more accepting than the marketing managers to new technologies.

	
	
	
	

	Moon
	2000
	Social norms; reciprocity
	This article reviews a series of experimental studies that demonstrate that individuals mindlessly apply social rules and expectations to computers. The first set of studies illustrates how individuals overuse human social categories, applying gender stereotypes to computers and ethnically identifying with computer agents. The second set demonstrates that people exhibit overlearned social behaviors such as politeness and reciprocity toward computers.

	
	
	
	

	Kim, Barasz and John 
	2019
	Ad effectiveness; social norms
	The authors investigate how and why ad transparency impacts ad effectiveness. Drawing on literature about offline norms of information sharing, they posit that ad transparency backfires when it exposes marketing practices that violate norms about “information flows”—consumers’ beliefs about how their information should move between parties. 

	
	
	
	

	Acquisti, John, and Loewenstein
	2012
	Disclosure; herding
	Research that demonstrates people are willing to disclose increasingly sensitive information when they believe others have done so. People disclose sensitive information more freely when queries are placed at the beginning of a questionnaire, as opposed to random or end placement, contrary to conventional wisdom. Priming with privacy concerns also changes the effect.

	
	
	
	

	Adjerid, Peer, and Acquisti
	2018
	Objective risk vs. perception of risk
	Privacy decision making has been examined from various perspectives. A dominant “normative” perspective has focused on rational processes by which consumers with stable preferences for privacy weigh the expected benefits of privacy choices against their potential costs. An alternate “behavioral” perspective has leveraged theories from behavioral decision research to construe privacy decision making as a process in which cognitive heuristics and biases predictably occur. In a series of experiments, the authors compare the predictive power of these two perspectives by evaluating the impact of changes in objective risk of disclosure and the impact of changes in relative perceptions of risk of disclosure on both hypothetical and actual consumer privacy choices. They find that both relative and objective risks can, in fact, impact consumer privacy decisions. However, the impact of objective changes in risk diminishes between hypothetical and actual choice settings. Vice versa, the impact of relative risk is more pronounced going from hypothetical to actual choice settings. 

	
	
	
	

	Draper and Turow
	2019
	Digital resignation
	The aim of this article is to propose a theoretical framework for studying digital resignation, the condition produced when people desire to control the information digital entities have about them but feel unable to do so. The authors conceptualize digital resignation as a rational response to consumer surveillance. They further argue that routine corporate practices encourage this sense of helplessness. 

	
	
	
	

	Carbone and Leowenstein 
	2020
	Self-disclosure; social benefits; motives of self-disclosure
	Studies suggest that sharing thoughts and information with others may be inherently pleasurable and confer health, psychological, and social benefits to the discloser. At the same time, self-disclosure exposes individuals to scrutiny and the risk of rejection and reputational damage, particularly with the advent of digital applications and social media outlets that promote public, and often permanent, disclosing. In an effort to understand the tradeoffs that underlie the decision to disclose, the authors introduce a distinction between the propensity to disclose and the psychological desire to disclose and present a preliminary investigation into when and why these two constructs diverge. Findings from two exploratory studies reveal the types of information that individuals are most eager to share, as well as the contextual factors and individual characteristics that moderate the desire to share and the circumstances under which this desire is most likely to translate into actual sharing. 

	
	
	
	

	White, Zahay, Thorbjørnsen, and Shavitt
	2008
	email personalization;  service utility
	Highly personalized email communications that do not justify the basis for the strong personalization are more likely to create reactance in consumers. However, this effect differs by whether consumers perceive high utility of the product/ service. High utility can alleviate personalization without justification effects, whereas low utility perceptions cannot.

	
	
	
	

	Goldfarb and Tucker 
	2011
	Website content ad matching;
obtrusiveness; privacy
concern; product category
	Independently, matching ad to website content and ad obtrusiveness increase purchase intent. In combination, the two strategies are ineffective. The authors suggest that this result may be driven by consumer privacy concerns. Making privacy concerns salient may increase sensitivity to ads with manipulative intent.

	
	
	
	

	Mothersbaugh, Foxx, Beatty, and Wang
	2012
	Online privacy concern; perceived control; perceived customization; perceived risk
	Information control and customization benefits increase willingness to disclose overall; online privacy concern did not decrease willingness to disclose; perceived risk and firm trust may suggest differential effects of disclosure antecedents across varying levels of sensitivity. Examines moderating role of information sensitivity on various willingness to disclose antecedents.

	
	
	
	

	Tucker 
	2014
	Targeted vs non-targeted ads; personalized versus
non-personalized ads; privacy controls
	This study used personalized versus non-personalized (and targeted versus nontargeted) ads for a nonprofit on Facebook; people responded more favorably to the personalized ads when they had the ability to control their privacy settings on Facebook. Participants were provided these controls midway through the study and subsequently, click through on personalized ads improved.

	
	
	
	

	Bleier and Eisenbeiss 
	2015
	Personalization depth and breadth; usefulness, reactance, privacy concerns, trust
	In the context of online retargeting advertising, this research uses a pilot test (quasi experimental field study) and a lab experiment to show that trust moderates personalization’s influence on click- through. Personalization affects click through via privacy concerns, reactance, and usefulness.

	
	
	
	

	Aguirre, Mahr, Grewal, De Ruyter, and Wetzels 
	2015
	Personalization, overt/ covert data collection, privacy concerns, trust
	Personalization leads to greater click-through when firms use overt (vs. covert) information collection. When covert information collection is made salient, consumers feel more vulnerable. Effects vary by trust and website credibility.

	
	
	
	

	Martin and Nissenbaum 
	2016
	Contextual preferences
	There is often a disconnect between consumers attitude for privacy concerns and their actual behavior towards their privacy. Authors suggest that its not that people don't care about their privacy but they are modulated by contextual variables that even people aren't aware of. Sensitivity of the information is one of such contextual variables that depends on the appropriate norms of information flow for a given context.

	
	
	
	

	Milne and Rohm
	2000
	Privacy awareness
	The authors examine consumer perspectives of data collection awareness and knowledge of name removal mechanisms, such as opt in and opt out, across mail, telephone, and Internet direct channels. The authors investigate consumer privacy states based on the fair information practices of notice (data collection awareness) and choice (knowledge of name removal mechanisms). Data from a national survey suggest that name removal preference varies by channel, consumer privacy state, channel-specific purchase experience, and consumer demographics. Empirical support is also found for alternative approaches (i.e., opt-in methods) for removing personal information from direct marketing lists.

	
	
	
	

	Kahneman and Tversky
	1982
	Framing; risky choice framing
	When people make risky choices, they often do not do so objectively. 

	
	
	
	

	Meyerowitz and Chaiken
	1987
	Framing; goal framing; valence framing
	A message with the negative consequences of not performing breast self-examination (BSE) would be more persuasive than a message emphasizing BSE's positive consequences. Subjects who read a message with arguments framed in loss language manifested more positive BSE attitudes, intentions, and behaviors than did subjects in the other condition.

	
	
	
	

	Levin and Gaeth
	1988
	Framing; attribute framing; valence framing
	Consumers rated several qualitative attributes of ground beef that framed the beef as either “75% lean” or “25% fat.” The consumers' evaluations were more favorable toward the beef labeled “75% lean” than that labeled “25% fat.”

	
	
	
	

	Samuelson and Zeckhauser 
	1988
	Status quo
	A series of decision-making experiments show that individuals disproportionately stick with the status quo. Data on the selections of health retirement programs by faculty members reveal that the status quo bias is substantial in important decision. Norm theory and loss aversion are presented as possible explanations for the status quo bias.

	
	
	
	

	Baron and Ritov 
	1994
	Status quo, Omission
	This paper explains the omission bias. Between the acts leading to worse outcome and status quo leading to worse outcome, people prefer status quo. Norm theory and Loss aversion were considered as the possible explanations.

	
	
	
	

	Schrift, Wertenbroch, and Zwebner
	2019
	Autonomy
	Predicting consumers' preferences threatens their sense of free will. However, if the preferences are presented as consistency, then they do not affect sense of autonomy. 

	
	
	
	

	Zwebner and Schrift 
	2020
	Autonomy
	Being observed prior to reaching the decision threatens consumers’ sense of autonomy in making the decision, resulting in an aversion to being observed. Furthermore, the authors find that such threats lead consumers to terminate their decision by avoiding purchase or by choosing default options.

	
	
	
	

	Milne and Boza
	1999
	Information practices of firms
	This research presents support for the notion that trust and concern are different constructs that both explain consumer attitudes about organization information
practices and purchase behavior. Concern may be driven by the sensitivity of information and trust driven by whether the organization is likely to share information with third parties.

	
	
	
	

	Rifon, LaRose, and Choi
	2005
	Information practices of firms
	Privacy seals enhance trust in the Web site and expectations that the site would inform the user of its information practices. While concern for privacy-threatening information practices had no influence, privacy self-efficacy, confidence in ability to protect one’s privacy, moderated seal effects.

	
	
	
	

	Culnan and Armstrong 
	1999
	Procedural fairness, Trust
	Organizations can address these privacy concerns and gain business advantage through customer retention by observing procedural fairness: customers will be willing to disclose personal information and have that information subsequently used to create consumer profiles for business use when there are fair procedures in place to protect individual privacy.

	
	
	
	

	Wirtz and Lwin 
	2009
	Fairness perceptions; trust; privacy concerns
	Privacy concern and trust are ways that firms can promote consumer information disclosure and relationship formation; privacy concern mitigates negative behaviors like falsifying information or negative WOM. Privacy concern reduction is reactive and trust is promotive as mechanisms that link justice theory dimensions and online behaviors.

	
	
	
	

	Miyazaki
	2008
	Firm disclosure; privacy concern
	Using website data from 2000 to 2007, the author finds that cookie use is increasing, but firm disclosure of this activity also is increasing. Consumer trust, purchase intent, and WOM decrease when cookie use is hidden, but disclosing cookie use can attenuate those effects. In a third study consumer online experience and privacy concern effects trust, usage intent, and WOM.

	
	
	
	

	Vail, Earp, and Antón
	2008
	Privacy policy characteristics
	Privacy policy comprehension is low when consumers attempt to interpret a traditional privacy policy. Comprehension improves for nontraditional or atypical privacy policies, however, consumers simultaneously view these as being less trustworthy than more traditional, lengthy paragraph form.

	
	
	
	

	Xu, Gupta, Rosson, and Carroll
	2012
	Perceived information control; privacy protecting strategies
	This research examines different models for assuring consumer privacy in the context of location based services. Namely they consider whether self-protection, industry self-regulation, and government legislation, separately and in combination with consumer perceived control, influence privacy concerns. Theyfind that customer perceived control is the mechanism through which these approaches can be effective.

	
	
	
	

	Conitzer, Taylor, and Wagman
	2012
	Willingness to pay for privacy
	Research offers an empirical model and advances propositions that suggest a firm receives its highest profits when consumers can freely maintain anonymity, but that
consumers benefit the most when anonymity is costly up to a point; third party privacy gatekeepers also worked to the detriment of consumers as they negotiated with firms to make anonymity free.

	
	
	
	

	Gabisch and Milne
	2014
	Information sensitivity; data ownership 
	This paper asks who owns customer data, and whether consumers feel they have benefitted sufficiently from online personalization, customized services, etc. in exchange for their information. Two online experiments show that when compensated monetarily for their information, consumers are more likely to give companies the ownership of their data.






2.2 Section 1: Privacy Communications
Privacy communications research has focused primarily on three areas: notice/ awareness model, choice/consent model, and contextual cues.
2.2.1 Notice/ Awareness Model (Privacy Notices): The notice awareness model, most widely followed approach by public policy regulators, relies on consumers reading and understanding the privacy statements and policies of firm practices (Cranor 2012; Milne and Culnan 2004; Martin 2015). The notice awareness model, sometimes also known as awareness and control model (Milne 2000), has been proven effective in improving consumer trust (Tang, Hu and Smith 2008), positively affects the willingness to disclose information (Phelps, Nowak, and Ferrell 2000), and increases both purchase intentions (Miyazaki and Fernandez 2000) and intentions to pay more for product and services (Tsai et al. 2011).
The previous work has also explored the ineffectiveness of the privacy notices in efficiently addressing privacy expectations. Privacy notices are lengthy, hard to understand and therefore are mostly ignored (Calo 2011; Martin 2013; Milne and Culnan 2004; Nissenbaum 2011). Additionally, they are unrealistically time intensive for consumers to read (McDonald and Cranor 2008). Privacy statements have been found to be more difficult to read and comprehend than an average issue of the New York Times (Sheehan 2005). An empirical study found that an average of two -years of college education is needed to comprehend most privacy notices and law students who were paid to read privacy notices couldn’t understand terms in privacy notices (Marotta-Wurgler 2014). A more concerning issue is that the readability of privacy notices has declined over time (Milne, Culnan and Greene 2006). A study estimated the opportunity cost of the Americans actually reading privacy policies at over three quarter of a million dollars (McDonald and Cranor 2008). Most Americans believe that privacy policies provide them protection, whereas the opposite is more likely true - they provide firms with uninformed consent to use and often sell consumer data (Hoofnagle and Urban 2014). Consumers derive incorrect assumptions of protections based on social norms (Martin and Nissenbaum 2016). Even technology savvy consumers overestimate the degree of protection they get (Habib et al. 2018). Notices are not only associated with websites, but with apps and IoTs. Apps and IoTs raise additional issues related to notices, such as privacy notices for apps are located in the app store from where the app is downloaded and for IoTs these are on the manufacturer’s website. As a result, Schaub et al. (2017) suggest that understanding the information flow, the notices should be short and presented at appropriate information flow points. Suggesting a remedy to the time intensive and laborious nature of privacy notices, Tesfay et al. (2018) recommended that researchers develop machine-learning programs that could lessen the burden of the consumers by providing summaries of privacy notices.
Privacy notices proved to be a not so successful tool, especially with apps and IoTs becoming common, in informing people about firm’s privacy policies. While privacy notices are an important part of information management, it addresses how information practices are communicated and not the actual information practices themselves. Thus, this dissertation does not address the issue of privacy notices.

2.2.2 Choice/ Consent Model (Opt-in and Opt-Out Choice Architecture): To comply with fair information practices, choice and consent model has been used by the marketers for decades. The role of consent is for firms to provide opt-out and opt-in choices that allow consumers the ability to control their personal information. Opt-out option could be seen as an action would happen (a person would be included) unless the consumer takes an action of opting out. This action might require them to check a box or uncheck a box, depending on how the question is phrased. Alternatively, opt-in could be seen as the action is needed to be included. 
Opt-out and opt-in differ primarily in the default option.  With opt-out, the default is usually set as having information shared with the marketer (or participation in a particular program), while with opt-in, the default is usually set as having information not shared with the marketer (or not participate in a particular program). Traditionally, direct marketers have used opt-out default to gain consumers’ permission to use their data. Unless the consumer acts to opt-out of the choice, marketers have permission to use their data. Lack of effort, the pre-selected choice being perceived as an expert recommendation and so forth have been reasons why consumers generally do not opt-out of the given choice and hence it is believed that participation is higher in opt-out default than in opt-in default (Bellman, Johnson and Lohse 2001). In opt-in, also called permission marketing default, consumers explicitly give permission to use their data before giving their data (Godin 1998). Opt-in approaches give consumer more control and build more trust in the firm (Krishnamurthy 2001). 
Research on opt-in vs. opt-out is extensive and unanimously suggests that consumers prefer more closed privacy boundaries than marketers and prefer opt-in to opt-out as a choice for granting permissions (Milne and Bahl 2010). However, the participation in the opt-in default is mostly less than in opt-out default (Johnson, Bellman, and Lohse 2000). Milne and Rohm (2000) confirm this finding when they asked consumers’ preference for various choice formats (without making actual choices) within opt-in and opt-out defaults to remove their names from the databases. 41% of the participants preferred negative format opt-out (“Provide a box for you to check if you want to remove or restrict your personal information.”), 23% preferred yes and no format opt-in (“Do you want your personal information to be kept on our database: yes or no?”) and 18% preferred normal opt-in (“Ask you to provide permission to the organization to keep and use, share, or remove specific types of your personal information.”). Although the total percentage of preference of opt-in formats (23 + 18 = 41%) and opt-out formats (41%) are the same in this study other research differs.  A field study of the auto insurance industry by Johnson, Hershey, Meszaros, and Kunreuther (1993), showed that opting-in resulted in much lower levels of participation (20%) than opting-out (75%). Further dissecting the opt-out format, Milne (1997) found that yes-no opt-out format had higher number of participants joining mailing lists than negative opt-out format. Johnson, Bellman, and Lohse (2000) suggested that frames (positive/ negative) and defaults (opt-in/ opt-out) both have an effect on consumers’ decision making in participating in a study in which they were asked to share personal information. However, how these frames, and defaults together affect consumers’ decision making (psychological mechanism) is not explored. This dissertation provides insight into that question by exploring how deletion frames and defaults impact consumers’ willingness to share personal information and the underlying mechanism accounting for that result. 

2.2.3 Contextual Cues
The third area of privacy communications research concerns contextual cues. I discuss sensitivity of the information, audiences (trust in the recipient of the information; and presences of the third parties), self-concept, framing, and action/ inaction cues below. 

Sensitivity of Information, Audience (Trust in the recipient of Information & Presence vs. Absence of Third Party) and Self-concept: When people are uncertain about their preferences, they look for cues in their environment to guide them (Aquisti et al. 2015). Context dependence in privacy means that consumers can experience privacy concerns ranging from very high concerns to no concern at all, depending on the situation they are in. The theory of contextual integrity states that “social expectations affect our beliefs regarding which information is public and which information is private and which information is (in)appropriate to be (not) shared with whom” (Nissenbaum 2004, p-154). For example, it is appropriate to share details of a romantic relationship with a close friend but not with an employer, since the same information becomes too sensitive and inappropriate as the recipient of the information changes. Therefore, perceived sensitivity and recipient of the information are two common cues that individuals use to guide their decisions of whether or not to disclose personal information (Nissenbaum 2011; Motherbaugh et al. 2012). Individual’s view of sensitive information also depends on their self-concept (public self vs. private self). Markos, Labrecque and Milne (2018) found that non-PII (personally identifying information) is less sensitive than PII information types and sensitivity of the information mediates the relationship between information types and willingness to disclose.
	Companies like Facebook, Grindr, OkCupid could offer “free” apps to the consumers because they sell users’ personal data to third-party firms. Recent online research found that  82% of the companies unknowingly provide third party vendors highly privileged roles (Tamari 2021). The risk of data breach is really high with third-party interactions even if the firm has high cyber security systems it is not mandatory for all the third parties to have (or be able to afford) such high-cost security systems (Higgins 2020). This increases the concerns among consumers when a third party is involved in an interaction. Another facet is the appropriability of the access of the information by third parties that can raise consumer concerns. Research based on contextual integrity suggests that people disengage from ads when they discover that ads were generated not with the data, they actively shared with the marketers but are based on passive third-party data sharing activities (Kim et al. 2019). 
	Therefore, sensitivity of the information, trust in the recipient of the information, presence of a third-party are environmental contextual cues that consumers use to decide how much and to whom they should share the data. This dissertation uses these three variables (sensitivity of the information, trust in the recipient of the information, presence of a third-party) as moderators in the main model to test the effect of deletion frames and action/ inaction cues (discussed next) on consumers’ willingness to share information. 
This dissertation contributes to this stream by examining a contextual factor, framing of a deletion request (either as to provide or to keep or to delete consumer’s information), and a scale factor - action/ inaction nature of the request, and their effect on consumers’ willingness to share personal information. Next, I will discuss the related research done on framing and action/ inaction cues and how this dissertation contributes towards the theoretical development of the field by bringing in the new ideas.

Framing: Researchers have extensively studied framing effects on consumers’ decision making and have found considerable effects (Kahneman and Tversky 1984; Tversky and Kahneman 1987). I will discuss traditional valence framing and select/ reject framing here, since they are most relevant to the current context. The traditional valence framing literature has explored three major types of framings: 1) risky choice framing, in which the outcomes of a potential choice involving options differing in the level of risk are described in different ways; 2) attribute framing, in which some characteristic of the framing object serves as the focus of the framing manipulation; and 3) goal framing, in which goal of an action or behavior is framed. I will briefly explain the mechanism of each type of framing. Then I will discuss a little about select/ reject framing. In the end, I will discuss how the frames studied in this dissertation differ from those studied previously and what this dissertation adds to the framing literature.
Risky Choice Framing: Tversky and Kahneman (1981) demonstrated risky choice framing effects through “Asian disease problem” in which choices between a risky and a riskless option of equal expected value depended on whether the options are presented in positive terms (i.e. lives saved) or negative terms (i.e. lives lost). The authors found a “choice reversal”, where participants chose a certain outcome when options are presented in positive framing (a sure saving of one-third of lives vs. a one-third chance of saving all the lives and a two-third chance of saving no lives), whereas participants chose a risky option when options are presented in negative framing (a sure loss of two-thirds of live vs. a one-third chance of losing no lives and a two-third chance of losing all lives). Tversky and Kahneman explained this choice reversal in terms of Prospect Theory, showing that framing manipulations determine whether outcomes are evaluated in terms of gains or losses. Most people have a subjective S-shaped value function that is concave in the case of gains (supporting risk aversion in positive framing) and convex in the case of losses (supporting risk seeking in negative framing).

Attribute Framing: In attribute framing, positive framing enhances the evaluations of an option whereas negative framing hurts the evaluations of that option. One single attribute within a given context is the subject of the framing manipulation. For example, Levin and Gaeth (1988) asked participants about the perception of quality of ground beef when it is labeled as “75% lean” or “25% fat”. Objectively, both choices are the same, however participants rated the sample of ground beef as better tasting and less greasy when labeled in positive light (75% lean) rather than in negative light (25% fat). Intuitively, it is not surprising that positive framing results in more favorable evaluations and negative framing results in more unfavorable evaluations. However, Levin and Gaeth (1988) suggests that attribute framing occurs because information is encoded cognitively relative to its descriptive valence. Positive labeling of an attribute leads to an encoding of information that tends to evoke favorable associations in memory, whereas negative labeling of same attribute is likely to lead to an encoding that evokes unfavorable associations. These encoding responses based on the framing may produce ‘stimulus-response compatibility effect’ (Levin et al. 1985). Differences in positive and negative cognitive representation of an attribute can cause participants to attend differently to positive or negative dimension, thus effectively changing the subjective scale values (Levin et al. 1998).

Goal Framing: Goal framing is mostly used in persuasion research. In goal framing effects, the option is focusing attention either on its potential to gain benefit (positive frame) or on its potential to prevent or avoid a loss (negative framing). However, both frames enhance the evaluation of the option at hand whereas in attribute framing, positive framing enhances, and negative framing hurts the evaluation of the option. For example, Meyerowitz and Chaiken (1987) demonstrated that women were more likely to engage in breast self-examination (BSE) when presented the information stressing the ill-consequences of not engaging in the BSE than when presented with information stressing the positive consequences of engaging in the BSE. The manipulation is different from attribute framing, in which positive framing will suggest that BSE is a good thing and negative framing will suggest that BSE is a bad thing. In contrast, with goal framing it is assumed that both positive and negative frames suggest that BSE is a good thing. Positive goal frames describe good consequences of BSE in terms of goal of obtaining the potential gains associated with doing BSE, whereas negative goal frames describe those consequences in terms of goal of avoiding the potential losses of not doing BSE. Meyerowitz and Chaiken (1987) found that negatively framed encoding of good consequences was more persuasive than positively framed encoding. Another popular example of goal framing is ‘Endowment effect’ (Kahneman et al. 1990) which assumes that items that are owned and could be lost are valued more than equivalent items that could be gained. Thus, loss frame has greater impact. 

Select/ Reject Framing: Rejection produces larger consideration sets (Huber et al. 1987). People select more job candidates to interview when they are asked which candidates they would reject. According to the compatibility principle, the positive dimensions of options (pros) loom larger when one is choosing and negative dimensions (cons) loom larger when one is rejecting. Choice and rejection direct decision makers' attention to different attributes of the alternatives (Shafir 1993) such that rejection causes preference reversals by increasing the impact of negative attributes. Rejection tasks increase elaboration on hedonic, indulgent alternatives, resulting in greater preference for hedonic over virtuous alternatives (Dhar and Wertenbroch 2000). Sokolova and Krishna (2016) find that people are more likely to rely on deliberative processing in rejection (vs. choice) tasks and this task effect is moderated by cognitive resources and when people are encouraged to rely on their feelings while making decisions. Park, Jun and Macinnis (2000) in their work found that rejection tasks make it harder for consumers to give up product attributes, which increases spending when consumers are asked to give up rather than choose product attributes. Decisions depend on frame of reference from which the decision is made. Thus, from a fully loaded option subtracting features is more difficult than starting from a base option and adding features. Loss aversion (when an alternative is used as a reference state or anchor, losses from that state carry more impact than gains) explains this phenomenon.

In this dissertation, I explore different types of deletion frames and their effect on the willingness to share sensitive information. The three frames are: provide, keep, and delete. In provide frame, a firm that doesn’t possess consumer information is asking whether consumer will provide the information or not. In keep frame, a firm possesses consumer information and is asking consumers whether to keep it or not. In the delete frame, a firm possesses the consumer information and is asking consumers whether to delete it or not. In this type of framing, each frame highlights the state of possession of information with the firm and asks consumers whether they are willing to share the information or not. The key ways these request frames are different from past literature are: 1) comparing to opt-in/ opt-out choice architecture, these frames allows for more nuanced decision making (not all information needs to be kept or deleted which happens with opt-in/ opt-out) which is the need of the hour, consumer might not want to delete all the information or want to keep all the information a marketer has; 2) In the select/ reject framing literature in which a consumer has to choose a product with attributes, more attributes are always considered better than fewer attributes; therefore from a loaded option, when a consumer has to subtract attributes, he experiences loss (rejection is hard as compared to selection of attributes). In contrast to product decisions with loaded and impoverished options, in the information sharing context, there is more ambiguity regarding whether having (giving) more is better. Indeed, consumers do not necessarily want to share more; less is better than more (assumably) for consumers for sharing. Keep and delete frames are similar to loaded options in that the object begins in a maximum state (the product has all the features; the firm has all the information). However, in contrast to prior literature that finds that consumers keep more options when beginning from a loaded state, I predict (and find) that those in the keep frame provide less information, while those in provide (the impoverished/base state) and delete share similar amounts of information; in addition, I predict (and find) differences in the willingness to share information between keep and delete frames, even though both are ‘loaded’ options. Thus, loss aversion cannot explain the results I observe in this dissertation. Thus, this dissertation identifies a new type of framing and a new mechanism for understanding how that frame influences decision-making.

Action/ Inaction Cues: Decision making literature has extensively studied action/ inaction choices in the form of status quo bias and omission bias. Status quo bias describes “people’s tendency of doing nothing or maintaining one’s current or previous decisions” (Samuelson and Zeckhauser 1988). There are two important aspects of this statement- 1) that people are reluctant to act (omission bias) and 2) people prefer to keep the current state of things (Schweitzer 1994). Next, I discuss some of the theoretical explanations of why people commit status quo and omission bias.
	The first explanation comes in terms of loss aversion (Thaler 1980; Kahneman and Tversky 1984). The status quo or current state serves as a reference point. Any change requires loss of some dimension and gain on some other dimension. Since losses are weighted heavily as compared to gains, generally people are loss averse (Tversky and Kahneman 1982). People are unlikely to choose an option which grants them slightly more expected gain than expected losses (Schweitzer 1995). 
	The second explanation entails that changing status quo requires an action whereas keeping it requires inaction (omission). Research suggests that people prefer harmful omissions over equally harmful commissions (Spranca, Minsk, and Baron 1991). For example, people generally do not terminate a life-sustaining medical treatment, but they would not initiate such treatment for an otherwise similar case (Baron and Ritov 1994). When options produce benefits as well as harm, even then people prefer omission over commission (Ritov and Baron 1992). 
The third explanation suggests that people feel stronger emotional reaction to events that involve actions as compared to events that have identical outcome but that involves inaction (Kahneman and Tversky 1982). This finding also suggests that when the outcome is positive, people feel more elated when the outcome results from an action than an inaction (Landman 1987). This reasoning supports the Action Bias (opposite of omission bias), in which people are more likely to take an action when the results are significantly positive (Patt and Zeckhauser 2000). Little research has explored the action bias and its antecedents and effects. Based on status quo and omission bias research I define my action and inaction cues, but I am more interested in how and when action/ inaction cues are triggered in our information sharing context. Therefore, I define action cue as “doing an action”, and inaction cue as “maintaining the status quo”. I propose that how the options are presented to the consumers (whether action or inaction is on the left-hand side) will affect which cue (action/inaction) becomes the reference point, and thus will impact how consumers think about the given choices, leading to differences in willingness to share personal information. Detailed explanation about this is given in theory development section.


2.3 Section 2: Psychological Factors
In 2016, a Facebook app used a personality test and collected millions of consumers’ data and sold it to political parties who used it to show targeted ads intended to influence voting in 2016 elections. There was outrage across the nation when this scheme was revealed (Rosenberg et al. 2018). Most consumers had no clue what their data could be used for and who it would be shared with (Chen 2018). In 2019, Cambridge Analytica scandal once again showed that not much had changed; consumers have a habit of sharing data without thinking about individual and societal consequences (Johnson 2020). These examples suggest that consumers frequently share data without thinking and share data without fully appreciating the consequences of doing so. Why does this disconnect between desired and actual privacy occur? Psychological factors in play at the time consumers make the decision of whether to share their data influences consumers’ choices without them knowing (Acquisti et al. 2020). Some of these factors are discussed here. 

2.3.1 Lack of Knowledge and Bounded Rationality: The most obvious reason why there is a difference between consumers’ desired and achieved privacy is due to the ignorance about how their data will be used and by whom (Milne and Rohm 2000). Most Americans are unaware of the data practices of firms and very few are capable of making sense of the privacy notices in order to access different websites and apps (PEW 2019; Dommeyer and Gross 2003). As discussed in the privacy notices section above, most consumers do not possess enough skills to fully comprehend these policies and those who have those skills do not spend enough time reading the policies (Sheehan 2005). Moreover, consumers often over-estimate the level of privacy protection these policies provide and give consented access to firms to access their data (Hoofnagle and Urban 2014). They are unaware how their data can be used, and which third parties can have access to it, thus they don’t comprehend the risks their ubiquitous sharing could cause them as individuals or at societal level. Individuals think they can fully comprehend the privacy policies but in reality, they don’t.

2.3.2 Present Bias and Intangibility: Another reason why consumers’ behavior does not match their privacy preferences is that the benefit of actions such as accessing some information or using an app are immediate and tangible whereas the costs are delayed, uncertain and intangible (Acquisti 2004). Consumers respond disproportionately to the costs in future and benefits in present, a phenomenon called “present-bias”.  As a result, time, and effort of completing a form have a huge effect on the privacy behavior (Bettinger et al. 2012). Consumers often underestimate the small probabilities of negative events (Kunreuther et al. 1978). The benefit of engaging in activities that threaten privacy (e.g., online discounts in exchange for personal information) are immediate and tangible, whereas the consequences of these actions have small probabilities (e.g., identity theft), are delayed, and are mostly intangible.

2.3.3 Constructed Preferences: When consumers are uncertain about their own preferences, they look for cues in their environment to help them decide; this phenomenon is called “constructed preferences” (Slovic 2020). Defaults are tools used to give a pre-selected choice to consumers. Defaults have a crucial impact on many important decisions such as end of life care, retirement savings and organ donations (Johnson and Goldstein 2003; Beshears et al. 2009). Pre-selected choice is often interpreted as implicit recommendation from experts and hence consumers think it is a better option (McKenzie, Liersch and Finkelstein 2006). Defaults reduce privacy concerns and thus aid in increasing disclosure (Gross and Acquisti 2005; Johnson, Bellman and Lohse 2002). As another example, John et al. (2011) asked participants sensitive or rather incriminating questions using either a professional looking browser or an unprofessional looking browser. Professional looking browser was rated as more secure, however, considerable number of participants accepted doing something illegal on an unprofessional looking browser. The formal browser cued them of potential official involvement and thus kept them from disclosing more. The features of the device also signal how much to disclose. Consumers share more intimate thoughts on social media while using a smart phone than a PC (Melumad and Meyer, 2020). 

2.3.4 Illusory Control: When consumers feel in control, they divulge private information freely and rarely actually exert that control, also known as “control paradox” (Brandimarte et al. 2013). In a study, Brandimarte and colleagues asked students sensitive information about themselves such as whether they have driven under the influence of alcohol, and were put in three conditions: in the first condition (no control), participants were told that their information will be published on university website; in the second condition (with control), participants had an option to give permission whether their information should be published on the university website; and in the third condition (with control), participants had the same control option as in the second condition, but were also asked demographic questions. Surprisingly, participants disclosed the most in the third condition and the least in the first condition. Thus, fear of identification has no impact. The reverse of control, i.e., having no control also has an impact on privacy concerns and thus divulgence of information. “Digital Resignation”, a phenomenon proposed by Draper and Turow (2019), is a sense of helplessness due to consumers’ apparent inaction regarding privacy issues. As much as people want to control their data, they often realize that it is out of their capabilities, and they simply give up. In this dissertation study 6, I include a preliminary exploration of implications of lack of control on sharing decisions by testing the effect of frames and defaults on consumers’ willingness to share personal information when consumers cannot prevent the firm from getting their data (Study 6: provide vs scrape frame condition).

2.3.5 Herding and Reciprocity: One of the most common cues consumers use to reveal their secrets is how much has another person revealed. Acquisti et al. (2012) asked participants if they have engaged in illegal activities ranging from small to serious, and then told them that either others in the survey had revealed that they had engaged in such activities or that they had not engaged in such activities. In the condition where others revealed having engaged in the activities, participants gravitate towards that answer and agreed to have done such activities, but in the condition where others had not engaged in such behavior, most participants denied doing such activities themselves. A second cue that people often respond to is reciprocity. If the other person (need not be a human, could be an artificial entity) reveals some information about himself or herself, people feel an urge to reciprocate. Moon (2000) found that when a computer disclosed some information about itself, participants reciprocated with sensitive information about themselves. 

2.3.6 Adaptation: The human mind tends to get used to the risks that are unchanged over time or that gradually increases. This adaptation is a tool for survival. Adjerid et al. (2018) illustrated the adaptation in a study where participants were asked demographic questions first then were given privacy assurances (low vs. high) and asked a set of sensitive questions. In the second round they were given again new privacy assurances (low vs. high) and asked another set of sensitive questions. The contrast between the assurances mattered. Participants revealed significantly more information in the second round when they received low assurance in the first round and high assurance in the second round compared to when they received high assurance in the first round and low assurance in the second round. Participants seems to adapt to the level of privacy given in the first round and became concerned when privacy assurances were reduced. 

2.3.7 The Drive to Share: There is a powerful drive to share information, including personal information for the reasons of sharing, connecting, and socializing, which could be a strong motivator for consumers to divulge in personal information sharing. Carbone and Leowenstein (2020) in a survey of over 500 people found that achieving intimacy, receiving validation, and spreading the word are the most common motives why people share information.

2.3.8 Consumer Autonomy: The idea of autonomy is based on the concept of free-will (Kane 2011). Perceived autonomy is defined as “consumers’ subjective sense of being able to make and enact decisions on their own, free from external influences imposed by other agents” (Wertenbroch et al. 2020). This definition is consistent with a naive understanding of free-will as to choose and act on its own volition without external influence (Bandura 1989; Baumeister and Monroe 2014). Perceived autonomy is different from perceived control because control is related to consumer’s ability to affect the outcome of an event through its actions and choices compared to autonomy, which is related to consumer’s freedom to initiate a behavior regardless of its ability to impact the outcome (Skinner 1996). For example, if you chose a lottery, you have no control over the outcome, thus low control; however, because the choice was volitional and independent there is a sense of autonomy. Perceived autonomy is a necessary condition for perceived control but not the other way around (Wertenbroch et al. 2020).
Consumers have a fundamental need for autonomy. In case of threat to autonomy, individuals act to assert their sense of free-will by making a deliberate choice (Bear and Knobe 2016). For example, in a study by Schrift et al. (2019), when participants learnt that forthcoming choices are predictable based on their past behaviors, participants chose a less preferred option in order to reinforce their sense of autonomy.  When being predictable was framed as being consistent, it didn’t impact the perceived autonomy and participants chose their most preferred option. Threats to autonomy are generally localized, and thus are related to specific choices and do not challenge the general beliefs of consumer’s overall sense of free-will (Zwebner and Schrift 2020).
In this dissertation, combining findings from the prior literatures on framing (a contextual cue) and consumer autonomy (a psychological factor) within the context of privacy communications, I explore how different framings of a data request can pose a threat to the sense of autonomy and the resulting actions consumers take to restore their sense of autonomy in the given circumstances.

2.3.9 Consumer Data Vulnerability: Firms are continuously increasing their efforts to collect and use consumer data that is making consumers increasingly more concerned about their privacy and potential for harm. These concerns are often labeled as “privacy issues.” Consumer data vulnerability on the other hand is defined as “susceptibility to being harmed as a result of various uses of an individual’s personal data” (Martin, Borah and Palmatier 2017). Empirical research shows that mere access to the personal data not even a breach inflates feelings of violation and reduces trust (Martin, Borah and Palmatier 2017).

2.4 Section 3: Management and Regulatory Factors

In the section above I discussed many psychological factors impacting consumers decision making to share personal information. In this section I discuss management and policy tools that can impact consumers’ information decision making.  

2.4.1 Transparency: The idea behind disclosing a firm’s privacy policies is to increase the transparency in the process of information sharing. Increasing transparency has several benefits for the firm.  As discussed in section 1, transparency increases consumer trust (Tang, Hu and Smith 2008), increases willingness to disclose information (Phelps, Nowak, and Ferrell 2000), purchase intentions (Miyazaki and Fernandez 2000) and intentions to pay more for products and services (Tsai et al. 2011). However, most people do not read or can’t understand the language of such long privacy policies (Jensen and Potts 2004). Research has also shown that 62% of participants in a survey assumed that presence of privacy policies implied that their data can’t be shared without their permission and thus they overestimate the protection from such policies and unknowingly give consent to the firm to use their data in any way (Hoofnagle and Urban 2014). Kim, Barasz and John (2019), showed that ad transparency (i.e., an icon that the consumer can press to show the reason why they are looking at a particular advertisement) also reduces privacy concerns and increases consumers’ trust in the firm when the information flow (how marketer acquired the consumer information/ why consumer is targeted for the particular ad) is appropriate. When the information flow is not appropriate (e.g., when the marketer has acquired the consumer’s information via covert means), it has a negative impact on ad effectiveness. Overall, increasing transparency is beneficial for the firm, but can negatively impact consumers as it leads to oversharing by consumers who lack adequate understanding of the impact of this action. This is a growing concern for policy makers and requires more robust solutions so that consumers can understand and make informed and appropriate choice for themselves.

2.4.2 Control: Regulations such as GDPA in EU and CCPA in California have been put in place to give consumers rights to delete their data, rights over who can use consumer information, how can their information be used and so forth. Giving consumers control is expected to increase their trust in the firms. Research suggests that giving consumers control over their personal information makes consumers click on personalized targeted ads more as compared to non-personalized ads (Tucker 2014). 
Research also suggests that giving control to consumers has unintended negative consequences. For example, giving consumers explicit control over how much information can be used reduced privacy concerns and eventually led consumers to share more sensitive information (Brandimarte et al. 2013). Norberg and Horne (2014) examined the drivers and mitigators of consumer information falsification behavior when interacting with online firms. They found that the companies’ elicitation strategy (voluntary, required, validated) influences how consumers emotionally respond to and behaviorally cope with (through falsification) requests for information.  They also found that falsification partially mediates pre-to-post disclosure control perceptions, suggesting that firms are struggling with the operationalization of giving such controls to consumers. 
My dissertation deals with one aspect (framing) of the operationalization of the deletion control. I explore how different deletion frames impact consumers’ willingness to share personal information, a rather important asset for firms.

2.4.3 Personalization: Marketers personalize targeted ads sent to consumers based on consumers’ recent past online behavior. Research suggests that consumers find personally targeted ads more interesting and relevant (Lambrecht and Tucker 2013). However, excessively fine-tuned ads can make consumers suspicious (Goldfarb and Tucker 2011) thus increasing their privacy concerns and could result in negative reactions (White et al. 2008). Better targeted ads require access to consumers’ personal data. Personalization leads to greater click-through when firms use overt (vs. covert) information collection. When covert information collection is made salient, consumers feel more vulnerable (Aguirre et al. 2015; Milne Rohm and Bahl 2009). The frequent use of covert practices raises a lot of questions as to from where the data is acquired, how the data will be used, have consumers given permission to use this data etc. Regulations such as GDPR and CCPA are put in place keeping these concerns in focus.

2.4.4 Trust: Improving trust and managing consumers’ privacy concerns are two ways in which managers manage consumer information. Out of the two, improving trust is more effective than reducing concerns in managing consumer information (Milne and Boza 1999; Swani, Milne, Slepchuk 2021). Trust mediates consumers’ fairness perceptions on promotion focused behaviors such as relational behaviors, relationship investment and re-patronage intentions whereas privacy concerns mediate the consumer fairness perceptions on prevention-focused behaviors such as defensive, deflective, and disruptive behaviors (Wirtz and Lwin 2009). Firms can build trust by exhibiting implementation of fair informational practices (Culnan and Armstrong 1999; Xu et al. 2010) and communicating privacy policies (Milne and Boza 1999) and display of privacy seals (Rifon et al. 2005). Consumers who trust the firm are less concerned about privacy and more likely to share personal information with the firm (Schoenbachler and Gordon 2002). 
High consumer trust is associated with feelings of safety and reliability (Doney and Cannon 1997) and generates a willingness to engage (Chanduri and Holbrook 2001). Managers can increase consumer trust by being more transparent (Tang, Hu and Smith 2008), giving consumers control over their information, and following the norm appropriate flow of information (Kim, Barasz and John 2019). Low consumer trust, on the other hand, is associated with skepticism and a belief that firms are out to maximize their own self-interest and do not care about the consumer (Bleier and Eisenbeiss 2015; Wang and Benbasat 2005).

2.4.5 Government Regulations: There is no one comprehensive federal law that regulates data privacy. Some of the regulations are shown in table 2.2:
Table: 2.2:  Overview of some of the US Federal Government Regulations
	Regulation
	Brief Overview
	URL

	Federal Trade Commission Act of 1914
	The Federal Trade Commission (FTC) is a government agency that protects consumers from businesses doing anything that would be unfair, misleading, deceptive, or anti-competitive. The FTC Act has helped US commerce and business practices in many ways, including:
protecting consumers from false advertising, preventing illegal monopolies, and price fixing.
It has broad jurisdiction over commercial entities under its authority to prevent unfair trade deals. It doesn’t specify which information to be included in privacy notices.

	https://www.businessinsider.com/personal-finance/federal-trade-commission-act

	Children’s Online Privacy Protection Act of 1998
	The Children's Online Privacy Protection Act of 1998 (COPPA) is a federal law that imposes specific requirements on operators of websites and online services to protect the privacy of children under 13. COPPA is managed by the Federal Trade Commission (FTC).

COPPA specifies:
· that sites must require verifiable parental consent for the collection or use of any personal information of young website users
· what must be included in a privacy policy, including the requirement that the policy itself be posted anywhere data is collected
· when and how to seek verifiable consent from a parent or guardian
· what responsibilities the operator of a website legally holds regarding children's privacy and safety online, including restrictions on the types and methods of marketing targeting children under 13.
COPPA applies to every website that collects data from children under the age of 13. This includes all social media platforms.

	https://www.techtarget.com/searchcio/definition/COPPA-Childrens-Online-Privacy-Protection-Act

	Health Insurance Portability and Accountability Act of 1996
	The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that required the creation of national standards to protect sensitive patient health information from being disclosed without the patient’s consent or knowledge.

The Privacy Rule standards address the use and disclosure of individuals’ health information (known as protected health information or PHI) by entities subject to the Privacy Rule. These individuals and organizations are called “covered entities.”

The following types of individuals and organizations are subject to the Privacy Rule and considered covered entities:

· Healthcare Providers
· Health Plans
· Healthcare Clearinghouses: Entities that process nonstandard information they receive from another entity into a standard (i.e., standard format or data content), or vice versa.
· Business Associates: A person or organization (other than a member of a covered entity’s workforce) using or disclosing individually identifiable health information to perform or provide functions, activities, or services for a covered entity.
	https://www.cdc.gov/phlp/publications/topic/hipaa.html




In addition to these regulations, the General Data Protection Regulation (GDPR) in the EU (but that impacts operations of US companies) and the California Consumer Privacy Act (CCPA) in California provide guidelines for the collection and processing of the data of the residents of the European Union and California, respectively. Article 17 of the GDPR, ‘right to be forgotten’ which is about when and how consumer data will be deleted, is the right most relevant to the current research, and thus I provide an expanded look at this section of the GDPR below. 

GDPR (Article 17 – Right to be forgotten): According to GDPR, consumers have a right to ask the firm to delete their personal data and the firm is obligated to agree to the request. The data needs to be deleted within one month of the request. An individual can have their data deleted from the firm’s database if one of the following conditions are met:
· The personal data is no longer needed for the purpose a firm originally collected or processed it.
· A firm is relying on an individual’s consent as the lawful basis for processing the data and that individual withdraws their consent.
· A firm is relying on valid interests as its justification for processing an individual’s data, the individual objects to this processing, and there is no overriding valid interest for the firm to continue with the processing.
· A firm is processing personal data for direct marketing purposes and the individual objects to this processing.
· A firm processed an individual’s personal data unlawfully.
· A firm must erase personal data in order to comply with a legal ruling or obligation.
· A firm has processed a child’s personal data to offer their information services.
The GDPR applies to any entity that collects, stores, or processes the personal data of EU residents or citizens, regardless of the size of the company. That means that it is legally binding for international companies with global operations that offer goods or services to EU residents or citizens, or which monitor the activities of individuals within the EU. Companies found to be in non-compliance can be fined up to 4 percent of their annual gross revenue or €20 million.
CCPA: Like GDPR in Europe, in 2018, the California State Legislature passed the groundbreaking California Consumer Privacy Act (CCPA), which became effective on January 1, 2020. The law creates a wide range of new rights for California residents and imposes significant compliance and transparency obligations on businesses that collect, store, and use consumer personal information. The CCPA applies to companies that do business in California and that buy, share, or sell the personal data of more than 50,000 California residents, that earn more than 50 percent of their revenue from the sale of personal data, and which have an annual revenue of over $25 million. The law provides California residents with the right to “be forgotten” (i.e., to have their personal information deleted from a business’s database) and the right to opt out of the sale of their information (which is broadly defined to encompass any exchange of consumer information for something of value). The CCPA creates a private right of action and an entitlement to statutory damages for non-compliance and imposes penalties of up to $2,500, increasing to $7,500 for each intentional violation.
Key comparisons between CCPA and GDPR are presented in Appendix B.
2.5 Section 4: Personal Data Management
With the new changes brought by the GDPR and CCPA, consumers now have the right to be forgotten which allows for the deletion of their personal information. While the existing information privacy literature examines consumers’ information disclosure, this literature has not examined the deletion, modification, or protection aspect of personal information in the same capacity.  As the drivers affecting the decision to provide information may differ from the drivers that lead to consumers wishing to delete, modify, or protect their information, I argue that a new construct is needed that captures all aspects of information privacy and propose the term: Personal Data Management (PDM).  I define PDM as “a collection of decisions that can be made by consumers and or management with regards to providing, deleting, modifying, and protecting data.” A key characteristic of Personal Data Management is that the data life cycle is dynamic and needs to be studied holistically (i.e., right from the point the data is shared to the point it is discarded). It should not be seen piecewise. This construct signifies a more active consumer (as consumer has more control as well as responsibilities) and redefines the relationship between consumer and firm.
 
2.6 Marketing research on deletion of data 
The empirical research on the deletion of consumer data is limited. Labrecque et al. (2012) showed that it was difficult, time-consuming, and costly for individuals to delete information from white page directories. In light of the right to be forgotten ruling, Xue et al. (2016), researched the de-listed web pages from Google and found that it is easy for third parties to get the de-listed urls and the name of the requesters thus resulting in the opposite effect that right to be forgotten was intended for. Tirosh (2017) examined right to be forgotten from a memory framework and highlights that GDPR allows individuals to delist their search results rather than forcing the data to be deleted. Thus, in a way de-listing and not complete deletion is a way to re-write consumers’ own narratives rather than deleting their own past. While existing research explores costs associated with deletion and how deleted information is utilized, research has not explored how to actually give deletion option to consumers, what effect will it have on their extent of information sharing, what is the psychological mechanism through which different deletion options may differ in sharing information etc. This dissertation addresses these issues.
In conclusion, I have discussed the literature on the factors that affect information privacy disclosure. I discussed factors related to privacy communication such as notice awareness, choice consent, and contextual cues which affect consumers’ extent of personal information sharing. I have also discussed various psychological and managerial factors which have an effect on consumers’ disclosure extent sometimes without their conscious knowledge. 
	Building on this prior literature and recognizing the need to better understand how to operationalize deletion transparency, I next explore the impact of different data request frames (provide, keep and delete) on consumers’ willingness to share personal data. I propose that different frames lead to different levels of perceived autonomy. From the lens of reactance theory, decrease in perceived autonomy causes a sense of threat and to mitigate this feeling, I argue that consumers will share less to gain back some of the control. Thus, this dissertation examines ways to operationalize the deletion request and the process by which the request impacts consumers’ willingness to share personal data.  In doing so, this dissertation creates and contributes to the new area of personal data management.











CHAPTER 3
THEORETICAL DEVELOPMENT AND OVERVIEW OF THE STUDIES

The goal of this chapter is to discuss the theoretical underpinnings and development of the hypotheses for this dissertation. I will first discuss the brief literature review on consumer autonomy, then discuss how different frames affect consumers’ autonomy differently, then the effect of frames on consumers’ willingness to share personal information. Next, I will discuss the role of moderators: perceived sensitivity, trust in recipients, and presence of third parties on the framing effect (effect of frames on consumers’ willingness to share information). Next, I will discuss the proposed effect of action/inaction cues on consumers’ willingness to share. Then, I will show a proposed model for the dissertation. In the end, I will discuss the overview of the studies.

3.1 Consumer Autonomy
	Different disciplines have investigated various constructs related to people’s need for autonomy. In doing so they have used different terminologies: autonomy, self-determination or free-will. Philosophy is the discipline that has extensively dealt with autonomy, as part of the never-ending debate about “what is required for an agent to have a free will” (Wertenbroch et al. 2020). Some suggests that free-will requires the ability to “choose otherwise” (Kane 2011). Sense of autonomy is one of the most fundamental intrinsic motivations of human nature (Deci et al. 1999; Ryan and Deci 2000) and is directly related to freedom of choice (Deci, Koestner and Ryan 1999; Ryan, Scott and Andrew 2006). In the context of decision making, autonomy can be defined as the “feeling that decisions are made without any external influence” (Bandura 1989; Ekstrom 2005; Ryan and Deci 2006). In other words, sense of autonomy is expressed by focusing inwards and being independent of others’ influence (Feist 1999). In this research, I define autonomy as referring to one’s ability to “make and enact decisions on their own, free from external influences imposed by other agents” (Wertenbroch et al. 2020). Threats to autonomy are often localized and are related to specific choices and do not challenge general beliefs about free will (Zwebner and Schrift 2020).

3.1.1 Autonomy vs. Perceived Control
	It is important to distinguish autonomy from perceived control, efficacy, or competence (Ryan and Deci 2000).  Perceived control relates to consumers’ ability to influence outcomes through their actions and choices; autonomy relates to consumers’ freedom in initiating behavior regardless of their ability to impact the outcome (Skinner 2002). Ability to choose a desired option freely and independently, regardless of one’s control over the outcome of that option is what distinguishes autonomy from control; therefore, autonomy is a necessary condition for control but not vice-versa. 

3.1.2 Reasons behind Consumers Experiencing Sense of Autonomy
	Consumers think of themselves and their actions as if they had free will (Wegner 2004), consider the free will self-evident (Bloom 2009), and show firm confidence in its existence (Zheng, van Osselaer and Alba 2016). But why? One stream of research suggests that consumer’s view in free will is a basic theory of human psychology. According to the principle of personal causality (deCharms 1981), people tend to take ownership of their actions and to attribute favorable outcomes to their own actions. This tendency is hedonically motivated (Nuttin 1973), that is people derive pleasure seeing the impact of their actions on the world. Deci and Ryan (2000) refined this theory and proposed that causality pleasure is motivated by two psychological needs: the need for competence – the ability to impact the world in meaningful ways, and the need for autonomy – doing so in self-determined and autonomous ways. From this perspective, the motivation to choose and feel ownership of one’s choices is driven by the resulting positive affect.
	The second stream of research takes a functional approach in understanding the consumers’ belief about their free will. Baumeister et al. (2008) proposed that “belief in self-determined choices is a higher order cognitive function that allows people to correct their behaviors and aligns their choices to their long-term goals by providing them with a sense of continuity in intertemporal choices and a sense of ownership in moral dilemmas” (Wertenbroch et al. 2008). Perception of their own free will allows consumers to develop a sense of self and of moral responsibility (Wegner 2004). Consumers experience pride and closure when there is a continuity between their beliefs, thoughts, actions, and outcomes that results from those actions. Similarly, they feel guilt, and shame when actions are inconsistent with their beliefs and thoughts (Andre et al. 2018). In contrast to the previous view, the belief in free will has evolved to facilitate self-regulation rather than serving hedonic purposes.

3.1.3 Importance of Salience of Autonomy in Consumer Decision Making
	Consumers make hundreds of decisions every day, so why are beliefs and perceptions of autonomy and free will not constantly salient to them? That is because out of those many decisions, consumers describe only few of the decisions as choices and among those self-described choices, very few generate subjective experience of autonomy. The two views described above show some light on which decisions generate feelings of autonomy.
	According to the self-determination perspective, the belief in autonomy or free will corresponds to a need to connect one’s thoughts to outcomes, i.e., a choice is an action that has “mental causation” for which one’s thoughts are seen as “cause of the act” (Wegner and Wheatley 1999). Being able to choose from many options in the pursuit of a goal fills people with a sense of autonomy and heighten their sense of motivation (Deci and Ryan 2000). On the other hand, feeling restrictions in choice undermine people’s motivation and results in psychological reactance (Brehm 1966). Therefore, conscious awareness of choosing and of not being restricted in one’s decision-making are key to making the sense of autonomy salient.
	The second perspective according to which the experience of free-will is an adaptive process based on self-regulation, holds a more restrictive view that the decisions which involve intertemporal and moral conflicts can only elicit subjective experience of autonomy (Wertenbroch et al. 2008). Because these decisions require an acknowledgement of contradiction between multiple selves (Bartels and Urminsky 2011, Thaler and Shefrin 1981) (for example, good vs. evil, patient vs. impatient etc.), they make the mental process that decides between the two options salient. On the other hand, for decisions that do not require any form of internal conflict or resolution of the conflict, mental processes remain inconspicuous to the decision maker. 
	There is not much empirical evidence on the working of these two perspectives in the marketing or psychology literature yet. However, these two perspectives could have different implications for choice architecture, marketing, and public policy. For example, Google wants to promote self-driving cars. Google would want to avoid creating a perception in consumers’ minds that they are giving up their autonomy while being transported in google cars. According to self-determination (mental causation) perspective, the message Google could give to its consumers would be that they may still take control of the vehicle if they choose to do so to avoid reactance or give them the opportunity to customize the features of the self-driving algorithm (such as driving style, choice of roads, etc.). Conversely, if the feeling of conflict is the key to generating a sense of autonomy, then Google should stress the moral aspects of renouncing to drive a car and let an algorithm drive it, by doing so the consumer is making roads safer and transportation energy efficient. 

3.2 Consumer Autonomy and Data Request Framing
In the context of consumer decision making, consumers and firms engage in a relationship that can be transactional or more long-lasting. I contend that framing of the data request influences feelings of independence and threatens the decision-maker’s sense of autonomy affecting the information shared between firm and consumer. I explore two aspects of request framing that I propose affect consumers’ sense of autonomy and subsequent willingness to share personal information: (1) framing of the data request as either ‘to provide’ the data, or ‘to keep’ the (already) collected data, or ‘to delete’ the (already) collected data; and (2) the framing of the decision as an action or inaction cue.
The first factor I theorize that affects consumers’ sense of autonomy is data request frames. Sense of autonomy is an inner endorsement of one’s actions (Ryan and Deci 2000). I propose that different types of request frames will be construed as either supporting the consumer autonomy or threatening it. I have three request frames in this study: provide (disclosure frame), keep, and delete (deletion frames). Autonomy is influenced by one’s ability to act independently.  In considering the different data request frames that can be used by firms, I argue that different frames may differentially impact consumers’ sense of autonomy. In the case of the provide (disclosure) frame, the firm asks the consumer for data that the firm does not have. This action cannot be completed by the firm – the consumer must participate by engaging in the action of providing the information. Thus, full autonomy lies with the consumer. According to self-determination perspective, there should be no feelings of restrictions in making a choice. The consumer makes the choice freely. In contrast, in the delete frame, the firm already has the data and either the consumer or the firm can engage in the action of deletion (I delete my data; the firm deletes my data).  Thus, there is shared responsibility between the firm and the consumer, and I expect the consumer’s sense of autonomy should be lower than provide frame. There should be some restriction or awareness of some restriction, which makes the autonomy more salient. In the keep frame, the situation is like delete, such that the firm already has the consumer’s data, but now the firm must participate in the action.  The consumer cannot keep the data – this is an action the firm must take (if it is to have the data). According to self-determination perspective, the restriction is noticeable which makes threat to autonomy much more salient. Thus, I expect consumer autonomy should be lowest in the keep frame compared to provide and delete frames. Therefore, I hypothesize that:

Hypothesis 1: Consumer’s perceived autonomy will be less in a ‘keep’ frame compared to (a) ‘delete’ and (b) ‘provide’ frames.

I propose that the consumers’ sense of autonomy will determine how much information the consumer is willing to share. According to Brehm’s (1966) reactance theory, reactance is an unpleasant motivational arousal that occurs when an individual experiences a threat or loss to his free will to perform some behavior. State of reactance serves as a motivator to restore the threatened or lost freedom (Steindl, Jonas, Sittenthaler, Mattausch, Greenberg 2015). Since autonomy is directly linked with the freedom of choice (Kim et al. 2017; Ryan, Scott and Andrew 2006), loss of autonomy over consumers’ own data will be perceived as a threat. In the keep framing, because more autonomy lies with the firm, this will pose a threat to consumers’ own autonomy, and I argue that consumers will react in order to gain back the autonomy by sharing less information. In delete framing, although the firm has the data, the autonomy is shared with the consumer, thus I do not expect the same level of threat to autonomy as in the keep condition. Thus, I argue that the consumers will be more willing to share their personal data in delete frame as compared to in the keep frame. In provide frame, consumers have their data and the most autonomy, thus I expect they will be most willing to share their personal data with the firm when asked for it. Thus, I predict that 

Hypothesis 2: Consumer willingness to share information will be less with a ‘keep’ frame compared to (a) ‘delete’ and (b) ‘provide’ frames. 
Hypothesis 3: The effect of data request frame on willingness to share will be mediated by perceived autonomy.

3.3 Moderating Effect of Perceived Sensitivity and Audience
Prior research suggests that other aspects of the personal information context can also affect disclosure of personal information. Specifically, perceived sensitivity and audience [i.e. (a) trust in the recipient of the information and (b) presence vs. absence of a third party] influence the willingness to share personal information (Nissenbaum 2011; Milne et al. 2017; Markos, Labrecque and Milne 2018).  Thus, I believe all three variables (perceived sensitivity, trust in the recipient, presence/absence of third party) will moderate the proposed request framing effect on willingness to share information.
	Sense of autonomy is not the only factor that creates threat related to decisions to share information. There are also threats related to how that information will be used. When threats related to the information increase – either because the information can do more harm (captured by the level of information sensitivity) or because the person receiving the information is less trustworthy (captured by trust in the recipient) – the impact of lack of sense of autonomy will be obscured. Thus, I propose that the sensitivity of the information and recipient of the information will moderate the relationship from frame to willingness to share. 

Hypothesis 4a: As perceived sensitivity of the information increases, the effect of data information frames on willingness to share information will decrease.
Hypothesis 4b: Recipient of the information will moderate the effect of data information frames on willingness to share information such the effect of the frames will be weakened when the recipient is an unknown party.

The third moderator of concern to this dissertation is presence vs. absence of the third party. Nowadays, companies sell/ share consumer data with the third party for various reasons. The access to the consumer data with third parties make consumers vulnerable (Martin, Borah and Palmatier 2017). Therefore, when consumers are made aware that their data might be shared with a third party, it should make them feel vulnerable, highlighting the threat to their autonomy, leading to a reluctance to share their data with company. In the presence of the third party, the threat to autonomy will become salient and thus the framing effect will be stronger. Therefore, I hypothesize that:
Hypothesis 4c: Third party will moderate the effect of data information frames on willingness to share information such that the effect of the frames will be stronger in the presence of the third party.

3.4 Consumer Autonomy and Action / Inaction cues 
The second factor I theorize that influences the sense of autonomy is the action / inaction cues triggered by the data request response. Action/ inaction cues depend on the status quo. In a disclosure frame (provide), the current state (status quo) is that the company does not have any information, while in the deletion frames (delete and keep), the status quo is that the company does have the information. I define action choice as ‘doing an action’ or ‘state of change’ for example - in provide frame – providing information, in delete frame – deleting information, in keep frame –not keeping information. On the other hand, inaction choice is defined as ‘maintaining the status quo’ for example – in provide frame – not providing the information, in delete frame - not deleting the information and in keep frame – keeping the information. I propose that the autonomy in the action choice will be higher than in the inaction choice.
Prior research finds that taking an action is typically associated with a state of higher power, while not taking an action (i.e., behavioral inaction) is associated with powerlessness (Anderson and Galinsky 2006; Keltner, Gruenfeld and Anderson 2003; Kelner, et al. 1998).  Further, higher power is associated with the feeling of autonomy, whereas powerlessness is associated with need for autonomy (Lammers et al. 2016). Therefore, I expect that action choice, which is associated with higher power, should be associated with a greater feeling of autonomy than inaction request, which is associated with powerlessness and hence lower autonomy. 
The data request frames (provide, keep, delete) impact autonomy. The response scale (do vs. do not) also impacts autonomy and the two cues may add to determine information sharing. In the English language, we read from left to right. The left becomes the anchor, and we adjust the information we read based on that anchor (Kahneman and Tversky 1973; Griffin, Gonzalez and Varey 2001). In the response scale (1= Provide – 7=Do Not Provide), the left action cue ‘Provide’ becomes an anchor. When an action cue (do) is on the left-hand side scale point, it will trigger action cue and the user will feel higher sense of autonomy, whereas if inaction cue (do not) is on left hand side scale point, it will trigger inaction cue and the user will experience lack of sense of autonomy. Therefore, there are two autonomy cues at play in this scenario – Framing cue for provide and Action cue of doing an action. I predict that the willingness to share the personal information will be highest in the provide (1= Provide – 7= Do Not Provide) condition as both framing and action/ inaction cues are supportive of higher autonomy; and least in the keep (1=Do Keep - 7 = Do Not Keep) condition as both cues are associated with lack of autonomy. Figure 3.1 shows the predictions for willingness to share for various combinations of framing cues and action cues.
	Linking this research to the market norm of choice architecture of opt-in/ opt-out, both framing and action/ inaction cues combined fall under the categories of opt-in and opt-out. For example, Do Provide is an opt-in action, whereas Do not Provide is an Opt-out inaction. Similarly, for delete frame, Do Delete is an Opt-out action, whereas Do not Delete is an Opt-in inaction. Lastly, for keep frame, Do Keep is an Opt-in Inaction and Do not Keep is an Opt-out action. 
Figure 3.1: Willingness to Share based on Framing and Action/ Inaction Cues
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Hypothesis 5: Both framing and action/inaction cues will have an (additive) effect on autonomy and thus WTS. In particular,
Hypothesis 5a: Provide- action condition will (i) have highest autonomy thus (ii) highest WTS; and  
Hypothesis 5b: Keep- Inaction will have the (i) lowest autonomy thus (ii) least WTS.
Hypothesis 6: The effect of action/inaction cues on consumers’ willingness to share will be mediated by perceived autonomy.

The proposed model of this dissertation is shown in figure 3.2.












Figure 3.2: Proposed Model of the Dissertation
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1

OVERVIEW OF THE STUDIES

Six studies and a meta-analysis test the proposed hypotheses. In study 1, I provide initial evidence that data framing request impacts sense of autonomy (H1). In study 2a, I test effect of different frames on the willingness to share personal information (H2a and H2b) and that this framing effect is moderated by perceived sensitivity (H4a) and recipient of the information (H4b). Study 2b replicates the framing and moderating effects from study 2a on a different sample platform (Study 2a: MTurk; Study 2b: Prolific). Study 3 investigates the underlying process. Specifically, Study 3 tests the mediation mechanism that consumer autonomy drives the framing effect (H3). Study 4 then extends these findings to cases using action/ inaction cues (H5a and H5b; H6). To help explain some unexpected findings from the prior studies, Study 5 proposes and tests a new mechanism for framing effect (serial mediation through perceived autonomy and consumer vulnerability) (H7). Study 6 expands the framing effect finding to contexts containing defaults and binary choices. It also includes an examination of whether the presentation of the default (left or right choice option) matters. Finally, a meta-analysis tests the strength of the evidence for framing effect across studies (2a-5). Table 3.1 shows the overview of the studies.

Table 3.1: Overview of the Studies in the Dissertation

	Study
	Participants
	Objective(s)
	DV and Design
	Conditions and Results
	Conclusion(s)

	1
	N = 205, Prolific
	Study 1 tested the effect of frames on the perceived autonomy (H1)
	DV: Perceived Autonomy

Design: 3-cell (frame: provide vs. delete vs. keep) between subjects

	Perceived Autonomy (Individual Measure) *

	Provide
	Delete
	Keep

	4.27 (0.14)
	5.36(0.14)
	4.15(0.16)



Perceived Autonomy (Shared Measure) **

	
	Provide
	Delete
	Keep

	I
	97.30%
	83.60%
	33.90%

	The App
	1.40%
	16.40%
	61.00%

	Other
	1.40%
	0.00%
	5.10%





* Figures in parentheses are standard deviations.
** Numbers show the percent of participants who chose that option.

	Perceived Autonomy (Individual): 
Keep < Delete (Consistent with H1)
Keep = Provide (Not Supported by H1)

Perceived Autonomy (Shared): 
Autonomy shared between consumer and app with greater autonomy residing with the consumer in delete frame and greater autonomy residing with the app in keep frame.
(Provide > Keep; Delete > Keep) Support for H1

	2a
	N = 511, MTurk
	Study 2a tested the framing effect, i.e., information sharing will be less in keep frame as compared a) delete (H2a); b) provide (H2b) frame. I also tested whether framing effect on willingness to share is moderated by the perceived sensitivity (H4a) and the recipient of the information (H4b)
	DV: Willingness to Share

Design: Mixed
3(frame: provide vs. delete vs. keep) x 3(recipient: close friend vs. trusted marketer vs unknown marketer) between subjects factors and perceived sensitivity (36-item information type) within study factor.
	Willingness to Share

βDelete = 2.04***
βProvide = 1.26***  
βSensitivity x Delete = -0.20***
βSensitivity x Provide = -0.15***
βDelete x Trusted Marketer = -0.79**
βDelete x Unknown Marketer = -0.66*
βProvide x Trusted Marketer = -0.27
βProvide x Unknown Marketer = 0.02


Note: *** p<0.001; ** p<0.01; * p<0.05
	Consumers’ willingness to share personal information is less in keep frame as compared to delete and provide frames. Support for H2a and H2b.

The magnitude of the willingness to share is as follows: Delete > Provide > Keep. 

As sensitivity increases, the effect of frames on willingness to share decreases. Support for H4a.

The framing effect is highest in close friend (high trust condition) and reduces (in magnitude as well as significance) as the trust decreases. Support for H4b.

	2b
	N=500, Prolific
	Replication of Study 2a
	DV: Willingness to Share

Design: Mixed
3(frame: provide vs. delete vs. keep) x 3(recipient: close friend vs. trusted marketer vs unknown marketer) between subjects factors and perceived sensitivity (36-item information type) within study factor.
	Willingness to Share

βProvide = 1.99***  
βDelete = 0.95***
βSensitivity x Delete = -0.10***
βSensitivity x Provide = -0.19***
βDelete x Trusted Marketer = -0.24
βDelete x Unknown Marketer = -0.48*
βProvide x Trusted Marketer = -0.48*
βProvide x Unknown Marketer = -0.54*


Note: *** p<0.001; ** p<0.01; * p<0.05
	Consumers’ willingness to share personal information is less in keep frame as compared to delete and provide frames. Support for H2a and H2b.

The magnitude of the willingness to share is as follows: Provide > Delete > Keep. 

As sensitivity increases, the effect of frames on willingness to share decreases. Support for H4a.

The framing effect is highest in close friend (high trust condition) but is also observed in unknown marker (low trust) condition. Mixed Support for H4b.

	3
	N=212, Prolific
	Study 3 tests the underlying mediator mechanism of the observed framing effect. (H3) (Frame -> Perceived Autonomy -> Willingness to Share)
	DV: Willingness to Share
Mediator: Perceived Autonomy

Design: Mixed design 3(frame: Provide vs. keep vs. delete) as between subjects factor and perceived sensitivity (36-item information type) within study factor.
	Perceived Autonomy (Logistic Regression)

	Predictor
	β
	Wald's χ2
	p
	Odds ratio

	Provide
	-2.77
	18.54
	<0.001
	0.063

	Delete
	-2.22
	17.46
	<0.001
	0.11



Note: Keep is the base condition

Willingness to Share (Linear Regression)

	Provide
	β = .52, p = 0.054

	Delete
	β = .62, p = 0.02

	Perceived Autonomy
	β = -.15, p > 0.05



	Consumers in different frames experience different levels of perceived autonomy. Support for H1a and H1b.

(Categorical) Perceived Autonomy didn’t mediate the effect of frame on willingness to share.

H3 was Not Supported.

	4
	N = 328, Prolific
	Study 4 introduces another contextual factor (action/ inaction cues) and tests the effect and mechanism of framing + action/ inaction cues on willingness to share (H5 and H6). This study also tests other alternative explanations such as perceived control, locus of control, fluency
	DV: Willingness to Share
Mediator: Perceived Autonomy

Design: Mixed design 3(frame: provide vs. keep vs. delete) x 2(cue: action vs. inaction) between subjects factors and perceived sensitivity (36 information types) as a within subjects factor.
	Mediation Analysis:

Frames -> Consumer Autonomy -> WTS

Indirect Effect:
  Delete: 0.05 (0.05) [-0.03, 0.16]
  Provide: 0.08 (0.07) [-0.07, 0.23]

Action/ Inaction cues -> Consumer Autonomy -> WTS

Indirect Effect: 0.01 (0.02) [-0.04, 0.06]

	Frames have a direct effect on Consumer Autonomy (Supporting H1).

However, there is no direct effect of consumer autonomy on willingness to share (H3 and H6 are not supported).

No effect of action/inaction cues on willingness to share (H5 not supported).


	5
	N = 385, Prolific
	Study 5 tests a new mechanism for framing effect (serial mediation through perceived autonomy and consumer vulnerability) (H8) Also testing the relationship between consumer autonomy and consumer vulnerability (H7).
Moderation effect of presence vs. absence of the third party on framing effect was also tested (H4c). 
	DV: Willingness to Share
Mediators: Consumer Autonomy and Consumer Vulnerability

Design: Mixed design 3 (frame: provide vs. keep vs. delete) x 2 (third-party: present vs. absent) as between subjects factors and perceived sensitivity (a 36-item information type) as a within study factor.

	Means

	
	Keep
	Delete
	Provide

	WTS
	2.26
	3.19
	3.17

	Consumer Autonomy
	3.45
	5.09
	5.49

	Consumer Vulnerability
	5.73
	5.35
	5.37



Mediation Analysis

Frames -> Consumer Autonomy -> Consumer Vulnerability -> WTS

Indirect Effect:
Delete: 0.04 [0.0006, 0.093]
Provide: 0.06, [0.007, 0.111]

Moderation Effect of Third Party:

βThird Party = -0.16***
βDelete x Third Party = 0.51***
βProvide x Third Party = -0.57***

Note: *** p<0.001; ** p<0.01; * p<0.05
	The mediation of framing effect was significant with:
Frames affecting Consumer Autonomy (H1 supported)
Consumer Autonomy negatively affecting consumer vulnerability (H7 supported)
Consumer Vulnerability negatively affecting WTS (H8 supported)

Presence of third party moderates the framing effect such that effect of (delete vs. keep) on WTS is the same as previous studies, but in the presence of a third party, WTS for provide decreases significantly (supporting H4c).

	6
	N=901, Prolific
	Study 6 tests the effect of frame and defaults on consumers’ willingness to share personal information. Also, to use binary scale for WTS instead of 7-point likert scale.
	DV: Willingness to Share

Design:  Mixed design 6 (frames: keep/ do not keep vs. delete/ do not delete vs. provide / do not provide vs. keep/ delete vs. delete / keep vs. provide/ scrape) x 3 (defaults: left vs. right vs. no default) between subjects design and perceived sensitivity (a 36-item information type) as a within study factor.

	Percentage of choosing to share with Opt-in:

	
	Choosing to Share with Opt-in***

	No Default Conditions
	

	No Default - Provide – Do Not Provide
	32.95

	No Default - Delete – Do Not Delete
	36.71

	No Default - Keep – Do Not Keep
	17.35

	No Default - Keep - Delete
	27.89

	No Default - Delete - Keep
	26.74

	No Default - Provide - Scrape
	100

	Left Default Conditions
	

	Default (left) - Provide – Do Not Provide
	NA

	Default (left) - Delete – Do Not Delete
	22.86

	Default (left) - Keep – Do Not Keep
	NA

	Default (left) - Keep - Delete
	NA

	Default (left) - Delete - Keep
	17.53

	Default (left) - Provide - Scrape
	61

	Right Default Conditions
	

	Default (right) - Provide – Do Not Provide
	22.68

	Default (right) - Delete – Do Not Delete
	NA

	Default (right) - Keep – Do Not Keep
	22.56

	Default (right) -  Keep - Delete
	23.84

	Default (right) - Delete - Keep
	NA

	Default (right) - Provide - Scrape
	27.56



***All values are in percentages
	Framing effect is replicated with defaults using a binary scale point.

No default condition: WTS in keep vs do not keep (17.35%) is significantly less than WTS in delete vs. do not delete (36.71%, p < 0.001), provide vs. do not provide (32.95%, p <0.001), and provide vs. scrape (100%, p <0.001). This result replicates the overarching finding of the dissertation that WTS in keep is less than in delete and provide conditions (supporting H2a and H2b). 

Left Default condition: WTS in provide vs. scrape (61%) is significantly higher than WTS in delete vs do not delete (22.86%, p <0.001), and in delete vs. keep (17.53%, p <0.001).

Right Default condition: There is no difference between different frames in WTS.


	7
	N= 1936
	Meta-analysis tests the robustness of the framing effect across studies (2a-5)
	
		
	Overall Mean
	Provide
	Keep
	Delete

	Total Sample
	2.82
	3.08
	2.38
	2.92

	Low Sensitivity
	3.80
	4.16
	3.22
	3.91

	High Sensitivity
	1.84
	2.00
	1.54
	1.92


Willingness to Share as a function of Frame:

	For total sample, WTS for 
Keep < (Delete = Provide)

For low sensitive group, WTS is 
Keep < Delete < Provide

For high sensitive group, WTS is 
Keep < (Delete = Provide)






CHAPTER 4

STUDY 1- DATA REQUEST FRAMES AND CONSUMER AUTONOMY

Study 1 provides initial evidence that different frames of a data request affect consumers’ perceived autonomy differently i.e., perceived autonomy is less in keep frame compared to delete (H1a) and provide frames (H1b).

Method
Participants. Two hundred and thirty Prolific panelists took part in the study. Participants were paid $1.00 each. Twenty-five participants failed the attention checks and manipulation check and hence were removed from the study. Final data from 205 participants (65% participants below the age of 34 years, 51.5% females) was analyzed.

Stimuli Design. The study employed a 3 cell (frame: provide vs. keep vs. delete) between subjects design.
 
Frame Manipulation. All the participants were asked to imagine that they created a new account on a social media app. Participants in the provide condition were asked to provide a set of 15 information types ranging from low sensitivity to high sensitivity (for example, place of birth, religion, mothers’ maiden name, SSN, credit card number etc.) to the firm (see Appendix C). In keep and delete conditions, participants read that “The social media app automatically populated with your information taken from different online sources.”

Autonomy Scales: In the marketing literature, the autonomy scales are about an individual’s autonomy (for reference, see Zwebner and Schrift 2020 scale). In the context of this dissertation the autonomy is shared between the firm (social media app) and the consumer, i.e., it lies with the firm as well as with the consumer as it is defined as “one’s ability to “make and enact decisions on their own, free from external influences imposed by other agents” (Wertenbroch et al. 2020). Scales for such shared autonomy between a dyad or a group are non-existent in the marketing literature. Therefore, I created a shared autonomy scale. I asked participants who provided/ kept/ deleted the data from the social media app? (I (consumer)/ The App/ Other). The two measures differ in that the individual autonomy scale focuses on the individual’s perceptions and feelings regarding the decision with respect to control, freedom from external influences, and confidence in the choice, while the shared autonomy measure focuses participants’ attention on how or who carries the action out. So, one is focused on feelings regarding the action while the other focuses more on who objectively carries out the action. Consequently, shared autonomy may not operate the same way as the individual autonomy measure. The feeling or realization that both the firm and consumer have the ‘ability to make the decision about the same thing’ could impact the outcome differently than if only the consumer has the ability to make that decision. To measure their impact, I included both individual and shared autonomy scales in study 1.
Procedure. To make sure participants internalized the information, participants were asked how comfortable they are with social media having this information (1 = Not comfortable at all, 7 = Very comfortable). Participants in the delete condition read that they have an option to delete this information from social media app. In keep condition, participants read that they have an option to keep this information on social media app. Participants in provide condition did not rate their comfort (as the firm did not have any information about the participant yet). All participants were then asked, “How likely are they to delete/ keep/ provide this information from/ on/ to social media app?” (1 = Extremely unlikely, 7 = Extremely likely) (specific wording matched the frame condition). Next, participants filled out (individual) autonomy scale adapted from Zwebner and Schrift (2020) for example, “While deleting the information, I felt complete control over my decision.” (1 = Strongly disagree, 7 = Strongly agree) (see Appendix D). Participants also answered additional questions to capture all dimensions of the autonomy. These questions (phrased here for delete condition) included: “Who has the responsibility to delete the data?”, “Who would you like to delete the data?”, “Who has the ability to delete the data?”, “Who has the right to delete the data?”, “Who controls the access to the information?” (response options for all 5 questions: I do, The App, Both, Neither App nor I, I don’t know). Next, based on the proposed theory that the data request frames influence perceived autonomy due to differences in who is able to carry out the indicated (delete/ keep/ provide) action, I created a measure of shared autonomy between a (dyad/ group) by repeating the social media scenario and asking participants to complete this sentence: ___________ [delete(s) / provide(s) / keep(s)] the data [from/to/on] social media app (the specific verb used matched the participant’s condition). Response options were: (I, The App, Others).
Finally, participants completed a manipulation check question “In the task, you were asked to ___________ the information on the social media app” (Provide, Keep, Delete) and demographic information such as gender and age. 

Results
Hypothesis Testing: I created a measure of (individual) autonomy called ‘perceived autonomy’ by averaging the nine items adapted from Zwebner and Schrift (2020) (coefficient alpha = 0.881). I conducted a one-way ANOVA with frame (keep, delete, provide) as the independent variable and the autonomy measure adapted from Zwebner and Schrift (2020) as the dependent variable. There was a significant main effect of frame on perceived autonomy, F(2, 203)=20.62. p<0.01, such that participants estimated greater autonomy in delete condition (Mdelete=5.36) than keep (Mkeep=4.15, t(130)=6.25, p<0.01) and provide (Mprovide=4.27, t(145)=5.60, p<0.01) conditions (see figure 4.1). However, there was no significant difference between the keep and provide (t(131)= -0.51, p=0.60) conditions. These results partially support H1; the perceived autonomy is less in the keep frame compared to the delete (H1a supported) frame but not compared to the provide frame (H1b not supported).

Figure 4.1: Effect of Frames on Consumer Autonomy
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Note: Unstandardized coefficients are displayed; * p < .05, ** p < .01, *** p < .001

	For the shared autonomy measure, 97.30% of the participants choose “I” and 40% choose “The App” in provide condition. In delete condition, 83.60% of the participants choose “I” and 16.40% choose “The App”. In keep condition, 33.90% of the participants choose “I” and 61% choose “The App” (see Table 4.1). Z-tests of proportions were performed to test if the options were different from each other. For I, delete vs. keep, Zcritical = 5.83, p <0.0001, hence the two frames differ in option I. Therefore, we can say that delete has more autonomy than keep. Similarly, between provide and keep for option I, Zcritical = 7.87, p <0.0001, hence provide has more autonomy than keep frame. Between provide and delete for option I, ZCritical = 2.84, p =0.004, hence provide has more autonomy than delete frame. The results in table 4.1 support the conceptualization by showing that the consumer has almost sole autonomy in the provide frame; shared autonomy in delete frame between the consumer and the App (firm) but more autonomy lies with the consumer; and the least autonomy in keep frame, where autonomy is shared but more autonomy lies with the App.
Table 4.1: Distribution of responses to who is responsible for providing/ deleting/ keeping information on social media app across Provide, Delete, and Keep frames

	
	Provide
	Delete
	Keep

	I
	97.30%
	83.60%
	33.90%

	The App
	1.40%
	16.40%
	61.00%

	Other
	1.40%
	0.00%
	5.10%



I performed a chi-square analysis to test the relationship between frame (provide vs. keep vs. delete) and shared autonomy measure (I vs. App) (note: I removed Others from the analysis because the proportions were very small). There is a significant relationship between frames and shared autonomy, χ2 (2, N= 202) = 72.08, p < 0.001. 
Results for rest of the measures are shown in Table 4.2. Each cell represents the percent of participants that choose that option. As can be seen from the table 4.2, the patterns of responses are almost parallel to those of the shared autonomy measure.  For responsibility, participants think they have sole responsibility whereas in delete and keep responsibility is shared between participants and the App.  For the question who would like to delete/ keep the data – in delete condition, majority of participants responded either I or Both whereas in keep condition, majority responded App. Similar results can be seen for who has the right to delete/ keep the data.


1

Table 4.2: Percentage of participants indicating the given measures for Delete, Keep and Provide conditions (Study 1)
	 
	I do
	The App
	Both
	Neither App nor I
	I don't know

	Who has the responsibility to Delete the data?
	47.22
	0.10
	41.67
	0.01
	11

	Who has the responsibility to Keep the data?
	37.93
	17.24
	41.38
	0.03
	3.45

	Who has the responsibility to Provide the data?
	92.75
	0
	0.03
	0.04
	7.18

	Who would you like to Delete the data?
	31.50
	20.55
	47.94
	0
	0.01

	Who would you like to Keep the data?
	31.03
	44.83
	20.69
	0.03
	3.42

	Who would you like to Provide the data?
	32.81
	46.88
	6.25
	14.03
	0

	Who has the ability to Delete the data?
	47.83
	10.14
	42.03
	0
	0

	Who has the ability to Keep the data?
	15.79
	29.82
	52.63
	1.75
	0.01

	Who has the ability to Provide the data?
	87.67
	1.37
	10.96
	0
	0

	Who has the right to Delete the data?
	80.28
	1.41
	18.31
	0
	0

	Who has the right to Keep the data?
	75.86
	1.72
	20.69
	1.72
	0.01

	Who has the right to Provide the data?
	94.44
	0
	1.38
	4.16
	0.02

	Who controls the access to the information in Delete condition?
	27.54
	36.23
	33.33
	2.90
	0

	Who controls the access to the information in Keep condition?
	32.14
	25
	35.71
	7.14
	0.01

	Who controls the access to the information in Provide condition?
	26.47
	33.82
	39.71
	0
	0



Note: Respondents only saw the questions in their frame condition.
Discussion. Study 1 provides initial evidence of the effect of framing on consumers’ perception of their autonomy. Results of both the individual and shared measure of autonomy suggests that the keep frame has less autonomy (shared and more towards the App) than delete frame (supporting H1a). Through the shared measure of autonomy, keep has less autonomy than the provide frame (supporting H1b). Having some support for my underlying conceptualization of the data request frames through shared autonomy scale, in the next study (Chapter 5), I examine the effect of these frames on consumers’ willingness to share personal data. Given that shared and individual autonomy measures appear to measure slightly different aspects of autonomy and that the effect of frames is more aligned with the concept of shared autonomy, I decided to keep the shared autonomy scale in the remaining studies.

























CHAPTER 5

STUDY 2A - EFFECT OF FRAMES ON WILLINGNESS TO SHARE AND MODERATION THROUGH PERCEIVED SENSITIVITY AND TRUST IN RECIPIENT (TRUSTED VS. UNKNOWN)

Study 2a tested the framing effect, i.e., information sharing will be less for information request in the keep frame as compared to information request in a) the delete (H2a) or b) the provide frame (H2b). I also tested whether framing effect on willingness to share is moderated by the perceived sensitivity (H4a) and the recipient of the information (trusted vs. unknown) (H4b). 

Method
Participants. Five hundred and thirty-nine Amazon Mechanical Turk (MTurk) panelists (66% of participants were below the age of 44 years, 51.2% females) took part in the study. Participants were paid $0.50 each.

Stimuli Design. The study employed a mixed design with 3 (frame: provide vs. keep vs. delete) x 3 (recipient: close friend vs. trusted marketer vs. unknown marketer) as between subject factors and perceived sensitivity, a 36-item (information type), as a within study factor.

Frame Manipulation. In the provide condition, participants were asked about their willingness to provide information to the social media app. In the keep condition, participants were told that the app already had their information and then asked about their willingness to keep the information on the app. In the delete condition, participants were told that the app already had their information and then asked about their willingness to delete the information from the app.
Recipient Manipulation. The recipient of the information was described as a close friend, trusted marketer, or unknown marketer. Participants in the close friend condition were asked to name one of their close friends, while those in the trusted marketer condition were asked to name a social media app that they had a positive experience with. This information (friend or trusted marketer) was then used in the questions asking about willingness to share information (e.g., How willing would you be to provide [this piece of information] to [friend / trusted marketer]? (1 = definitely not willing to provide/keep/delete, 7 = definitely willing to provide/keep/delete [wording matched to frame condition]). In the unknown marketer condition, participants were told they had created an account on a new social media app, InstaSocial, which is similar to Instagram, Facebook, and Snapchat.

Procedure. All the participants were asked to imagine that they created a new account on a social media app. They then read the scenario asking them whether they wanted to provide, keep, or delete their information (depending on condition, see Stimuli Design above, and Appendix E). Participants then provided their willingness for 36 information types ranging from least sensitive to most sensitive taken from Markos, Milne, and Peltier (2017).
 In the provide condition, participants were asked “How willing would you be to provide each type of information to [close friend / trusted marketer/ InstaSocial]”? on a scale of (1= Definitely not willing to provide, 7= Definitely willing to provide). In the keep condition, they were told that social media app has already populated their information taken from different online sources. “For each of the following types of information, please indicate whether you want to keep this information on the app to be shared with [close friend/ trusted marketer/ InstaSocial]”? on a scale of (1= Definitely do not want to keep, 7= Definitely want to keep). In delete condition, they were told the same story as in keep condition and were asked, “For each of the following types of information, please indicate whether you want to delete this information from [social media app/ trusted marketer/ InstaSocial]?” on a scale of (1= Definitely do not want to delete, 7= Definitely want to delete) (scale reversed, as in provide and keep sharing is on the right hand side and in delete it is on left hand side).
	Participants then reported their perceived sensitivity for each of the 36 information types by answering “How sensitive would you consider each of the following types of information?” on a scale of (1= Not Sensitive, 7 = Very Sensitive). Following which, they answered the manipulation check question (as used in study 1), and demographic questions (gender and age).

Analysis of willingness to share personal information: I performed mixed-effects regression and repeated measure ANOVA on this data. First, I will present the model for mixed-effects regression and its results. After that, I will discuss the results of repeated measure ANOVA.

Model of willingness to share personal information: I investigated the effect of framing on willingness to share information by estimating a mixed-effects model including the independent variables, their interaction, and control variables (gender, age) as follows:


Model: Main effects with 2-way interactions

WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4(Unknown Marketer)i + β5(Trusted Marketer)i + β6 (Sensitivity X Delete)i + β7 (Sensitivity X Provide)i + β8 (Sensitivity X Unknown Marketer)i + β9 (Sensitivity X Trusted Marketer)i + β10 (Delete X Unknown Marketer)i + β11 (Delete X Trusted Marketer)i + β12 (Provide X Unknown Marketer)i + β13 (Provide X Trusted Marketer)i + β14 (Females)i + β15 (Age_young)i + β16 (Age_middle)I + β16+j  Typej(j=1 -> 35)  + i + εij,  …………………………………(5.1)

where βk are coefficients to be estimated and ε is an error term initially assumed to be independently and identically distributed. The subscripts i and j represent individual (participant) level and information type level terms respectively. In the model, I included perceived sensitivity (continuous variable), two dummy variables for frame – Delete and Provide (categorical variables – Keep is the baseline condition), two dummy variables for recipients – Unknown Marketer and Trusted Marketer (categorical variables – Close Friend is the baseline condition). I also included interaction terms of sensitivity x frame, sensitivity x recipient and frame x recipient to test hypotheses H4a and H4b. I treated gender (males and females) and age (age_young coded as between 18-34, age_middle coded as 35-54, and age_old coded as 55 above) as categorical control variables, and thirty-five information types as fixed variables. I use the willingness to share (WTS) as the response variable. There are no multicollinearity concerns, VIF < 10 (Mason and Perrault 1991).

Results
Manipulation Check: I asked participants “In the task earlier in the survey, you were asked to __________ the information on the social media app” and participants had to select provide, keep, or delete. Twenty-eight participants didn’t answer correctly and were eliminated, final N=511.
Sensitivity (Main Effect): In Table 5.1, I report the estimated effects of the predictor variables on the willingness to share personal information. The perceived sensitivity is significant (-0.44, p<0.001) and negatively related to willingness to share. This result is consistent with prior literature (Markos, Labrecque and Milne 2018) and suggests that as the sensitivity of the information increases, participants are less likely to share the information.
Framing Effect: H2a and H2b propose that willingness to share will be less in the keep frame, compared to the delete and the provide frames respectively. As we show in Table 5.1, the main effects of the delete frame (2.04, p<0.001) and the provide frame (1.26, p<0.001) are significant and the coefficients are positive, thus willingness to share is 2.04 units more in case of delete frame and willingness to share is 1.26 units more in provide frame than in keep frame. This result indicates that the magnitude of willingness to share was highest in delete frame, then in provide frame and least in keep frame. 
To test the statistical differences between frames, I performed regression-bootstrapping (Table 5.2) to examine differences in the estimated betas. I first standardized the response and all the predictor variables so that the magnitude of the parameter estimates can be compared. I found that when provide is default, for delete, standardized b = 0.56, CI [0.523, 0.60] and for keep, standardized b = 0.120, CI [0.0078, 0.161].  Since there is no overlap between the confidence intervals, the coefficients of delete and keep are significantly different from each other, and in magnitude delete is higher than keep. When delete is default, for provide, standardized b = -0.205, CI [-0.244, -0.167] and for keep, standardized b = -0.413 CI [-0.453, -0.373]; once again there is no overlap between the confidence intervals, thus the coefficients of provide and keep are significantly different from each other. In magnitude, provide is higher than keep. When keep is default, for delete, standardized b = 0.415, CI [0.387, 0.443], and for provide, standardized b = 0.227, CI [0.191, 0.263]. There is no overlap between the confidence intervals thus the coefficients of delete and provide are significantly different from each other. In magnitude, delete is higher than provide. Therefore, willingness to share the personal information is highest in delete then in provide and least in keep frame (delete > provide > keep), which supports H2a and H2b. 
Table 5.1: Mixed Effects Regression results explaining Willingness to Share (Study 2a and Study 2b)
	
	Study 2a
	Study 2b

	Predictors
	Regression Coefficient
	Regression Coefficient

	
	Estimate
	SE
	Estimate
	SE

	Intercept
	5.90***
	0.19
	5.39***
	0.24

	Delete
	2.04***
	0.2
	0.95***
	0.18

	Provide
	1.26***
	0.19
	1.99***
	0.17

	Unknown Marketer
	-1.40***
	0.21
	-0.93***
	0.18

	Trusted Marketer
	-0.87***
	0.2
	-1.23***
	0.18

	Sensitivity
	-0.44***
	0.01
	-0.42***
	0.01

	Sensitivity X Delete
	-0.20***
	0.01
	-0.10***
	0.01

	Sensitivity X Provide
	-0.15***
	0.01
	-0.19***
	0.01

	Sensitivity X Trusted Marketer
	0.05***
	0.01
	0.11***
	0.01

	Sensitivity X Unknown Marketer
	0.11***
	0.01
	0.07***
	0.01

	Delete X Trusted Marketer
	-0.79**
	0.26
	-0.24
	0.23

	Delete X Unknown Marketer
	-0.66*
	0.27
	-0.48*
	0.23

	Provide X Trusted Marketer
	-0.27
	0.25
	-0.48*
	0.22

	Provide X Unknown Marketer
	0.02
	0.26
	-0.54*
	0.22

	Females
	-0.05
	0.09
	0.07
	0.07

	Age (Young)
	0.06
	0.12
	0.09
	0.19

	Age (Middle)
	-0.07
	0.12
	0.22
	0.2

	Race
	0.25**
	0.08
	0.28***
	0.08

	Religion
	-0.29***
	0.08
	-0.14
	0.08

	Weight
	-1.15***
	0.08
	-1.05***
	0.08

	Height
	-0.65***
	0.08
	-0.45***
	0.08

	Email address
	-0.04
	0.08
	0.20*
	0.08

	Birthdate
	0.19*
	0.08
	0.36***
	0.08

	Zip code
	-0.23**
	0.08
	-0.28***
	0.08

	Number of Children
	-0.33***
	0.08
	-0.43***
	0.08

	Political Affiliation
	-0.57***
	0.08
	-0.48***
	0.08

	Sexual Preference
	0.07
	0.08
	0.07
	0.08

	Occupation
	0.06
	0.08
	0.09
	0.08

	Mother’s Maiden Name
	-1.09***
	0.08
	-0.97***
	0.08

	Online Screen Name
	0.60***
	0.08
	0.79***
	0.08

	License Plate Number
	-1.20***
	0.08
	-1.12***
	0.08

	Medical History
	-1.14***
	0.08
	-0.98***
	0.08

	Pictures (Face)
	0.68***
	0.08
	0.67***
	0.08

	Home Address
	-0.81***
	0.08
	-0.80***
	0.08

	Home Phone Number
	-0.90***
	0.08
	-0.90***
	0.08

	GPS Location
	-0.95***
	0.08
	-0.85***
	0.08

	Cell Phone Number
	-0.55***
	0.08
	-0.30***
	0.08

	Income Level
	-1.15***
	0.08
	-1.12***
	0.08

	Survey Answers
	-1.06***
	0.08
	-1.00***
	0.08

	Fingerprints
	-1.17***
	0.08
	-1.16***
	0.08

	Driver’s License
	-1.22***
	0.08
	-1.13***
	0.08

	Vehicle Registration Number
	-1.25***
	0.08
	-1.21***
	0.08

	Credit Card Number
	-1.30***
	0.08
	-1.20***
	0.08

	IP Address
	-1.09***
	0.08
	-0.97***
	0.08

	SSN
	-1.30***
	0.08
	-1.23***
	0.08

	Credit Score
	-1.35***
	0.08
	-1.22***
	0.08

	Financial Account Number
	-1.32***
	0.08
	-1.23***
	0.08

	Passwords
	-1.27***
	0.08
	-1.21***
	0.08

	DNA Profile
	-1.27***
	0.08
	-1.22***
	0.08

	Digital Signatures
	-1.23***
	0.08
	-1.15***
	0.08

	Health Insurance ID
	-1.31***
	0.08
	-1.23***
	0.08

	Passport
	-1.33***
	0.08
	-1.24***
	0.08



Note: *** p<0.001; ** p<0.01; * p<0.05 


Table 5.2: Regression Bootstrapping Results (Coefficient Comparison for different Frames) (Study 2a)

	Reference Group
	Frames
	Std. Beta and Confidence Intervals

	
	
	

	Provide
	Delete
	0.560, CI [0.523, 0.600]

	
	Keep
	0.120, CI [0.0078, 0.161]

	
	
	

	Delete
	Provide
	-0.205, CI [-0.244, -0.167] 

	
	Keep
	-0.413 CI [-0.453, -0.373]

	
	
	

	Keep
	Delete
	0.415, CI [0.387, 0.443]

	
	Provide
	0.227, CI [0.191, 0.263]



Note: All confidence intervals are 95% confidence intervals.
Frame and Perceived Sensitivity. H4a proposes that as perceived sensitivity of the information type increases, the effect of frame on willingness to share decreases. As Table 5.1 shows, the interaction effect of perceived sensitivity and frame is significant. I use three frame levels: provide, keep, and delete. In the model, I exclude the keep level and use dummy variables for delete and provide. As such, the coefficients of these two variables must be interpreted against the keep reference level. Both the coefficients are significant and negative in direction (-0.20, p<0.001 for interaction with delete, and -0.15, p<0.001 for interaction with provide). As the sensitivity increases, the slopes of the delete and provide frames decreases compared to keep frame, which suggests that difference between (delete and keep) and (provide and keep) frames decreases. 
To understand the interaction results better, I simplified the model equation and estimated it. With only sensitivity, frame and recipient terms included, the model equation is simplified to:

WTS = 5.90 + 2.04 (Delete) + 1.26 (Provide) – 1.4 (Unknown Marketer) -0.87 (Trusted Marketer) - 0.44 (Sensitivity) -0.20 (Sensitivity X Delete) - 0.15 (Sensitivity X Provide) + 0.05 (Sensitivity X Trusted Marketer) +0.11 (Sensitivity X Unknown Marketer) -0.79 (Delete X Trusted Marketer) -0.66 (Delete X Unknown Marketer) -0.27 (Provide X Trusted Marketer) +0.02 (Provide X Unknown Marketer) .………………..(5.2)

Estimating this equation for provide, keep, and delete, for close friend, trusted marketer, and unknown marketer I got the following line graphs:






1

Figure 5.1 – Interaction between Frame and Perceived Sensitivity (Study 2a) 
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a) Close Friend	
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b) Trusted Marketer 
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c) Unknown Marketer

The figures 5.1(a), 5.1(b), & 5.1(c) indicate the lines decrease in slope as sensitivity increases and when the sensitivity is high, the difference between three frame conditions is reduced, supporting H4a. 

Figure 5.2 shows the average sensitivity for thirty-six information types, and willingness to share for three frames – provide, keep, and delete.
Figure 5.2: Willingness to Share and Sensitivity for three frames (Provide, Keep, Delete) (Study 2a)




Frame and Recipient: H4b proposes that effect of frame on willingness to share is moderated by the level of trust in the recipient. Assuming sensitivity is 1, when the recipient is a close friend, equation (5.2) becomes, M-WTS(Keep) = 5.46, M-WTS(Delete) = 7.30, M-WTS(Provide) = 6.57. This impact of delete is statistically different from keep (coefficients of delete and sensitivity x delete are significant in table 5.2). Similarly, the impact of provide is also statistically different than keep (coefficients of provide and sensitivity x provide are significant in table 5.2). Thus, when the trust is high in the recipient (for example, a close friend), the frame effect is evident on the consumer’s willingness to share data (see Figure 5.3). Equation (5.2), for trusted marketer, M-WTS(Keep) = 4.64, M-WTS(Delete) = 5.69, M-WTS(Provide) = 5.88. From table 5.1, interaction between delete and trusted marketer is negative and significant, this suggests that the impact of delete frame on WTS is significantly more than keep frame. But the interaction between provide and trusted marketer is negative and not significant from keep frame, thus impact of provide on WTS for trusted marketer is not significantly different from keep frame (see Figure 5.3). Analyzing equation (5.2), for unknown marketer, M-WTS(Keep) = 4.17, M-WTS(Delete) = 5.35, M-WTS(Provide) = 5.30. The interaction between delete and unknown marketer is negative and significant, thus the impact of delete frame on WTS is significantly more than keep frame. The interaction between provide and unknown marketer is positive but not significant (0.02, p=0.93), thus impact of provide frame on WTS is not significantly different than keep. Thus, it can be said that as trust is decreasing in the recipient, framing effect is evident between keep and delete frame but not observed between provide and keep frames (see Figure 5.3). Another thing to note here is that the amount of sharing reduces as the trust in recipient decreases (Friend > Trusted Marketer > Unknown Marketer).

Figure 5.3: Differences in Consumers’ Willingness to Share among Provide, Keep and Delete frames, by type of Recipients (Study 2a)
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Note: * p < .05, ** p < .01, *** p < .001

Control Variables. Gender has no significant effect (for Females β = - 0.05, p=0.55). Thus, males and females are not significantly different on consumers’ willingness to share personal information. Age also has no significant effect (Age (Young) β =0.06, p=0.64; Age (Middle) β = - 0.07, p=0.54) on consumers’ willingness to share personal information.

Fixed Variables (Information Types). I created 35 dummy variables for the 36 information types with place of birth as the reference group. I controlled for these variables in the model and found all the variables to be significantly different from the reference variable except email, sexual preference and occupation. 

Discussion. Study 2a shows that the willingness to share personal information varies across different frames. The willingness to share was least in the keep frame, higher in provide frame (1.26, p<.001) and highest in delete frame (2.04, p<.001). I also tested the effect through bootstrapping and none of the confidence intervals overlapped confirming my results i.e., keep < provide < delete. From the mixed-effects regression analysis, I observed a moderating effect of the sensitivity, such that the framing effect on willingness to share personal information declines as sensitivity increases (-.2, p<.001 for sensitivity X delete and -.15, p<.001 for sensitivity X provide). I also observed the framing effect for close friend as recipient (Mdelete = 7.94; Mprovide= 7.16; Mkeep=5.9, p<.001, p<.001); I observed that delete and keep are significantly different for trusted (Mdelete=6.28; Mkeep= 5.03, p<.01) and unknown marketers (Mdelete = 5.88; Mkeep =4.5, p<.05) but provide and keep are not. 


Analysis of Study 2a by Repeated Measures ANOVA


Here I present analysis of Study 2a by repeated measures ANOVA.

Results:
I calculated the average sensitivity of thirty-six information types (see table 5.3). Then I created three levels of sensitivity (low, medium, high) by dividing information types based on the average sensitivity scores of Means +- 1 SD. Once I had three segments of information types, I created three willingness to share DVs by averaging willingness to share scores of each of information types in those segments. 

Table 5.3: Average Sensitivity of 36 information types sorted from lowest to highest (Study 2a)

	Information Type
	Average Sensitivity

	Race
	2.96

	Online Screen Name
	3.33

	Religion
	3.43

	Height
	3.44

	Occupation
	3.75

	Number of children
	3.83

	Political Affiliation
	3.90

	Weight
	4.05 (Mean -1SD)

	Pictures (face)
	4.14

	Sexual Preference
	4.15

	Place of Birth
	4.18

	Survey Answers provided to online quizzes
	4.32

	email address
	4.73

	Zip-code
	4.73

	Birthdate
	4.82

	Income level
	5.55

	Mother's Maiden Name
	5.73

	Home Phone Number
	5.90

	Cell Phone Number
	5.91

	IP Address
	6.05

	License Plate Number
	6.17

	Home Address
	6.18

	GPS Location
	6.31

	Credit Score
	6.38

	DNA profile
	6.50

	Digital Signatures
	6.51

	Medical History
	6.52

	Vehicle Registration Number
	6.55

	Health Insurance ID number
	6.61

	Fingerprints
	6.64

	Passport Number
	6.65 (Mean +1SD)

	Drivers’ License Number
	6.66

	Credit Card Number
	6.74

	Security codes/ Access codes/ Passwords
	6.75

	Financial Account Numbers
	6.77

	Social Security Number
	6.80


I ran a 3(frame: provide, keep, delete) x 3(recipient type: close friend, trusted marketer, unknown marketer) x 3(perceived sensitivity: low, medium, high) repeated measures ANOVA on willingness to share with frame and recipient type as between-subjects factors and perceived sensitivity as within subjects factor. 
	The repeated measures ANOVA yields a significant main effect for frame F(2, 502) = 11.77, p <.001. Figure 5.4 shows means for each condition. The results indicate that consumers’ willingness to share for delete (MDelete = 3.09, SD = .09) and provide MProvide = 3.00, SD = .08) was significantly higher than their willingness to share for keep frame (MKeep = 2.51 SD = .09, p<.001, p<.001), supporting H2a. There was no difference on willingness to share between delete and provide frames (p >.05).


Figure 5.4: Effect of Frames on Willingness to Share Personal Information (Study 2a) 
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Note: * p < .05, ** p < .01, *** p < .001


The repeated measures ANOVA also yields significant interaction effect for frame and sensitivity (see Figure 5.5). The framing effect on willingness to share in the low sensitivity segment (WTS for delete MDelete = 4.37 and provide MProvide = 4.20 were significantly higher than WTS for keep MKeep = 3.36, p<.001, p<.001) and in medium sensitivity segment (WTS for delete MDelete = 3.25 and provide MProvide = 3.32 were significantly higher than WTS for keep MKeep = 2.68, p<.001, p<.001). No framing effect was observed in high sensitivity information type segment (MDelete = 1.64, MProvide = 1.49, MKeep = 1.51, p’s > 0.05), reflecting that when sensitivity gets higher request frame doesn’t matter, consumers do not share information in general. This finding supports H4a.
Figure 5.5: Interaction effect between Frames and Sensitivity (Study 2a)
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Note: *p<0.05, **p<0.01, ***p<0.001
Although ANOVA revealed a significant interaction between frame and recipient F(4,502) = 5.56, p <.001, the framing effect was partially observed in friend and unknown marketer conditions (see figure 5.6). In friend condition, willingness to share in delete frame (MDelete = 4.35) was higher than both keep (MKeep = 3.06, p<.001) and provide (MProvide = 3.55, p<.001) frames. No difference between keep (MKeep = 3.06) and provide (MProvide = 3.55, ns) frames. In trusted marketer, no framing effect was observed, there was no difference among the willingness to share for different frames (MDelete = 2.47, MKeep = 2.38, MProvide = 2.71, ns). For unknown marketer, there was a significant difference between provide (MProvide = 2.74) and keep (MKeep = 2.10, p<.01) frame, but the delete frame (MDelete = 2.45) was not different from both provide and keep frames (p>.05, thus ns). Thus, H4b was not supported.


Figure 5.6: Interaction between Frames and Recipient (Study 2a)
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Note: * p < .05, ** p < .01, *** p < .001

Discussion: Repeated measure ANOVA revealed a significant effect of frames on willingness to share personal information, in particular as predicted, both delete and provide frames have higher willingness to share than keep frame. I also observed the interaction effect of frame and perceived sensitivity i.e. I observed the framing effect in low and medium sensitive information types but not in high information types. As sensitivity increases, consumers are more cautious and are not willing to share personal information. The interaction between frame and recipient was not significant. Next, I run study 2b to replicate Study 2a using participants from a different participant pool platform, to test the robustness of my research findings.




STUDY 2B - REPLICATION STUDY

Study 2b is a replication of study 2a using participants from a different participant pool platform. Everything else was common between the two studies. The purpose of study 2b was to test the robustness of the results of study 2. If the results replicate, I will consider the results robust. If not, further research is required before reaching firm conclusions. 

Method
Participants. Five hundred and eighty-two participants from Prolific took part in the study. Eighty-two participants either failed the attention check or manipulation check and hence were removed from the study. Final N = 500 panelists (64% of the participants were below the age of 34 years, 54.6% females).

Stimuli Design & Procedure. Same as study 2a.

Results
I used the same mixed-effects regression model (Equation 1) as in study 2a to analyze the drivers of consumers’ willingness to share personal information.

Sensitivity (Main Effect): Table 5.1 reports the estimated effects of the drivers of the consumers’ willingness to share personal information for study 2b. The coefficient of perceived sensitivity is negative and significant (-0.42, p<0.001), suggesting that it is inversely related to willingness to share, as sensitivity increases consumers’ willingness to share personal information decreases. This result replicates those from Study 2a.

Framing Effect. Table 5.1 shows that main effects of provide (1.99, p<0.001) and delete (0.95, p<0.001) are significant and the coefficients are positive, suggesting that willingness to share in provide frame is 1.99 units more and in delete frame 0.99 units more than in keep frame. These results support H2b and H2a respectively. Compared to study 2a, both the coefficients of provide and delete are positive but the coefficient of delete has decreased in magnitude from 2.04 to 0.95 and coefficient of provide has increased in magnitude from 1.26 to 1.99. I also did coefficient comparison between provide and delete coefficients and found that when keep is default, for provide, standardized b = 0.469, CI [0.425, 0.517], and for delete, standardized b = 0.231, CI [0.180, 0.283]. There is no overlap between the confidence intervals thus the coefficients of provide and delete are significantly different from each other. In magnitude, provide is higher than delete. Therefore, willingness to share the personal information is highest in provide then in delete and least in keep frame (provide > delete> keep), supporting H2a and H2b.  While the ordering of willingness to share with respect to keep is consistent across Studies 2a and 2b, the relative positioning of provide and delete switched between the two studies.  Upon closer observation, I note that M(provide) and M(keep) are similar in both study 2a and study 2b, and thus it seems that the difference is being driven by M(delete).

Frame and Perceived Sensitivity. As shown in Table 5.1, the interaction effect of frame and perceived sensitivity is significant. Like study 2a, the interaction coefficients are negative and significant (-0.10, p<0.001) for interaction with delete frame and for interaction with provide frame (-0.19, p<0.001). The negative sign suggests that as sensitivity increases, the slopes of delete and provide frames decreases as compared to keep frame, further suggesting that at high sensitivity the difference between the three frames is reduced as compared to low and medium sensitivity.
Similar to study 2a analysis, I simplified the model equation and solved it in order to understand the interaction results better. Model equation with sensitivity, frame and recipient terms only is:

WTS = 5.39 + 0.95 (Delete) + 1.99 (Provide) – 0.93 (Unknown Marketer) -1.23 (Trusted Marketer) - 0.42 (Sensitivity) -0.10 (Sensitivity X Delete) - 0.19 (Sensitivity X Provide) + 0.11 (Sensitivity X Trusted Marketer) +0.07 (Sensitivity X Unknown Marketer) -0.24 (Delete X Trusted Marketer) -0.48 (Delete X Unknown Marketer) -0.48 (Provide X Trusted Marketer) -0.54 (Provide X Unknown Marketer)……………. (5.3)



Estimating this equation for provide, keep, and delete, for close friend, trusted marketer, and unknown marketer gives the following line graphs:
Figure 5.7 – Interaction between Frame and Perceived Sensitivity (Study 2b)
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a) Close Friend				
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b) Trusted Marketer 	
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c) Unknown Marketer



Figure 5.7 (a), 5.7 (b) & 5.7 (c), shows the lines decrease in slope as sensitivity increases and when the sensitivity is high, the difference between three frame conditions is reduced.
Frame and Recipient. To understand the interaction between frame and recipient, I use the equation (5.3). Assuming sensitivity at 1, and recipient is close friend, equation (5.3) becomes M-WTS(Keep) = 4.97, M-WTS(Delete) = 5.82, M-WTS(Provide) = 6.77. From table 5.1, the impact of delete frame is significant and more than keep frame (coefficient of delete and sensitivity x delete are significant). Impact of provide frame is also significant and more than keep frame (coefficients of provide and sensitivity x provide are significant) (see Figure 5.8). Like study 2a, I found that when the trust is high in recipient (such as a close friend), the frame effect is evident on consumers’ willingness to share personal data. Equation (5.3), for trusted marketer, M-WTS(Keep) = 3.85, M-WTS(Delete) = 4.46, M-WTS(Provide) = 5.17. From table 5.1, interaction between delete and trusted marketer is negative but not significant, this suggests that the impact of delete frame on WTS when sensitivity is one is not different from keep frame. But the interaction between provide and trusted marketer is negative and significant from keep frame, thus impact of provide on WTS for trusted marketer is significantly different from keep frame (see Figure 5.8). Analyzing equation (5.3), for unknown marketer, M-WTS(Keep) = 4.11, M-WTS(Delete) = 4.48, M-WTS(Provide) = 5.37. The interaction between delete and unknown marketer is negative and significant, thus the impact of delete frame on WTS is more than keep frame. The interaction between provide and unknown marketer is also negative and significant, thus impact of provide frame on WTS is more than keep frame (see Figure 5.8). Looking at the mean values for each of the frame condition in each of the recipients, one can say that WTS is highest in the close friend condition and decreases as trust decreases in the recipients but is almost similar for both trusted and unknown marketers.



Figure 5.8: Differences in Willingness to Share among Provide, keep and delete frames, by type of Recipient (Study 2b)
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   Note:* p < .05, ** p < .01, *** p < .001

Control Variables. Gender has no significant effect (for females β =0.07, p=0.37). Thus, males and females are not significantly different on WTS. Age also has no significant effect (age (Young) β =0.06, p=0.64; age (Middle) β =-0.07, p=0.54) on WTS.

Fixed Variables (Information Types). I created 35 dummy variables for the 36 information types with place of birth as the reference group. I controlled for these variables in the model and found all the variables to be significantly different from the reference variable except religion, sexual preference and occupation. 

Discussion. In Study 2b, willingness to share was highest in the provide frame (1.99, p<.001), then in delete frame (.95, p<.001) and least in keep frame, supporting H2a and H2b. I also performed bootstrapping for delete and provide and the confidence intervals didn’t overlap, thus confirming that provide has higher willingness to share than delete. Moderating effect of perceived sensitivity on framing effect was replicated as in study 2a, supporting H4a. 
There were two major differences between study 2a and study 2b results. Unlike the study 2a in which I found that magnitude of WTS was in order delete > provide> keep, in study 2b I found that the order has shifted to provide > delete > keep.  WTS for both provide and delete are significantly higher than in keep for both studies, supporting H2a and H2b.  This ordering (provide > delete > keep) is also more consistent with the proposed autonomy mechanism. The second difference is with frame x recipient interaction; in study 2b, the effect of frame was observed for close friend as well as unknown marketer. 




























CHAPTER 6

STUDY 3 - TESTING THE MECHANISM OF THE EFFECT OF FRAME ON WILLINGNESS TO SHARE BY MEASURING CONSUMER AUTONOMY

Study 3 tests the mechanism underlying the observed framing effect. I predicted that consumers under different frames (provide vs. keep vs. delete) will experience different levels of autonomy [provide > delete > keep] (H1). Low autonomy in keep frame as compared to provide and delete frames will be perceived as a threat and consumers will take action to remove that threat by sharing less information about themselves (H3).

Method
Participants. Two hundred and thirty-five panelists at Prolific took part in the study. Participants were paid $1.50 each. Twenty-three participants failed either attention checks or manipulation checks and were removed from the study. Final N = 212 Prolific panelists (62.7% participants were below the age of 34, 48.1% females). 

Stimuli Design. The study employed a mixed design with 3(frame: provide vs. keep vs. delete) between subjects factor and perceived sensitivity (36 information types) as a within subjects factor.

Frame Manipulation. Frame was manipulated as in the prior studies (Study 2a and 2b) using the close friend recipient condition. 

Procedure. Participants were asked to name a close friend. Then they were informed that they have created a new account on a social media app and their close friend (name inserted) is on that app. In keep and delete conditions, participants were told that the social media account has already been populated with their information taken from various other online sources. Then depending on their frame condition, they were asked whether they will (provide the information to/ keep the information on/ delete the information from) the social media app to be shared with their close friend that they have just mentioned. They were shown 36 information types and their willingness to share (provide/ keep/ delete [R]) was recorded. Next, autonomy was measured using the discrete autonomy measure used in study 1. After that, participants rated their perceived sensitivity for each of the 36 information types. Following which they answered the manipulation check question (as used in previous studies), and demographic questions (gender and age).

Manipulation Check: I asked participants “In the task earlier in the survey, you were asked to __________” and participants had to select provide the information to the social media app, keep the information on the social media app, or delete the information from the social media app. Participants who didn’t provide the correct response were eliminated.

Results
As a measure of autonomy, I asked participants a fill in the blank question: 
“_______ delete(s)/ keep(s) / provide(s) the information.”
The results for this question (see table 6.1) shows the percent of participants who chose either “I” or “The App” or “Other”.
Table 6.1: Discrete Autonomy Measure: Who is Responsible for the information (Study 3 and Study 1)

	
	Study 3
	
	Study 1

	 
	Provide
	Delete
	Keep
	 
	Provide
	Delete
	Keep

	I
	94.67%
	91.90%
	58.70%
	
	97.30%
	83.60%
	33.90%

	The App
	4%
	6.80%
	39.70%
	
	1.40%
	16.40%
	61.00%

	Other
	1.33%
	1.40%
	1.60%
	 
	1.40%
	0.00%
	5.10%



Based on this discrete autonomy measure, consumers have higher autonomy in both provide and delete frames than in keep frame. In study 3, for I, (provide vs. keep), ZCritical = 5.10, p <0.0001 and (delete vs. keep), ZCritical = 4.57, p <0.0001. As can be seen from the study 1, delete had higher shared autonomy between I and the App in study 3. In study 3, I and the app are more similar therefore autonomy is more shared. Participants in Study 1 attributed greater autonomy to the app and less to themselves, indicative of greater threat, compared to study 3.

Effect of Frame on Perceived Autonomy (H1): A binary logistic regression analysis was conducted to investigate the relationship between frame and perceived autonomy with frame as a categorical predictor variable with three levels (provide, keep, delete) where keep was the baseline condition, and perceived autonomy as a binary response variable (I vs. The App, dropping ‘other’ condition due to the small number of participants selecting that option). The ‘I’ was coded 0 and ‘The App’ was coded 1. The statistical significance of the regression coefficients (i.e., βs) was tested using Wald chi-square statistic (see table 6.2). According to table 6.2, both frames have a negative β coefficient. In provide frame, eβ = 0.063, which means that (1-0.063) = 93.7%, participants in provide frame are 93.7% less likely to choose ‘The App’ than those in keep frame. Similarly, in delete frame, eβ = 0.11, (1-0.11) = 89%, i.e., participants in delete frame are 89% less likely to choose ‘The App’ than those in keep frame. 

Goodness of Fit statistics:  The inferential goodness of fit test, Hosmer & Lemeshow (H-L) Test yielded a  χ2(1) of 0 and was insignificant (p>0.05), suggesting that the model was fit to the data well. In other words, the null hypothesis of a good model fit to data was tenable. Two additional descriptive measures of goodness of fit are R2 indices, defined by Cox and Snell (2018) estimated (0.163) and Nagelkerke (1991) estimated (0.280), respectively. 
	

Table 6.2: Binary Logistic Regression Analysis of Perceived Autonomy by Different Frames
	Predictor
	β
	SE β
	Wald's χ2
	df
	p
	eβ (odds ratio)

	 
	
	
	
	
	
	 

	Constant
	-0.39
	0.26
	2.29
	1
	0.13
	0.68

	Provide (Frame 01)
	-2.77
	0.64
	18.54
	1
	<0.001
	0.063

	Delete (Frame 10; 00 = Keep)
	-2.22
	0.53
	17.46
	1
	<0.001
	0.11

	 
	
	
	
	
	
	 

	Test
	 
	 
	χ2
	df
	p
	 

	 
	
	
	
	
	
	 

	Goodness of Fit Test
	
	
	
	
	
	 

	Hosmer & Lemeshow
	 
	 
	0
	1
	1
	 



Note: Response Variable (Perceived Autonomy) was coded by SPSS as 0 for ‘I’ and 1 for ‘The App’
Frame was categorical predictor variable coded as Keep 0, Provide 01, and Delete 10
Effect of Perceived Autonomy on Willingness to Share (H3): A linear regression analysis was conducted to investigate the relationship between perceived autonomy and willingness to share. A model was run with perceived autonomy as a binary predictor variable (I vs. The App), frame with two dummy predictor variables - provide and delete - and willingness to share as the response variable. The R square for the entire model was 20.3% and F(3, 205) = 2.93,  p  =0.03. The β for provide condition, [β = .52, SE = 0.27, t =1.94, p = 0.05] and for delete condition, [β = .62, SE = 0.26, t = 2.34, p = 0.02] were significant. The regression coefficient for the perceived autonomy measure, [β = -.15, SE = 0.30, t = -0.5, p = 0.61], was not significant. 

Effect of Frame on Willingness to Share (H2): Conducting a mixed effects regression to analyze the effect of frame on willingness to share (see table 6.3), I found that the main effects of delete frame (1.74, p <.001) and provide frame (1.53, p <.001) were significant and positive. Willingness to share in the delete frame was 1.74 scale points higher than keep. The provide frame was 1.53 scale points higher than the keep frame. This result (supporting H2a and H2b) indicates that willingness to share was highest in delete frame, then in provide frame and least in keep frame. To compare delete and provide frames, I performed regression-bootstrapping. First, I standardized all the predictor and response variables. When keep was default, for provide standardize β = 0.29, CI [.241, .359] and for delete standardize β = 0.34, CI [.278, .396]; as can be seen that more than half of the confidence intervals overlap, this means that there was no significant difference between provide and delete frames on willingness to share. Another thing to note in table 6.3 was the coefficients of the autonomy dummy variables (The App was the base condition). Based on mixed effects regression, the coefficient for Consumer Autonomy variable (I) was significant i.e., there was significant difference between perception of autonomy whether I was responsible for (providing/ deleting/ keeping the data) or The App, when it comes to their effect on willingness to share.

Equation for the mixed-effects regression analysis:

WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7 (Other Autonomy)i + β8 (Females)i + β9 (Age_young)i + β10 (Age_middle)I + β10+j  Typej(j=1 -> 35)  + i + εij,………………………………….(6.1)


Table 6.3: Mixed Effects Regression Results of Frame on Willingness to Share (Study 3)
	Parameter
	Estimate
	Std. Error

	
	
	

	Intercept
	6.40***
	0.25

	Delete
	1.74***
	0.16

	Provide
	1.53***
	0.15

	Sensitivity
	-0.39***
	0.02

	Sensitivity x Delete
	-0.22***
	0.03

	Sensitivity x Provide
	-0.21***
	0.03

	Consumer Autonomy
	0.13*
	0.07

	Autonomy (Other)
	0.42*
	0.19

	Female
	0.08
	0.04

	Age (Young)
	-0.69***
	0.18

	Age (Middle)
	-0.04
	0.18

	Race
	-0.46*
	0.18

	Religion
	-0.70***
	0.18

	Weight
	-1.46***
	0.18

	Height
	-1.06***
	0.18

	Email address
	-0.34
	0.18

	Birthdate
	0.19
	0.18

	Zipcode
	-0.60***
	0.18

	Number of Children
	-0.79***
	0.18

	Political Affiliation
	-1.07***
	0.18

	Sexual Preference
	-0.49***
	0.18

	Occupation
	-0.35*
	0.18

	Mother’s Maiden Name
	-1.23***
	0.18

	Online Screen Name
	-0.16
	0.18

	License Plate Number
	-1.44***
	0.18

	Medical History
	-1.36***
	0.18

	Pictures (Face)
	0.16
	0.18

	Home Address
	-0.64***
	0.18

	Home Phone Number
	-0.75***
	0.18

	GPS Location
	-1.32***
	0.18

	Cell Phone Number
	-0.37*
	0.18

	Income Level
	-1.65***
	0.18

	Survey Answers
	-1.97***
	0.18

	Fingerprints
	-1.69***
	0.18

	Driver’s License
	-1.80***
	0.18

	Vehicle Registration Number
	-1.95***
	0.18

	Credit Card Number
	-2.00***
	0.18

	IP Address
	-1.79***
	0.18

	SSN
	-2.01***
	0.19

	Credit Score
	-1.91***
	0.18

	Financial Account Number
	-2.08***
	0.18

	Passwords
	-2.07***
	0.19

	DNA Profile
	-1.90***
	0.18

	Digital Signatures
	-2.07***
	0.18

	Health Insurance ID
	-1.98***
	0.18

	Passport
	-2.00***
	0.18



Note: *** p<0.001; ** p<0.01; * p<0.05 
The binary logistic regression and the mixed-effects regression analyses suggest different conclusions regarding the impact of perceived autonomy on consumers’ willingness to share, due in part to the fact that the mixed effects regression accounted for the sensitivities of information types.  Binary logistic regression analysis suggests that different frames impact autonomy differently, however, perceived autonomy doesn’t have a significant effect on consumers’ willingness to share. On the other hand, from mixed-effects regression analysis (p<0.05) there is a significant effect of perceived autonomy on consumers’ willingness to share. 

Discussion. In Study 3, I observed that perceived autonomy for provide (94.67%) and delete (91.89%) frames were almost similar and significantly greater than keep frame (58.73%). I also replicated the results from study 2a and 2b that frame has a significant effect on the willingness to share (Delete= Provide > Keep). However, based on this study, I can’t conclude that consumers’ perceived autonomy is the mediator that mediates the framing effect. Thus, hypothesis H3 was not supported. More work is needed to explore the mechanism of the framing effect. One thing could be done is to use a continuous measure of consumer autonomy instead of categorical. That might help to perform a PROCESS mediation analysis. Another thing that can be done based on the results of this study is that there is a need to better explain the Consumer Autonomy -> WTS relationship. Maybe, lack of autonomy is creating a state of vulnerability and that vulnerability is causing a reactance by making consumers share less information. It is possible, there is a serial mediation in work here. I could also look for alternative mechanisms. Some possibilities that might explain the effect of framing on consumers’ willingness to share are Locus of Control, Perceived Control, Fluency. In study 4, a) I will test the theory with continuous consumer autonomy variable; b) I will test action/ inaction cues; and c) I will test these other mechanisms as possible explanations of the framing effect. If support for perceived autonomy as the mediator continues to be weak, in study 5, I will explore Consumer Vulnerability as a serial mediator in my model. 
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CHAPTER 7

STUDY 4 - TESTING THE MECHANISM OF THE EFFECT OF FRAMES & ACTION/ INACTION CUES ON WILLINGNESS TO SHARE BY MEASURING CONSUMER AUTONOMY


This chapter presents Study 4, which tests action/ inaction cues as second factor that affects consumers’ willingness to share personal information. Action/ inaction cues will be manipulated based on the scale direction i.e., if the action cue (do) is on the left, action choice should be in effect and if the inaction cue (do not) is on left, inaction choice will be in effect. I proposed that action/inaction cues along with the frame will have an (additive) effect on consumers’ willingness to share (H5). Also, the effect of action/inaction cues on consumers’ willingness to share will be mediated by their perceived autonomy (H6). In study 4, I also test other alternative mediating mechanisms for the effect of frame on willingness to share personal information such as perceived control, locus of control and fluency. 

Method
Participants. Four hundred and four Prolific panelists took part in the study. Respondents were paid $1.75 each.  Seventy-six participants failed either the attention checks or the manipulation check and were removed from the study. Final N = 328 (76.8% participants below the age of 34, 59.8% females).

Stimuli Design.  The study employed a mixed design 3 (frame: provide vs. keep vs. delete) x 2 (type of cue: action vs. inaction) between subjects factors and perceived sensitivity (36 information types) as a within subjects factor.
Frame Manipulation. Frame was manipulated as in the prior studies (Study 2a and 2b) using the close friend recipient condition. 
Procedure. Participants were asked to name a close friend. Then they were told that they have created a new account on a social media app and their close friend (name inserted) is on that app. In the keep and delete conditions, participants were told that the social media account had already been populated with their information taken from various other online sources. Depending on their frame condition, they were asked whether they will (provide the information to/ keep the information on/ delete the information from) the social media app to be shared with their close friend who they have just mentioned. They were shown 36 information types and were asked to share their willingness to share (provide/keep/delete) the information. Here half of the participants saw the action cue on the left scale point, for example (1 = Definitely willing to provide, 7 = Definitely not willing to provide)) and the other half of the participants saw the inaction cue on the left scale point, for example (1 = Definitely not willing to provide, 7 = Definitely willing to provide)). Then I asked participants a continuous autonomy measure, consisting of two items- “To what degree do you agree/ disagree that ‘you’ provide the data to the social media app” (referred as Consumer Autonomy), and “To what degree do you agree/disagree that 'the app' provides the data to the social media app.” (referred as App Autonomy) (on a 7-point likert scale). Next participants were asked three questions about their perceived control of sharing the consequences of the information: “When I am providing the information, I myself am in control of the consequences.”, “If I were to provide the information, I myself would be responsible for the consequences.”, “The consequences of providing my information depends in large part on what I myself do.”, on a 7-point likert scale (1 = Strongly Disagree, 7 = Strongly Agree) (Coefficient Alpha = 0.878). Next, participants completed the fluency measures – “Whether the questions asking about whether to provide/ keep/ delete the information to/ on/ from social media were”: ‘incomprehensible/comprehensible’, ‘unclear/clear’, ‘difficult/easy’, ‘disfluent/fluent’, ‘effortful/effortless’ on a 7-point semantic scale (Coefficient Alpha = 0.844). Then they were asked about perceived sensitivity for the 36 information types (similar to previous studies). Following this, they were asked to report how much they agree/disagree with the measures of individual difference of autonomy (adapted from Authorship/ Self-congruences dimension of Explicit Autonomy Disposition scale from Weinstein, Przybylski and Ryan 2012; see Appendix F). Next, they reported their agreement/disagreement with locus of control scale taken from Lachman, and Weaver (1998) (also, see Appendix G). In the end, they were asked the manipulation check (same as used in previous studies) and demographics questions (gender and age).

Results
To analyze study 4 data, I conducted mixed-effects regression to test the relationships between the variables of interest. 

Model of willingness to share personal information: I investigated the effect of frames on willingness to share information by estimating a mixed-effects model as follows:

WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (App Autonomy)i + β7 (Consumer Autonomy)i + β8 (Action_Inaction_cue)i + β9 (Fluency)i + β10 (Perceived_Control)i + β11 (Locus_of_Control)i + β12 (Males)i  + β13 (Females)i + β14 (Age_young)i + β15 (Age_middle)I + β15+j  Typej(j=1 -> 36)  + i + εij,………(7.1)


where βk are coefficients to be estimated and ε is an error term initially assumed to be independently and identically distributed. The subscripts i and j represent individual (participant) level and information type level terms respectively. In the model, I included perceived sensitivity (continuous variable), two dummy variables for frame – Delete and Provide (categorical variables – Keep is the baseline condition). I also included interaction terms of sensitivity x frame. I included two separate autonomy measures ‘Consumer Autonomy’ and ‘App Autonomy’. According to my theorization, ‘Consumer Autonomy’ captures the consumers’ perceived autonomy, and ‘App Autonomy’ captures autonomy that lies with the App (firm). ‘Consumer Autonomy’ should mediate frame and willingness to share relationship, as per my theorization (H3). I have also included measures of fluency, perceived control, and locus of control. I treated gender (males was coded 0, females, and non-binary) and age as categorical control variables and 36 information types as fixed variables. There are no multicollinearity concerns, VIF < 10 (Mason and Perrault 1991).
The results of mixed-effects regression are shown in Table 7.1.

Table 7.1: Mixed Effects Regression results explaining Willingness to Share (Study 4)
	Parameter
	Estimate
	Std. Error

	Intercept
	5.21***
	0.26

	Delete
	1.24***
	0.13

	Provide
	1.26***
	0.13

	Sensitivity
	-0.42***
	0.02

	App Autonomy
	0.02**
	0.01

	Customer Autonomy
	0.01
	0.01

	Sensitivity x Delete
	-0.12***
	0.02

	Sensitivity x Provide
	-0.07**
	0.02

	Action Inaction Cues
	-0.03
	0.04

	Fluency
	-0.04**
	0.02

	Perceived Control
	0.12***
	0.02

	Locus of Control
	-0.07***
	0.02

	Females
	-0.22***
	0.04

	Nonbinary
	-0.11
	0.12

	Age (Young)
	0.77***
	0.14

	Age (Middle)
	0.89***
	0.14

	Race
	-0.17
	0.15

	Religion
	-0.34**
	0.15

	Weight
	-1.30***
	0.15

	Height
	-0.54***
	0.15

	Email address
	-0.36**
	0.15

	Birthdate
	0.26
	0.15

	Zip code
	-0.31**
	0.15

	Number of Children
	-0.39**
	0.15

	Political Affiliation
	-0.54***
	0.15

	Sexual Preference
	-0.24
	0.15

	Occupation
	-0.08
	0.15

	Mother’s Maiden Name
	-0.86***
	0.15

	Online Screen Name
	0.26
	0.15

	License Plate Number
	-1.22***
	0.15

	Medical History
	-1.29***
	0.15

	Pictures (Face)
	0.42**
	0.15

	Home Address
	-0.50***
	0.15

	Home Phone Number
	-0.54***
	0.15

	GPS Location
	-1.06***
	0.15

	Cell Phone Number
	-0.21
	0.15

	Income Level
	-1.48***
	0.15

	Survey Answers
	-1.56***
	0.15

	Fingerprints
	-1.65***
	0.15

	Driver’s License
	-1.45***
	0.15

	Vehicle Registration Number
	-1.63***
	0.15

	Credit Card Number
	-1.97***
	0.15

	IP Address
	-1.71***
	0.15

	SSN
	-1.97***
	0.15

	Credit Score
	-1.76***
	0.15

	Financial Account Number
	-1.97***
	0.15

	Passwords
	-1.94***
	0.15

	DNA Profile
	-1.76***
	0.15

	Digital Signatures
	-1.86***
	0.15

	Health Insurance ID
	-1.83***
	0.15

	Passport
	-1.84***
	0.15



Note: *** p<0.001; ** p<0.01; * p<0.05 


Framing Effect: As shown in Table 7.1, the main effects of delete frame (1.24, p<0.001) and provide frame (1.26, p<0.001) were significant and the coefficients were positive, which suggested that willingness to share was higher in delete and provide frames than in keep frame. These finding replicated the framing effect observed in the previous studies and provides a robustness check for hypotheses H2a and H2b. 

Effect of Action/ Inaction Cues on Willingness to Share: The coefficient of action/inaction cues was not significant (-0.03, p > 0.05) suggesting that there was no relationship between action/inaction cues and willingness to share. Therefore, hypothesis H5 was not supported. 

Effect of Consumer Autonomy on Willingness to Share: Although App Autonomy measure had significant coefficient (0.02, p <0.05), the Consumer Autonomy (the consumers’ perceived autonomy) was not significant (0.01, p > 0.05) suggesting that consumer autonomy doesn’t have a direct effect on the willingness to share. Thus, hypotheses H3 and H6 are not supported.

Effect of Frame on Consumer Autonomy: Running a one-way ANOVA, I found a significant effect of frames on Consumer Autonomy (F(2,325) = 21.64,  p <0.001) i.e., under different frames, consumers experience different levels of autonomy (for example, participants in provide frame reported autonomy significantly higher (Mprovide = 5.58) than participants in delete frame (Mdelete = 5.10,  p =0.03) and participants in keep frame (Mkeep = 4.25, p <0.001,  p<0.001). Please note that autonomy is lowest in the keep frame, supporting H1a and H1b.

Next, I ran PROCESS Model 4 to test the mediation effect of Fluency, Perceived Control and Locus of Control on the effect of Frame on consumers’ Willingness to Share Personal Information. 
Fluency as Mediator: Figure 7.1 shows the PROCESS Model 4 by Hayes (2017) run on Frame -> Willingness to Share with Fluency as mediator. The effect of frame on fluency was not significant (p=0.13; p=0.5); nor was the effect of fluency on willingness to share (p=0.71).

Figure 7.1: Mediation Model for the effect of Frame on Willingness to Share through Fluency
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Perceived Control as Mediator: Figure 7.2 shows the PROCESS Model 4 by Hayes (2017) run on Frame -> Willingness to Share with Perceived Control as mediator. The effect of frame on perceived control was not significant (p=0.91; p=0.90); nor was the effect of perceived control on willingness to share (p=0.15).

Figure 7.2: Mediation Model for the effect of Frame on Willingness to Share through Perceived Control
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Locus of Control as Mediator: Figure 7.3 shows the PROCESS Model 4 by Hayes (2017) run on Frame -> Willingness to Share with Perceived Control as mediator. The effect of frame on perceived control was not significant (p=0.51; p=0.96); nor was the effect of perceived control on willingness to share (p=0.63).

Figure 7.3: Mediation Model for the effect of Frame on Willingness to Share through Locus of Control
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None of the alternative mechanisms (fluency, perceived control, locus of control) explain the effect of frame on consumers’ willingness to share. 

I also ran PROCESS Model 4 to test the effect of frames and action/ inaction cues through consumer autonomy. Individual differences between participants on Autonomy was included as covariate. Results are shown in Figures 7.4 and 7.5. 

Figure 7.4: Mediation Model for Effect of Frames on WTS through Consumer Autonomy:
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Figure 7.4, the effect of consumer autonomy on willingness to share was not significant (p >0.05) suggesting that there was no direct effect of consumer autonomy on willingness to share (failing to support hypothesis H3). There was a direct effect of frames on willingness to share. Once again delete and provide conditions had significantly positive coefficients (p < 0.05) suggesting that willingness to share was less in keep condition (supporting hypotheses H2a and H2b). 

Figure 7.5: Mediation Model for the effect of Action/ Inaction cues on WTS through Consumer Autonomy:
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Description automatically generated]In Figure 7.5, there was no direct or mediating effect from action/inaction cues to willingness to share (p >0.05) thus failing to provide support for hypotheses H5 and H6.

Discussion.  Frame influences consumer autonomy.  Consumers feel least autonomy in keep frame, more autonomy in delete frame and most autonomy in provide frame providing support for H1a and H1b.  However, there was no direct relationship between consumer autonomy and willingness to share the personal information (H3 and H6 not supported). Nonetheless, frame does have a direct impact on WTS, replicating the framing effect identified in the prior studies, and supporting H2a and H2b. This effect is not driven by perceived control, locus of control, or fluency. Action/ Inaction cues did not have a significant relationship with consumers’ willingness to share (failed to provide support for H5). Given the lack of direct effect of consumer autonomy on willingness to share, in the next chapter, I explore an additional mediating variable – consumer vulnerability – that serves as a serial mediator between autonomy and willingness to share.


















CHAPTER 8

THEORETICAL DEVELOPMENT


From the previous studies, it is evident that different frames affect consumers’ autonomy differently (H1). Different frames also have an impact on consumers’ willingness to share such that when autonomy is low as in keep frame consumers share less information (H2). But there is no direct effect of consumer autonomy on willingness to share. This prompts me to look for a new mediator in the existing model. It is possible that the threat to autonomy is putting people in the state of vulnerability and to fight back they share less. Therefore, the goal of this chapter is to discuss the variable Consumer Data Vulnerability and incorporate that into the existing dissertation model. The roadmap of this chapter is as follows: First, I describe the term consumer vulnerability and very briefly explain what research has been done on it. Next, I define consumer data vulnerability and propose my updated theory based on the role it plays in the relationship between data frames and consumers’ willingness to share personal information. In the end, I state the hypotheses, and show the updated conceptual model.


Consumer Vulnerability

Consumer vulnerability is defined as “a state of powerlessness that arises from an imbalance in marketplace interactions or from the consumption of marketing messages and products. It occurs when control is not in an individual’s hands, creating a dependence on external factors (e.g., marketers) to create fairness in the marketplace. The actual vulnerability arises from the interaction of personal states, personal characteristics, and external conditions within a context where consumption goals may be hindered, and the experience affects personal and social perceptions of self” (Baker et al. 2005). 


According to a perspective in applied ethics, vulnerability contexts must include an individual who is the target of some harm in a given context (Brenkert 1998).  A revised definition of consumer vulnerability incorporating these four features is that consumer vulnerability is “a state in which consumers are subject to harm because their access to and control over resources are restricted in ways that significantly inhibit their ability to function in the marketplace” (Hill and Sharma 2020).

Previous research on consumer vulnerability has emerged from two distinct streams: the first considers relative disadvantage among subpopulations; and the second focuses on marketers’ manipulations that affect consumer decision making process. The former examines the intersection of poverty and racial prejudice (Andreasen 1975, 1978). This research led to investigate race (e.g., Bone, Christensen, and Williams, 2014) and other stigmas, such as lower socioeconomic status (Saatcioglu and Ozanne 2013) and age (Chaplin and John 2010; Kang and Ridgway 1996). 
	The second stream, which is more related to the current context, examines how (specific groups of) consumers in the society are subjected to manipulations by marketers (Olson and Dover 1978; Pechmann, Levine, Loughlin, and Leslie 2005; Smith and Cooper-Martin 1997). Research has described how and why gullibility and interpersonal influence make consumers vulnerable to marketing scams, especially with the rise of internet (Langenderfer and Shrimp 2001). Researchers have looked at governmental agencies like the Federal Trade Commission (FTC), evaluating their status as possible watchdogs and analyzing how consumer research might inform public policy decisions to protect consumers (Cohen 1969; Wilkie and Gardner, 1974). 



Consumer Data Vulnerability
Consumer data vulnerability implies susceptibility to injury or harm related to consumers’ personal data and information (Smith and Cooper-Martin 1997; Martin, Borah and Palmatier 2017). When a firm collects, stores, and uses customers’ personal information, it increases the potential for harm and, thus, their feelings of vulnerability (Martin, Borah and Palmatier 2017). Most negative customer effects resulting from data use stem from customers’ anxiety about the potential for damage or feelings of violation, rather than actual data misuse or financial or reputation harm (Scharf 2007). 
	I propose that consumers in different data request frames conditions (marketers’ manipulations) will experience different levels of autonomy (H1). Under the keep frame since the consumer has lower perceived autonomy (as tested in study 3), this loss of autonomy over their own data will be perceived as a threat by the consumers (Zwebner and Schrift 2020). This threat will cause a feeling of vulnerability. This susceptibility to the loss of autonomy threat will increase consumer data vulnerability.
	In the delete frame since consumers have more autonomy than the keep frame (as tested in study 3), the consumers will feel less threatened and hence will experience less data vulnerability. In the provide condition, consumers have full autonomy therefore there will be least possibility of threat to their autonomy and least data vulnerability. Therefore, I hypothesize that:
Hypothesis 7: Consumers will experience high data vulnerability in keep frame as compared to a) delete, b) provide frames. Or it can be said,
As consumer autonomy decreases, consumer data vulnerability increases.

 Methods of Identification of Consumer Vulnerability
	The literature suggests that vulnerability can be either experienced by oneself or can be observed as a third party (Hill and Sharma 2020). Experienced vulnerability refers to instances of consumer vulnerability that individuals feel they undergo and identify. Observed vulnerability refers to instances of consumer vulnerability that third parties, such as policymakers, detect and identify, regardless of whether the observed individuals do.
In the current research study, I have implications for both experienced vulnerability (consumers’ own experience) and observed vulnerability (policymakers who need to take actions on behalf of customers). 

Antecedents of Consumer Vulnerability
	The literature identifies two main antecedents of consumer vulnerability: limited resources and control. Resources are “assets that a person values for their means to accomplish a desired end-state” (Dorsch, Törnblom, & Kazemi, 2017, p. 7). Vast number of resources can contribute to consumer vulnerability, depending on the desired end-state. Control is defined as “an individual’s ability to intentionally seek and achieve certain outcomes and to intentionally prevent unwanted outcomes” (Cutright, Bettman, and Fitzsimons 2013; Skinner, Chapman, and Baltes 1988). In the current research, I am proposing a new antecedent of consumer data vulnerability i.e., Consumer Autonomy. Autonomy (as previously defined in chapter 3) is one’s ability to “make and enact decisions on their own, free from external influences imposed by other agents” (Wertenbroch et al. 2020). Autonomy relates to consumers’ freedom in initiating behavior regardless of their ability to impact the outcome (Skinner 1996) therefore, it is different than control.

Consequences of Consumer Vulnerability
	The literature recognizes a range of potential consequences of vulnerability as consumers try to cope with their situations. These can be classified as either non-defensive or defensive mechanisms. Non-defensive mechanisms refer to consumers’ tendencies to submit to their state, whereas defensive mechanisms refer to their tendencies to resist or combat it (Hill and Sharma 2020). In non-defensive coping mechanisms, consumers either give up or give in to the constraints on the resource flows. In defensive coping mechanisms, consumers can transcend, rebel, or create new structures (Hill and Sharma 2020). Transcending refers to rising above what happens to oneself and disallowing constraints to negate one’s consumption options. Consumers rebel when they seek to disrupt, damage, or destroy in-control members of one’s social environment and gain control. Creating new structures involves establishing or exploiting contexts in which consumers have greater possibilities for control over expanded resources.
Based on reactance theory (Brehm 1966), I propose that consumers in the state of high data vulnerability will chose defensive coping mechanism strategy and rebel against the in-control entity (here the firm) and try to gain their autonomy back. Consumers in keep frames will experience high data vulnerability due to loss of autonomy and thus will rebel by sharing less information with the firm. In this way, they will gain their autonomy back. On the other hand, consumers in the delete frame will not experience data vulnerability to that extent as their autonomy is less threatened. Therefore, they will share more data with the firm as compared to the consumers in the keep frame. In provide frame, consumers will not experience data vulnerability as their autonomy is threatened least. Therefore, they will share more information with the firm as compared to keep frame. Hence, I hypothesize,

Hypothesize 8:  The effect of frame on willingness to share will be serially mediated by consumer autonomy and consumer data vulnerability.

Figure 8.1 Updated Conceptual Model of the Dissertation
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As shown in figure 8.1, different frames affect consumers’ autonomy differently, such that consumers feel low autonomy in keep frame as compared to a) delete; and b) provide frames (H1a and H1b). In the state of low autonomy (keep frame), consumers must feel vulnerable (H7). In delete and provide frame, because autonomy is high, consumers mustn’t feel vulnerable as compared to keep frame. This state of vulnerability in the keep frame, should motivate consumers to react and take back their autonomy, by sharing less information (H8). Therefore, consumers will share less information in keep frame as compared to a) delete; and b) provide frames (H2a and H2b).
CHAPTER 9

STUDY 5 - TESTING THE MECHANISM OF THE EFFECT OF FRAME ON WILLINGNESS TO SHARE BY SERIAL MEDIATION OF CONSUMER AUTONOMY AND CONSUMER VULNERABILITY


This chapter presents study 5, which tests the mechanism (serial mediation of consumer autonomy and consumer vulnerability) for the effect of data frames and consumers’ willingness to share personal information (H8). It also tests the relationship between consumer autonomy and consumer vulnerability (H7). In this study, I also test the role of third parties as a moderator for the data framing effect (H4c) because the presence of third-party affects consumer vulnerability and thus should affect consequent willingness to share.

Method
Participants. Four hundred seventy-three Prolific panelists took part in the study. Respondents were paid $1.50. Eighty-eight participants either failed the attention checks or manipulation checks and were removed from the study. Final N = 385 (67.5% participants were below the age of 34; 70.1% females).

Stimuli Design. The study employed a mixed design with 3 (frame: provide vs. keep vs. delete) x 2 (third-party: present vs. absent) as between subjects factors and perceived sensitivity (a 36-item information type) as a within study factor.

Frame Manipulation. Provide, keep, and delete conditions were implemented like previous studies. Participants were asked to name a close friend. Then they were told that they have created a new account on a social media app and their close friend (name inserted) is on that app. In the keep and delete conditions, participants were told that the social media account had already been populated with their information taken from various other online sources. Depending on their frame condition, they were asked whether they will (provide the information to/ keep the information on/ delete the information from) the social media app to be shared with their close friend who they have just mentioned. They were shown 36 information types and were asked to share their willingness to share (provide/keep/delete) the information. 

Third-Party Manipulation. In the third-party present condition, participants read “Please note, the information on the app may also be shared with third parties.” No such information was present in the third-party absent condition.

Measures. Following the 36 willingness to share information questions, participants were asked the consumer data vulnerability measures taken from Martin, Borah and Palmatier (2017). On a 7-point likert scale (1 Strongly Disagree- 7 Strongly agree), they were asked (for example, in delete/ keep condition) “The personal information the social media app has stored about me makes me feel:” ‘Insecure’, ‘Exposed’, ‘Threatened’, ‘Vulnerable’, ‘Susceptible’. Next, I asked participants a continuous autonomy measure (same as study 4), consisting of two items- “To what degree do you agree/ disagree that ‘you’ provide the data to the social media app” (referred as Consumer Autonomy), and “To what degree do you agree/disagree that 'the app' provides the data to the social media app.” (referred as App Autonomy) (on a 7-point likert scale (1 Strongly Disagree- 7 Strongly agree)). Next, participants filled out the manipulation check for frame as used in previous studies and an additional one for third party asking, please agree/ disagree (on a 7-point likert scale) “The information on the app may be shared with third parties”. Following this, they were asked about perceived sensitivity for the 36 information types (similar to previous studies). Then, individual difference measures of autonomy (similar to study 4) were asked. In the end, they were asked the demographics questions (gender and age).

Analysis of Willingness to Share Personal Information: I created five models to investigate the effect of framing on willingness to share personal information by estimating mixed-effects regression including frames, mediators (autonomy and consumer vulnerability), moderator (third-party), control variables (age and gender). Model 1 is a full model which estimates WTS for all 36 information types, Model 2 estimates WTS for low (18) sensitive information types, Model 3 estimates WTS for high (18) sensitive information types, Model 4 estimates WTS when third party is absent, i.e., no third-party sharing. Model 5 estimates WTS when third-party is present. Next, I describe each of the five models, and the results of the five models are shown in table 9.1.

Model 1: Full model (with all 36 information types)
WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7  (Consumer Data Vulnerability)i + β8 (Third Party)i + β9 (Delete X Third Party)i + β10 (Provide X Third Party)i + β11 (Females)i + β12 (Non-Binary)i  +  β13 (Age Young)i + β14 (College Grad)i + β14+j  Typej(j=1 -> 36)  + i + εij,  


where βk are coefficients to be estimated and ε is an error term initially assumed to be independently and identically distributed. i is capturing the individual differences based on the subject. The subscripts i and j represent individual (participant) level and information type level terms respectively. In the model, I included perceived sensitivity (continuous variable), two dummy variables for frame – Delete and Provide (categorical variables – Keep is the baseline condition). Continuous variables Consumer Autonomy, Consumer Data Vulnerability, and a categorical variable Third Party (0 if absent, 1 if present) were included. Two interaction terms of frame and third party – (Delete x Third Party) and (Provide x Third Party) were included. Three control variables Gender (Females and Non-Binary), Age (Young), and Education (College grads) were included in the model. Thirty-five information types were included as fixed variables and Place of birth was the baseline variable. WTS (willingness to share) was the dependent variable for the model. Multicollinearity was checked, VIF was less than 10, suggesting multicollinearity was not a problem (Mason and Perrault 1991).

Model 1 Analysis:

Effect of Frames on WTS (H2): In table 9.1 (model 1), coefficients of delete (1.38) and provide (1.71) are positive and significantly different from keep (p <0.05, p <0.05) thus framing effect (H2a and H2b) has been replicated.

Effect of Consumer Autonomy on WTS (H3): The coefficient of Consumer Autonomy on WTS is negative (-0.01) and not significant (p=0.38), thus as seen in previous (study 4) there is no direct effect of consumer autonomy on WTS (H3 not supported).

Effect of Consumer Data Vulnerability on WTS (H8):  There is a direct effect of consumer data vulnerability on WTS as the coefficient (-0.07) is negative and significant (p <0.05), suggesting that as data vulnerability increases, consumers share less data (supporting H8).

Effect of Third-Party on WTS (H4c): The main effect of third party on WTS (-0.16) as well as the interaction with the frames (delete (0.51) and provide (-0.57)) are significant (all p <0.05), suggesting that in the presence of a third party the WTS decreases (supporting H4c). In delete condition, in presence of third party, WTS is (0.51-0.16) = 0.35 units more than keep condition and in provide condition it is (-0.57 - 0.16) = -0.73 units less than keep frame. When consumers are aware of the presence of a third-party, they might feel vulnerable and due to this vulnerability, they share less information. Interaction with frames is significant. Compared to keep frame, WTS in delete frame is significantly higher, the prior findings hold for delete vs keep - those in the keep frame are less willing to share than those in delete frame. However, when a third party is present, those in the provide frame share less than those in the keep frame. This difference may occur because the third party serves as an additional cue making people feel vulnerable and limiting their information sharing. This increased vulnerability is less for keep as people already feel vulnerable due to lower autonomy, and even less for delete as the company already has the consumer's information suggesting it has already been exposed to others. But in case of provide, consumers still have a way to psychologically gain more control in response to the threat to their vulnerability. I estimated the consumer vulnerability of three conditions in the third-party present condition and found consumer vulnerability in keep (MKeep = 6.14) to be significantly higher than delete (MDelete = 5.40, p <0.05) and provide (MProvide = 5.43, p <0.05). Although the consumer vulnerability in provide is not significantly higher than keep, the consumers have more control (psychologically) over their information and therefore there is less sharing.


 
	Table 9.1: Mixed Effects Regression Results (Study 5)

	

	
	Model 1
(Full Model)


	Model 2
(Low Sensitivity)


	Model 3
(High Sensitivity)

	Model 4
(No Third-Party Sharing)
	Model 5
(Third-Party Sharing)
	
	

	Parameter
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Intercept
	6.16***
	0.17
	6.54***
	0.23
	4.18***
	0.27
	6.55***
	0.23
	5.59***
	0.25

	Delete
	1.38***
	0.13
	0.9***
	0.16
	2.79***
	0.3
	1.58***
	0.18
	1.73***
	0.17

	Provide
	1.71***
	0.13
	1.43***
	0.16
	2.59***
	0.3
	1.55***
	0.17
	1.3***
	0.17

	Sensitivity
	-0.41***
	0.02
	-0.48***
	0.02
	-0.26***
	0.04
	-0.47***
	0.02
	-0.35***
	0.02

	Delete x Sensitivity
	-0.13***
	0.02
	-0.03
	0.03
	-0.34***
	0.04
	-0.16***
	0.03
	-0.11***
	0.03

	Provide x Sensitivity
	-0.09***
	0.02
	-0.01
	0.03
	-0.25***
	0.04
	-0.05
	0.03
	-0.13***
	0.03

	Consumer Autonomy 
	-0.01
	0.01
	-0.02
	0.02
	0.001
	0.01
	-0.05**
	0.02
	0.02
	0.01

	Consumer Data Vulnerability
	-0.07***
	0.02
	-0.08**
	0.03
	-0.07***
	0.02
	-0.05**
	0.02
	-0.09***
	0.02

	Third Party
	-0.16**
	0.06
	-0.22**
	0.09
	-0.09
	0.07
	
	
	
	

	Delete x Third Party
	0.51***
	0.08
	0.78***
	0.12
	0.24**
	0.1
	
	
	
	

	Provide x Third Party
	-0.57***
	0.08
	-0.6***
	0.12
	-0.56***
	0.1
	
	
	
	

	Females
	0.22***
	0.04
	0.21***
	0.06
	0.23***
	0.05
	0.19***
	0.05
	0.3***
	0.05

	Non-Binary
	0.15
	0.08
	0
	0.13
	0.29**
	0.1
	0.39***
	0.11
	-0.1
	0.12

	Age (Young)
	0.06
	0.03
	0.1
	0.05
	0.01
	0.04
	-0.1*
	0.05
	0.22***
	0.05

	College (Grad)
	-0.1**
	0.03
	-0.14**
	0.05
	-0.05
	0.04
	-0.13**
	0.05
	-0.09*
	0.04

	Race
	-0.12
	0.13
	-0.14
	0.15
	
	
	-0.17
	0.19
	-0.05
	0.18

	Religion
	-0.47***
	0.13
	-0.49***
	0.14
	
	
	-0.51**
	0.19
	-0.4*
	0.18

	Weight
	-1.72***
	0.13
	-1.73***
	0.14
	
	
	-1.71***
	0.19
	-1.7***
	0.18

	Height
	-0.83***
	0.13
	-0.84***
	0.15
	
	
	-0.9***
	0.19
	-0.72***
	0.18

	Email address
	-0.36**
	0.13
	-0.37**
	0.14
	
	
	-0.31
	0.19
	-0.38*
	0.18

	Birthdate
	0.15
	0.13
	0.14
	0.14
	
	
	0.31
	0.19
	0
	0.18

	Zip code
	-0.6***
	0.13
	-0.61***
	0.14
	
	
	-0.55**
	0.19
	-0.64***
	0.18

	Number of Children
	-0.6***
	0.13
	-0.61***
	0.14
	
	
	-0.54**
	0.19
	-0.64***
	0.18

	Political Affiliation
	-0.77***
	0.13
	-0.78***
	0.14
	
	
	-0.71***
	0.19
	-0.8***
	0.18

	Sexual Preference
	-0.51***
	0.13
	-0.52***
	0.14
	
	
	-0.3
	0.19
	-0.68***
	0.18

	Occupation
	-0.24
	0.13
	-0.26
	0.14
	
	
	-0.24
	0.19
	-0.24
	0.18

	Mother’s Maiden Name
	-1.15***
	0.13
	-1.16***
	0.14
	
	
	-1.05***
	0.19
	-1.25***
	0.18

	
	Model 1
(Full Model)

	Model 2
(Low Sensitivity)

	Model 3
(High Sensitivity)

	Model 4
(No Third-Party Sharing)

	Model 5
(Third Party Sharing)


	Parameter
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE
	Estimate
	SE

	Online Screen Name
	0.22
	0.13
	0.2
	0.14
	
	
	0.25
	0.19
	0.2
	0.18

	License Plate Number
	-1.45***
	0.13
	-1.46***
	0.15
	
	
	-1.29***
	0.19
	-1.6***
	0.18

	Medical History
	-1.42***
	0.13
	-1.42***
	0.15
	
	
	-1.22***
	0.19
	-1.6***
	0.18

	Pictures (Face)
	0.29*
	0.13
	0.27
	0.14
	
	
	0.38*
	0.19
	0.22
	0.18

	Home Address
	-0.92***
	0.13
	-0.92***
	0.15
	
	
	-0.74***
	0.19
	-1.09***
	0.18

	Home Phone Number
	-0.98***
	0.13
	
	
	
	
	-0.79***
	0.19
	-1.16***
	0.18

	GPS Location
	-1.43***
	0.13
	
	
	-0.47***
	0.11
	-1.21***
	0.19
	-1.63***
	0.18

	Cell Phone Number
	-0.65***
	0.13
	
	
	0.33**
	0.11
	-0.43*
	0.19
	-0.85***
	0.18

	Income Level
	-1.65***
	0.13
	
	
	-0.66***
	0.11
	-1.51***
	0.19
	-1.77***
	0.18

	Survey Answers
	-1.71***
	0.13
	
	
	-0.68***
	0.12
	-1.66***
	0.19
	-1.72***
	0.18

	Fingerprints
	-1.86***
	0.13
	
	
	-0.91***
	0.11
	-1.67***
	0.19
	-2.03***
	0.18

	Driver’s License
	-1.71***
	0.13
	
	
	-0.76***
	0.11
	-1.51***
	0.19
	-1.89***
	0.18

	Vehicle Registration Number
	-1.89***
	0.13
	
	
	-0.93***
	0.11
	-1.68***
	0.19
	-2.07***
	0.18

	Credit Card Number
	-2.08***
	0.13
	
	
	-1.12***
	0.12
	-1.93***
	0.19
	-2.2***
	0.18

	IP Address
	-1.87***
	0.13
	
	
	-0.91***
	0.11
	-1.69***
	0.19
	-2.05***
	0.18

	SSN
	-2.18***
	0.13
	
	
	-1.23***
	0.12
	-1.99***
	0.19
	-2.36***
	0.18

	Credit Score
	-2.09***
	0.13
	
	
	-1.13***
	0.11
	-1.92***
	0.19
	-2.24***
	0.18

	Financial Account Number
	-2.18***
	0.13
	
	
	-1.23***
	0.11
	-2.02***
	0.19
	-2.32***
	0.18

	Passwords
	-2.14***
	0.13
	
	
	-1.19***
	0.12
	-1.93***
	0.19
	-2.33***
	0.18

	DNA Profile
	-1.99***
	0.13
	
	
	-1.03***
	0.11
	-1.71***
	0.19
	-2.25***
	0.18

	Digital Signatures
	-2.13***
	0.13
	
	
	-1.17***
	0.11
	-1.92***
	0.19
	-2.31***
	0.18

	Health Insurance ID
	-2.11***
	0.13
	
	
	-1.15***
	0.11
	-1.93***
	0.19
	-2.25***
	0.18

	Passport
	-2.08***
	0.13
	
	
	-1.13***
	0.11
	-1.88***
	0.19
	-2.25***
	0.18


Default Type Variable	    (Place of Birth)	   (Place of Birth)	        	          (Home Phone Nb)             (Place of Birth)                   (Place of Birth)
Note: *** p<0.001; ** p<0.01; * p<0.05 
Coding: Frames: Keep =00, Delete = 10, Provide 01; 
	Gender: Males=00, Females = 10, non-Binary = 01
	Age:	Young (18-34) =1; Old (35+) = 0
	Education: (No School/ High School/ Some College/ 2-year degree) = 0; College Grad (4-year degree/ professional degree/ doctorate) =1


Model 2: With 18 low sensitive information types

WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7  (Consumer Data Vulnerability)i + β8 (Third Party)i + β9 (Delete X Third Party)i + β10 (Provide X Third Party)i + β11 (Females)i + β12 (Non-Binary)i  +  β13 (Age Young)i + β14 (College Grad)i + β14+j  Typej(j=1 -> 18)  + i + εij,  

Model 2 was similar to model 1, except only eighteen low sensitive information types were included in the model to calculate WTS. Place of Birth was the default type variable.

Model 2 Analysis:
Effect of Frames on WTS (H2): In table 9.1 (model 2), coefficients of delete (0.90) and provide (1.43) are positive and significantly different from keep (p <0.05, p <0.05) thus framing effect (H2a and H2b) has been replicated.

Effect of Consumer Autonomy on WTS: The coefficient of Consumer Autonomy on WTS is negative (-0.02) and not significant (p = 0.24), thus as seen in previous (study 4) (and Model 1, this study) there is no direct effect of consumer autonomy on WTS.

Effect of Consumer Data Vulnerability on WTS (H8):  There is a direct effect of consumer data vulnerability on WTS as the coefficient (-0.08) is negative and significant (p <0.05), suggesting that as data vulnerability increases, consumers share less data (supporting H8).

Effect of Third-Party on WTS (H4c): The main effect (-0.22) as well as the interaction with the frames (delete (0.78) and provide (-0.60)) are significant (all p <0.05), suggesting that in the presence of a third party the WTS decreases (supporting H4c). In delete condition, in presence of third party, WTS is (0.78-0.22) = 0.56 units more than keep condition and in provide condition it is (-0.60 - 0.22) = -0.82 units less to keep frame. For low sensitive information types, presence of the third-party might raise vulnerability concerns for consumers, which make them more conscious and hence they might share less information. Interaction with frames is significant. These results are similar to those seen for the full model (Model 1).


Model 3: With 18 high sensitive information types

WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7  (Consumer Data Vulnerability)i + β8 (Third Party)i + β9 (Delete X Third Party)i + β10 (Provide X Third Party)i + β11 (Females)i + β12 (Non-Binary)i  +  β13 (Age Young)i + β14 (College Grad)i + β14+j  Typej(j=1 -> 18)  + i + εij,  

Model 3 was similar to model 1, except only eighteen high sensitive information types were included in the model to calculate WTS. Home phone number is the default type variable.

Model 3 Analysis:
Effect of Frames on WTS (H2): In table 9.1 (model 3), the coefficients of delete (2.79) and provide (2.59) and positive and significantly different from keep (p <0.05, p <0.05) in model 3. In contrast to the prior studies, the framing effect is observed here even for high sensitive information types. The framing effect may have been observed here but not in earlier studies as the model was based on the upper 50% of sensitivity, while the framing effect reduced in earlier studies at 61%.

Effect of Consumer Autonomy on WTS (H3): The coefficient of Consumer Autonomy on WTS is (0.001) and not significant (p = 0.96), thus as seen in previous models and study 4 there is no direct effect of consumer autonomy on WTS.

Effect of Consumer Data Vulnerability on WTS (H8):  There is a direct effect of consumer data vulnerability on WTS as the coefficient (-0.07) is negative and significant (p <0.05), suggesting that as data vulnerability increases, consumers share less data (supporting H8).

Effect of Third-Party on WTS (H4c): The main effect (-0.09) of third party is not significant (p = 0.21), although the interaction with the frames (delete (0.24) and provide (-0.56))) are significant (both p <0.05). For high sensitive information types the presence of third-party is not significant, probably because consumers would not share these information types such as SSN, passport number with anyone. However, interaction with frames is significant. Compared to keep frame, WTS in delete frame is significantly higher and in keep frame is significantly lower; this is consistent with the results observed for Models 1 and 2.

Model 4: When Third-Party is Absent (with all 36 information types)
WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7  (Consumer Data Vulnerability)i + β8 (Females)i + β9 (Non-Binary)i  +  β10 (Age Young)i + β11 (College Grad)i + β11+j  Typej(j=1 -> 36)  + i + εij,  

In model 4, only data records where third party was absent (i.e., 0) were included. Place of Birth is the default type variable.

Model 4 Analysis:
Effect of Frames on WTS (H2): In table 9.1 (model 4), coefficients of delete (1.58) and provide (1.55) are positive and significantly different from keep (p <0.05, p <0.05) thus framing effect (H2a and H2b) has been replicated.

Effect of Consumer Autonomy on WTS: The coefficient of Consumer Autonomy on WTS is negative (-0.05) and significant (p <0.05), thus there is a direct effect of consumer autonomy on WTS. Thus, in contrast to all the prior studies and the prior models in this study, there is a direct effect of consumer autonomy on WTS.

Effect of Consumer Data Vulnerability on WTS (H8):  There is a direct effect of consumer data vulnerability on WTS as the coefficient (-0.05) is negative and significant (p <0.05), suggesting that as data vulnerability increases, consumers share less data (supporting H8). 

Model 5: When Third-Party is Present (with all 36 information types)
WTSij = β0 + β1(Sensitivity)ij + β2(Delete)i + β3(Provide)i + β4 (Sensitivity X Delete)i + β5 (Sensitivity X Provide)i + β6 (Consumer Autonomy)i + β7  (Consumer Data Vulnerability)i + β8 (Females)i + β9 (Non-Binary)i  +  β10 (Age Young)i + β11 (College Grad)i + β11+j  Typej(j=1 -> 36)  + i + εij,  

In model 5, only data records where third party was present (i.e., 1) were included. Place of Birth is the default type variable.

Model 5 Analysis:
Effect of Frames on WTS (H2): In table 9.1 (model 5), coefficients of delete (1.73) and provide (1.30) are positive and significantly different from keep (p <0.05, p <0.05) thus framing effect (H2a and H2b) has been replicated.

Effect of Consumer Autonomy on WTS: The coefficient of Consumer Autonomy on WTS is positive (0.02) and insignificant (p = 0.08), consistent with the prior studies (but not Model 4). 

Effect of Consumer Data Vulnerability on WTS (H8):  There is a direct effect of consumer data vulnerability on WTS as the coefficient (-0.09) is negative and significant (p <0.05), suggesting that as data vulnerability increases, consumers share less data (supporting H8).

Figure 9.1 shows willingness to share for different frames under third party conditions (present vs. absent)

Figure 9.1 Willingness to Share for different frames under third party conditions (present vs. absent)


Sensitivity


The graph 9.1 shows that consumers are more willing to share information in the absence of third parties (dark blue, orange, and grey lines) compared to when third parties are present (yellow, light blue, and green lines). The pattern in willingness to share in both groups (third-party absent vs. present) is almost similar, only the extent of sharing differs. When third-party is absent, WTS is higher. 

MEANS Analysis for WTS, Consumer Autonomy and Consumer Data Vulnerability: Three one-way ANOVA(s) were performed with frames as independent variable and WTS, Consumer Autonomy and Consumer Data Vulnerability as separate dependent variables. Results for the means are shown in the table 9.2 and their corresponding graphs 9.2 (a), (b), (c) are shown below:

Table 9.2 Means of Variables of Interest
	
	Keep
	Delete
	Provide

	Measures
	
	
	

	Willingness to Share
	2.26 (0.94)
	3.19 (1.44)
	3.17 (1.47)

	Consumer Autonomy
	3.45 (1.63)
	5.09 (1.69)
	5.49 (1.33)

	Consumer Data Vulnerability
	5.73 (1.09)
	5.35 (1.06)
	5.37 (1.05)


Note: All measures were on 7-point likert scales; Std.Dev are in parenthesis. 

 ** For each variable, Keep is significantly different from provide and delete; No difference between provide and delete






Figure 9.2 (a) Means for Willingness to Share across Keep, Delete and Provide frames (Study 5)
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Note: *** p<0.001; ** p<0.01; * p<0.05 

The result in Figure 9.2a illustrates the framing effect, supporting hypotheses H2a and H2b. 

Figure 9.2 (b) Means for Consumer Autonomy across Keep, Delete and Provide frames (Study 5)
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Note: *** p<0.001; ** p<0.01; * p<0.05 

As predicted, consumer autonomy is significantly lowest in keep than delete and provide supporting H1a and H1b. There is no difference in consumer autonomy between provide and delete.

Figure 9.2 [c] Means for Consumer Data Vulnerability across Keep, Delete and Provide frames (Study 5)

[image: Chart, bar chart

Description automatically generated]
Note: *** p<0.001; ** p<0.01; * p<0.05 

Figure 9.2c shows that the consumer data vulnerability is significantly higher in keep than delete and provide conditions, supporting H7. No difference in consumer data vulnerability in delete and provide conditions.

Mediation Analysis through Hayes Process Models
To examine the mechanism of the effect of different frames on consumers’ willingness to share information, first I conducted a mediation analysis (SPSS PROCESS Model 4; Hayes 2017) with frame as independent variable (keep coded as 00, delete coded as 10, and provide coded as 01), consumer vulnerability as the mediator, and willingness to share as the outcome variable. A 5000 resample bootstrap test revealed a significant mediation effect (indirect index: (Delete = 0.14 (0.06), 95% confidence interval [0.04, 0.28]) and (Provide = 0.13 (0.06), 95% confidence interval [0.04, 0.26]). As shown in figure 9.3, frames have a significant effect on consumer vulnerability. Both delete (-0.38) and provide (-0.36) frames have lower vulnerability than keep frame (p<0.01; p<0.01). Consumer vulnerability has a negative (-0.36) and significant (p<0.001) effect on willingness to share. This analysis suggests that frames affect consumers’ vulnerability and that in turn affects their willingness to share personal information.

Figure 9.3: Mediation Analysis of Framing Effect through Consumer Vulnerability as Mediator (Study 5)
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To explore further the effect of frames on consumer vulnerability, I conducted another mediation analysis (SPSS PROCESS Model 4; Hayes 2017) with frame as independent variable, consumer autonomy as a mediator and consumer vulnerability as an outcome variable. A 5000 resample bootstrap test revealed a significant mediation effect (indirect index: (Delete = -0.11 (0.06), 95% confidence interval [-0.24, -0.009]) and (Provide = -0.14 (0.07), 95% confidence interval [-0.28, -0.009]). As shown in figure 9.4, frames have a significant effect on consumer autonomy. Both the delete (1.63) and provide (2.04) frames have higher autonomy than keep frame (p<0.001; p<0.001) (supporting H1). Consumer Autonomy has a negative (-0.07) and significant effect (p=0.056) on consumer vulnerability (supporting H7). This mediation analysis explains the relationship between frames and consumer vulnerability. In keep frame because consumers experience low autonomy, they feel highly vulnerable as compared to delete and provide frames.

Figure 9.4: Mediation analysis of the effect of Frames on Consumer Vulnerability through Consumer Autonomy (Study 5)
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I conducted a correlational analysis between consumer autonomy and consumer variability, P = -0.157, p=0.002, there was a significant weak negative correlation between the two variables. The correlation plot is shown in figure 9.5.




Figure 9.5: Correlation Analysis between Consumer Autonomy and Consumer Vulnerability
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Next, I conducted a serial mediation analysis (SPSS PROCESS Model 6; Hayes 2017) with frame as independent variable (keep coded as 00, delete as 10, and provide coded as 01), consumer autonomy as the first mediator and consumer data vulnerability as the second mediator in the process, and willingness to share as outcome variable. I also included individual difference on autonomy as covariate. A 5000 resample bootstrap test revealed a significant mediation effect (indirect index: (Delete = 0.04 (0.02), 95% confidence interval [0.006, 0.093]) and (Provide = 0.06 (0.03), 95% confidence interval [0.007, 0.111]) (see table 9.3). As shown in figure 9.6, frames have a significant effect on consumer autonomy. Both delete (1.62) and provide (1.99) frames have higher autonomy than keep frame (p<0.001; p<0.001) (supporting H1). Consumer autonomy has a negative (-0.08) and significant (p < 0.05) effect on consumer vulnerability (supporting H7). This analysis supports that when autonomy is low consumers experience high data vulnerability. It is evident from the means analysis as well autonomy for keep is lowest (Mkeep = 3.45, Mdelete = 5.09, Mprovide = 5.49), participants in the keep condition reported significantly highest data vulnerability in keep condition (Mkeep = 5.73, Mdelete = 5.35, Mprovide = 5.37) as compared to delete and provide. The effect of consumer vulnerability on willingness to share is also negative (-0.36) and significant (p<0.001) suggesting that as consumers experience high vulnerability, they share less personal information (supporting H8).

Figure 9.6 Mediation Analysis of Framing Effect through Serial Mediation of Consumer Autonomy and Consumer Vulnerability (Study 5)
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Table 9.3 Mediation Analysis (Study 5)
	DV

	Frame

	Indirect Effect
Frame -> Autonomy -> Consumer Vulnerability -> WTS

	Total Effects


	WTS
	Delete
	0.04, CI95 = [0.0006, 0.093]
	0.93, CI95 = [0.59, 1.27]

	
	
	
	

	
	Provide
	0.06, CI95 = [0.007, 0.111]
	0.91, CI95 = [0.58, 1.24]




Discussion. In support of H1, H2a, H2b, H7 and H8, study 5 demonstrates that the different (deletion) frames affect consumers’ willingness to share by affecting their perceived autonomy which further affects their data vulnerability and that determines how much information they will share with the firm. In particular, keep has the lowest autonomy which makes consumers feel more vulnerable and in order to get back their autonomy, they rebel by sharing less data. In delete and provide frames, the autonomy is not as threatened as in keep frame and thus consumers are in less vulnerable state and therefore, they share personal information more. This situation changes in the presence of a third party. When a third party is present, consumers still feel more vulnerable than delete frame due to loss of autonomy, but vulnerability is probably heightened in the provide condition, but consumers have more control leading to lower sharing. This difference likely occurs because in the provide condition no data has been shared with the firm yet and thus it is still possible to protect it from third parties.

	In the next study, I will test the framing effect with a policy tool – defaults. Defaults have been used by policymakers, and marketers to manipulate consumers’ behavior by using opt-in or opt-out formats (Johnson, Bellman and Lohse 2002). Also in the next study, I will use binary scale for willingness to share (for example, delete vs. do not delete, keep vs. do not keep and provide vs. do not provide). This will provide a more conservative and more realistic test of the framing effect as consumers will be forced to choose whether or not to provide information (instead of giving a likelihood).
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CHAPTER 10

STUDY 6 - TESTING THE EFFECT OF FRAME AND DEFAULTS ON CONSUMERS’ WILLINGNESS TO SHARE PERSONAL INFORMATION


This chapter presents study 6, which has two goals: a) to test the framing effect in the context of defaults; and b) to test the effect of frames on willingness to share on binary scales (keep vs. do not keep; delete vs. do not delete; provide vs. do not provide). Both goals are in accordance to how the (deletion) frames would be operationalized in the real world and provide a more conservative test of effect of frames on consumers’ willingness to share. In addition to the three main conditions (keep vs. do not keep; delete vs. do not delete and provide vs. do not provide), I include three additional conditions to (a) allow for a comparison of deletion frames (keep vs. delete; delete vs. keep), (b) check for order effects (keep vs. delete; delete vs. keep), and (c) enable an examination of choices under conditions in which the consumer cannot prevent the marketer from obtaining their information (provide vs. scrape). These additional conditions (keep vs delete; delete vs keep; and provide vs. scrape) enable additional managerial insights. 

Method.
Participants. Nine hundred and forty-two Prolific panelists took part in the study. Respondents were paid $1.10. Forty-one participants either failed the attention checks or manipulation checks and were removed from the study. Final N = 901 (50.8% participants were below the age of 34, 58.4% females).

Stimuli Design. The study employed a mixed design with 6 frames (keep/ do not keep vs. delete/ do not delete vs. provide / do not provide vs. keep/ delete vs. delete / keep vs. provide/ scrape) x 3 defaults (left vs. right vs. no default) between subjects factors and perceived sensitivity (a 36-item information type) as a within study factor.

Frame Manipulation. Provide, keep, and delete conditions were implemented like previous studies. Participants were asked to name a close friend. Then they were told that they have created a new account on a social media app and their close friend (name inserted) is on that app. In the keep and delete conditions, participants were told that the social media account had already been populated with their information taken from various other online sources. Depending on their frame condition, they were asked whether they will provide the information to; keep the information on; or delete the information from the social media app to be shared with their close friend who they have just mentioned. In keep vs. delete and delete vs. keep conditions, they were asked whether they would keep or delete; or delete or keep the information on/ from the social media app to be shared with their named close friend. In the provide vs. scrape condition, they were asked would they provide each type of information to their named close friend who is also on this social media app. All participants were then shown 36 information types and were asked their willingness to share the information on a binary scale, with endpoints determined based on the frame (for example provide vs do not provide; delete vs. do not delete; keep vs. do not keep; keep vs. delete; delete vs. keep, provide vs. have app scrape from elsewhere).

Default Manipulation: In the left default condition, the left-hand side option was the default.  (for example, in keep vs. do not keep condition, keep would be the default for all 36 information types.  Thus, the keep option would already be selected and participants could choose to keep that selection or select the right-hand option. In right default condition, the right-hand side option was the default  Here,  do not keep would be the default for all 36 information items, “do not keep” would be selected and participants could either keep that choice or change to the left-hand side option. In no default condition, no options were designated to be the default (i.e., pre-selected).
Measures. Following the 36 willingness to share information questions, participants were asked measures of confidence: “How confident were you regarding which information to keep on this social media app?” on a 7-point likert scale (1-Not confident at all -7 Very Confident); measure of difficulty “How difficult was it to decide whether to keep the above-mentioned information types on this social media app?” on a 7-point likert scale (1-Not at all difficult – 7 -Very Difficult); measure of presentation “The way choices were presented influenced my responses.”; measure of effort “I chose the option that minimized my effort.” on a 7-point likert scale (1-Strongly disagree – 7 Strongly Agree) and a measure of control “How much control do you have over the information the app has about you?” on 7-point likert scale (1-No control at all – 7 – Full control). Next, participants, were asked autonomy, perceived control, and consumer vulnerability measures (see appendix H). Following this, participants answered the questions “How truthful would you be in the information given to the app?” on a 7-point scale (1-Not at all truthful – 7 – Entirely truthful).
	In the end, they answered the manipulation question (similar to previous studies) “In the beginning of the survey, you were asked to ……” and were given four options this time: a) provide the information to the social media app; b) keep the information on the social media app; c) delete the information from the social media app; d) Other <text entry>. The reason for the fourth option was that participants in delete vs. keep and keep vs. delete condition may not have known whether to select option b or c. Participants were also asked demographics (gender and age).

Results. First, I created six managerial actions participants can take which would be of interest to both managers and policy makers:

a) Action 1 (A1): Opt-In: Taking an active action to share data with the firm (in the context - Social media App). 
b) Action 2 (A2): Choosing the default option that gives the firm the data.
c) Action 3 (A3): Allowing firm to have the data (Overall Willingness to Share): Opt-in (A1) + Choosing the default option that gives the firm the data (A2)
d) Action 4 (A4): Opt-Out: Taking an active action to not share data with the firm.
e) Action 5 (A5): Choosing the default that doesn’t give firm the data.
f) Action 6 (A6): Not allowing firm to have the data: Opt-out + Choosing the default that doesn’t give firm the data.
I performed two-way ANOVA on each of the actions (dependent variables) and the results are summarized in table 10.1.




Table 10.1 Percentage of Opt-in, Opt-out, and Willingness to Share and Not Share personal information by default conditions*

	 
	Choosing to share with Opt-in (A1)
	Choosing default to share data with the firm (A2)
	Overall willingness to share A1+A2 (A3)
	Choosing not to share with Opt-out (A4)
	Choosing default to not share data with the firm (A5)

	Conditions
	 
	 
	 
	 
	 

	No Default Conditions

No Default - Provide – Do Not Provide

	32.95
	NA 
	32.95
	67.05
	NA

	
	
	
	
	
	

	No Default - Delete – Do Not Delete
	36.71
	NA 
	36.71
	68.91
	NA 

	
	
	
	
	
	

	No Default - Keep – Do Not Keep
	17.35
	NA 
	17.35
	82.65
	NA 

	
	
	
	
	
	

	No Default - Keep - Delete
	27.89
	NA 
	27.89
	72.11
	NA 

	
	
	
	
	
	

	No Default - Delete - Keep
	26.74
	NA 
	26.74
	73.26
	NA 

	
	
	
	
	
	

	No Default - Provide - Scrape
	100
	NA 
	100
	NA
	NA 

	
Default Left Conditions

Default (left) - Provide – Do Not Provide
	NA 
	37.16
	37.16
	62.84
	NA 

	
	
	
	
	
	

	Default (left) - Delete – Do Not Delete
	22.86
	NA 
	22.86
	NA 
	77.14

	
	
	
	
	
	

	Default (left) - Keep – Do Not Keep
	NA 
	32.88
	32.88
	67.12
	NA 

	
	
	
	
	
	

	Default (left) - Keep - Delete
	NA 
	27.11
	27.11
	72.89
	NA 

	
	
	
	
	
	

	Default (left) - Delete - Keep
	17.53
	NA 
	17.53
	NA 
	82.47

	
	
	
	
	
	

	Default (left) - Provide - Scrape
	61
	39
	100
	NA 
	NA 

	
Default right conditions

Default (right) - Provide – Do Not Provide
	22.68
	NA 
	22.68
	NA 
	77.32

	
	
	
	
	
	

	Default (right) - Delete – Do Not Delete
	NA 
	31.09
	31.09
	68.91
	NA 

	
	
	
	
	
	

	Default (right) - Keep – Do Not Keep
	22.56
	NA 
	22.56
	NA 
	77.44

	
	
	
	
	
	

	Default (right) - Keep - Delete
	23.84
	NA 
	23.84
	NA 
	76.16

	
	
	
	
	
	

	Default (right) - Delete - Keep
	NA 
	24.06
	24.06
	75.94
	NA

	
	
	
	
	
	

	Default (right) - Provide - Scrape
	27.56
	72.44
	100
	NA 
	NA 


*All values are in percentages


Analysis for Opt-In (A1):
An ANOVA with frame and defaults as predictors of opt-in action (sum of willingness to share for all the 36 information types) revealed a main effect of frame (F (5,636) = 98.46, p <0.001); a main effect of defaults (F (2,636) = 64.54, p <0.001) and an interaction of the two variables (F (5,636) = 49.87, p < 0.001). 
As shown in table 10.1, column 1, for no default condition (block 1), WTS in keep vs do not keep (17.35%) is significantly less than WTS in delete vs. do not delete (36.71%, p < 0.001), provide vs. do not provide (32.95%, p <0.001), and provide vs. scrape (100%, p <0.001). This result replicates the overarching finding of the dissertation that WTS in keep is less than in delete and provide conditions (supporting H2a and H2b). In Left Default condition (block 2), WTS in provide vs. scrape (61%) is significantly higher than WTS in delete vs do not delete (22.86%, p <0.001), and in delete vs. keep (17.53%, p <0.001). In Right Default condition (block 3), there is no difference between different frames in WTS. 
Defaults: As shown in table 10.2, Opt-in (row 1), defaults have a significant effect on willingness to share as sharing in both left (34.18%) and right (23.85%) defaults are less than sharing in no default (40.28%) (p <0.01; p < 0.001) condition. Sharing in right default is also less than left default condition (p <0.001), suggesting that defaults placement also influence the extent of data consumers will share. The reason for this needs more exploration. 

Table 10.2: Percentage of Willingness to Share for Defaults in Opt-In, Opt-Out, Choosing the default to share & not share the information conditions

	
	Default (Left)
	Default (Right)
	No Default

	Opt-in
	34.18 (1.60)
	23.85 (1.40)
	40.28 (1.13)

	Choosing the Default for Sharing
	33.61 (1.55)
	43.15 (1.81)
	-

	Opt-Out
	68.05 (1.67)
	71.41 (2.10)
	71.78 (1.29)

	Choosing the default for not sharing
	79.47 (1.61)
	77.17 (1.32)
	-



Analysis for Choosing the Default for Sharing (A2): 
In order to analyze the choice of default to share data, the experimental condition (representing the combination of the participant’s default condition with frame condition) was used as the independent variable as the defaults (left and right) were mutually exclusive. An ANOVA with experimental condition [frame plus default] as the independent variable and choosing the default for sharing option as the dependent variable revealed a main effect of condition (F (6,341) = 24.80, p <0.001). As shown in table 10.1 column 2, WTS in provide vs scrape default (right) i.e., when scrape is default is significantly higher than all other conditions (all p <0.05). 
Defaults: As shown in table 10.2 (row 2), sharing in left default (33.61%) is less than right default (43.15%) condition (p <0.001), again suggests that defaults placement also influence the extent of data consumers will share. This time right side has more WTS than left. The reason for this needs more exploration. 

Analysis for Opt-Out (A4):  
An ANOVA with frame and defaults as predictors of opt-out option (sum of willingness to not share for all the 36 information types) revealed a main effect of frame (F (4,489) = 6.09, p <0.001); a main effect of defaults (F (2,489) = 4.66, p =0.01) and an interaction of the two variables (F (3,489) = 3.69, p =0.01). As shown in table 10.1, column 4, for no default condition (block 1), WNTS (willingness to not share the data) is significantly highest in Keep vs. Do not Keep (82.65%) than in Delete vs. Do not delete (68.91%, p <0.001); Provide vs. Do not provide (67.05%, p <0.001); Keep vs. Delete (72.11%, p =0.006); Delete vs. Keep (73.26%, p =0.01) conditions. Basically, WTS is lowest in keep vs. do not keep as compared to all the conditions (supporting H2a and H2b). In default (left) or default (right), there is no difference on WTNS information among different conditions (p >0.05). 

Defaults. Table 10.2 (row 3) shows there is no significant difference in left default (68.05%), right default (71.41%) and no default (71.78%) conditions on WTNS.

Analysis on Choosing the Default to Not Share the information (D5): 
An ANOVA with condition variable [frame plus default] as predictor of the choosing the default for NOT sharing option revealed no main effect of the condition (F (4,239) = 0.73, p =0.57). There is no difference among any conditions on choosing the default to not share the information (all p >0.05).

Next, I performed two-way ANOVA with frame and defaults as predictors and the following as separate response variables:

Confidence in which information to keep/ delete/ provide: A two-way ANOVA revealed a significant effect of frame on confidence F(5,883) = 5.39, p <0.001. Default, F(2,883) = 0.57, p = 0.57, and the interaction between frame and default, F(10,883) = 1.49, p =0.14, are not significant. Means for different frames are shown in table 10.3. Provide-Scrape condition (M = 5.52) is significantly lower than all other conditions. This shows that participants had significantly lower confidence in provide-scrape condition. This decreased confidence may have occurred because participants felt like they were in a no-win situation where the firm was going to have their information regardless and didn't know which was the better way for the firm to get it (provide themselves or have it scraped). The means for different defaults (table 10.4) are not significantly different from each other.

Table 10.3: MEANS for Confidence regarding information, Difficulty in deciding, Minimizing the effort, Choices influenced responses, Control over information, Trustful about information across different frames


	
	Confidence regarding information
	Difficulty in deciding
	Minimizing the effort
	Choices influenced responses
	Control over information
	Truthful about information

	
	
	
	
	
	
	

	Frame
	Means (SD)
	Means (SD)
	Means (SD)
	Means (SD)
	Means (SD)
	Means (SD)

	Keep - Do Not Keep
	5.97 (0.11)
	1.88 (0.11)
	2.20 (0.11)
	3.06 (0.14)
	4.78 (0.14)
	4.56 (0.14)

	Delete - Do Not Delete
	6.11 (0.11)
	1.97 (0.11)
	2.05 (0.11)
	3.18 (0.14)
	4.95 (0.14)
	4.57 (0.14)

	Provide - Do Not Provide
	5.85 (0.11)
	2.17 (0.11)
	2.11 (0.10)
	3.09 (0.14)
	5.19 (0.14)
	4.67 (0.14)

	Keep - Delete
	5.95 (0.11)
	2.02 (0.11)
	2.00 (0.11)
	2.63 (0.14)
	4.89 (0.14)
	4.41 (0.14)

	Delete - Keep
	6.24 (0.11)
	1.69 (0.11)
	2.26 (0.11)
	3.13 (0.14)
	4.86 (0.14)
	4.76 (0.14)

	Provide - Scrape
	5.52 (0.11)
	2.62 (0.11)
	2.29 (0.11)
	3.68 (0.14)
	4.29 (0.14)
	4.17 (0.14)




Table 10.4: MEANS for Confidence regarding information, Difficulty in deciding, Minimizing the effort, Choices influenced responses, Control over information, Trustful about information across different defaults

	
	Confidence regarding information
	Difficulty in deciding
	Minimizing the effort
	Choices influenced responses
	Control over information
	Truthful about information

	
	
	
	
	
	
	

	Defaults
	Mean (SD)
	Mean (SD)
	Mean (SD)
	Mean (SD)
	Means (SD)
	Means (SD)

	Default – Left
	5.98 (0.07)
	2.09 (0.08)
	2.17 (0.07)
	3.19 (0.10)
	4.88 (0.10)
	4.48 (0.10)

	Default – Right
	5.96 (0.08)
	1.93 (0.08)
	2.11 (0.08)
	3.21 (0.10)
	4.96 (0.10)
	4.55 (0.10)

	No Default
	5.88 (0.07)
	2.16 (0.08)
	2.19 (0.07)
	2.99 (0.10)
	4.64 (0.10)
	4.54 (0.10)




Difficulty in deciding whether to keep/ delete/ provide information: A two-way ANOVA revealed a significant effect of frame on difficulty in deciding F(5,883) = 8.31, p <0.001. Default, F(2,883) = 2.13, p = 0.12, and the interaction between frame and default, F(10,883) = 0.99, p =0.45, are not significant. Means for different frames are shown in table 10.3. Provide-Scrape has the high difficulty (M=2.62) reported by participants, significantly different from all the other frames except provide-do not provide (M=2.17). It is likely that in provide conditions consumers are reluctant to give firms their information and hence it is difficult. The means for different defaults (table 10.4) are not significantly different from each other.

Choice of an option to minimize effort: A two-way ANOVA revealed non-significant effect of frame on choices minimized effort F(5,883) = 1.20, p =0.31, default, F(2,883) = 0.30, p = 0.74, or the interaction between frame and default, F(10,883) = 1.14, p =0.33. Means for different frames and defaults are shown in table 10.3 and 10.4 respectively.

Presentation of choices influenced responses: A two-way ANOVA revealed a significant effect of frame on presentation of choices influenced responses F(5,883) = 5.75, p <0.001. Default, F(2,883) = 1.58, p = 0.21, and the interaction between frame and default, F(10,883) = 0.97, p =0.47, are not significant. Means for different frames are shown in table 10.3. Provide-Scrape condition (M=3.68) is significantly different from Keep-Do not keep (M=3.06, p=0.02), Keep-Delete (M=2.63, p<0.001), and Provide-Do not Provide (M=3.09, p=0.04). The means for different defaults (table 10.4) are not significantly different from each other.

Control over information: A two-way ANOVA revealed a significant effect of frame on control over information F(5,883) = 4.77, p <0.001. The effect of default, F(2,883) = 3.01, p = 0.057 and the interaction between frame and default, F(10,883) = 0.67, p =0.75, were not significant.
Means for different frames are shown in table 10.3. Provide-Scrape condition (M=4.29) is significantly lower than Delete- Do not Delete (M= 4.95, p = 0.01), Keep- Delete (M= 4.89, p = 0.03), Delete- Keep (M = 4.86, p=0.05), and Provide-Do not Provide (M = 5.19, p <0.001). It is understandable that in provide – scrape condition, consumers might feel less control over their information knowing that if they themselves do not provide the information, the firm is going to scrape that information from other sources. The means for different defaults (table 10.4) are not significantly different from each other.

Truthful in the information given to the app: A two-way ANOVA revealed a significant effect of frame on trustful in information given to the app F(5,883) = 2.18, p =0.05. The effect of default, F(2,883) = 0.12, p = 0.88 and the interaction between frame and default, F(10,883) = 1.38, p =0.18, were not significant. Means for different frames are shown in table 10.3. There is no difference in conditions except Provide-Scrape condition (M= 4.17) is significantly lower than Delete-Keep condition (M= 4.76, p =0.05). It seems reasonable that participants are least truthful in provide-scrape condition (although the difference is not significantly lower than all other conditions). It might seem reasonable to lie while providing the information themselves instead of letting the firm scrape the real information from other sources. The means for different defaults (table 10.4) are not significantly different from each other.


Discussion:  Overall, the framing effect is replicated with defaults using a binary scale point. In opt-in No-Default conditions, willingness to share in Keep frame was less than delete and provide frames. No difference in delete and provide frames on willingness to share. In opt-out conditions, Keep-Do not Keep has significantly high opt-out percentage as compared to Delete-Do not Delete and Provide Do not Provide (supporting framing effect). Placement of defaults matter; Willingness to share was highest in No Default then in Left Default and lowest in Right Default in opt-in conditions. Suggesting order of options does not matter, Keep-Delete vs. Delete-Keep are not significantly different from each other. Provide-Scrape has significantly: a) highest willingness to share among all conditions; b) least confidence in sharing information; c) most difficulty deciding what information to share along with Provide-Do not Provide; d) lower control than all other conditions except Keep – Do not Keep.

























CHAPTER 11

META-ANALYSIS: TESTING THE ROBUSTNESS OF THE FRAMING EFFECT 
ACROSS STUDIES


To test the overall validity of H2a and H2b (that willingness to share is lowest in keep frame as compared to delete and provide frames), I performed a traditional single paper meta-analysis (SPM) on the five-studies that included the continuous dependent variable (WTS) (Studies 2a-5). The SPM showed that across five-studies, consumers’ willingness to share the personal information is lowest in the keep frame compared to the delete and provide frames (Table 11.1). 

Table 11.1: Willingness to Share as a function of Frame

	
	Overall Mean
	Provide
	Keep
	Delete

	Total Sample
	2.82
	3.08
	2.38
	2.92

	Low Sensitivity
	3.80
	4.16
	3.22
	3.91

	High Sensitivity
	1.84
	2.00
	1.54
	1.92




For total sample (N=1936), participant’s willingness to share for keep frame (M= 2.38) is significantly lower than provide (M=3.08, p <0.001) and delete (M= 2.92, p <0.001). There was no difference between provide and delete frames (p =0.06).
	For the low sensitivity group (18 information types with low sensitivity), willingness to share for the keep frame (M= 3.22), is significantly lower than provide (M= 4.16, p <0.001) and delete (M = 3.91, p <0.001). Willingness to share for delete is also significantly lower than provide (p =0.01).

For the high sensitive group (18 information types with high sensitivity), participant’s willingness to share for keep frame (M= 1.54) is significantly lower than provide (M=2.00, p <0.001) and delete (M= 1.92, p <0.001). There was no difference between the provide and delete frames (p =0.78).
In the following tables, the willingness to share is profiled by frame and gender (table 11.2), frame and age (table 11.3), frame and education (table 11.4).  The descriptive details of the meta-analysis are shown in the appendix I.
1
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Table 11.2 shows the participants’ willingness to share for different frames across gender.
Table 11.2: Willingness to Share as a function of Frame and Gender

	
	Overall Mean
	Provide
	Keep
	Delete

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Males
	Females
	Others
	Males
	Females
	Others
	Males
	Females
	Others
	Males
	Females
	Others

	
	
	
	
	
	
	
	
	
	
	
	
	

	Total Sample
	2.81
	2.83
	2.74
	3.01
	3.14
	2.98
	2.39
	2.39
	2.13
	2.96
	2.88
	3.09

	Low Sensitivity
	3.76
	3.84
	3.65
	4.02
	4.27
	4.01
	3.19
	3.27
	2.74
	3.96
	3.86
	4.17

	High Sensitivity
	1.87
	1.82
	1.83
	2.00
	2.01
	1.95
	1.59
	1.51
	1.53
	1.95
	1.90
	2.01





Table 11.3 shows the participants’ willingness to share for different frames across different age groups.
Table 11.3: Willingness to Share as a function of Frame and Age
	
	Overall Mean
	Provide
	Keep
	Delete

	
	18-34
	35-64
	65 above
	18-34
	35-64
	65 above
	18-34
	35-64
	65 above
	18-34
	35-64
	65 above

	
	
	
	
	
	
	
	
	
	
	
	
	

	Total Sample
	2.87
	2.74
	2.83
	3.18
	2.98
	2.53
	2.40
	2.32
	2.85
	2.95
	2.83
	3.15

	Low Sensitivity
	3.88
	3.67
	3.82
	4.32
	3.98
	3.49
	3.28
	3.09
	3.62
	3.95
	3.80
	4.33

	High Sensitivity
	1.86
	1.81
	1.83
	2.05
	1.97
	1.57
	1.52
	1.55
	2.08
	1.96
	1.85
	1.97



Table 11.4 shows the participants’ willingness to share for different frames across different education groups
Table: 11.4 Willingness to Share as a function of Frame and Education
	
	Overall Mean
	Provide
	Keep
	Delete

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	Less than College
	Some College 
	More than College
	Less than College
	Some College 
	More than College
	Less than College
	Some College 
	More than College
	Less than College
	Some College 
	More than College

	
	
	
	
	
	
	
	
	
	
	
	
	

	Total Sample
	2.87
	2.82
	2.77
	3.12
	3.08
	3.05
	2.50
	2.39
	2.24
	2.96
	2.93
	2.83

	Low Sensitivity
	3.89
	3.82
	3.64
	4.20
	4.19
	4.00
	3.45
	3.24
	2.92
	3.96
	3.94
	3.73

	High Sensitivity
	1.86
	1.82
	1.91
	2.04
	1.97
	2.12
	1.55
	1.54
	1.56
	1.95
	1.92
	1.92
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CHAPTER 12

GENERAL DISCUSSION


Six studies and one meta-analysis demonstrate that different frames (provide vs. keep vs. delete), affect the consumers’ willingness to share personal information with the firm.  Study 1 showed that autonomy is lower in the keep frame compared to the delete and provide frames. Study 2a (on MTurk) showed the effect of different frames on consumers’ willingness to share personal information. I found that in keep frame consumers share at the lowest rate compared to the delete and provide frames. Study 2b, replicated the framing effect found in study 2a on another platform (Prolific). Study 3 tested the process mechanism with autonomy as a single mediator and found a significant effect of different frames on consumer autonomy (study 1 results replicated) but didn’t find an effect of autonomy on consumers’ willingness to share personal information. Study 4 tested another factor, action/ inaction cues and their effect on consumers’ willingness to share but didn’t find any significant effect. Study 4 also eliminated other possible alternate mechanisms to explain framing effect – perceived control, fluency, and locus of control. Study 5 provided process evidence for the framing effect through serial mediation of consumer autonomy and consumer vulnerability. Finally, study 6 demonstrated the framing effect with defaults, providing additional managerial insights and extending the prior results to choice situations. The framing effect (keep < (delete=provide)) is replicated and defaults had a significant effect on consumers’ willingness to share. 
To further confirm the findings, a single paper meta-analysis was conducted on studies (2a-5). The analysis estimated the effect of frames on the total sample (N=1936) (keep < (delete = provide)). For low sensitive group (18 information types), framing effect on WTS was (keep < delete < provide) and for high sensitive group (18 information types), it was (keep < (delete = provide)). Overall, the framing effect was supported as in prior studies. 
The overall finding from these studies was that participant’s willingness to share for keep frame is significantly lower than the provide and delete frames. There was no difference between provide and delete frames.  These findings have several managerial and theoretical implications.
When people are asked if the firm can keep the information that the firm already has about them, they experience loss of their autonomy and become vulnerable. To fight back this vulnerability and get the autonomy back, they react by sharing less (i.e., keeping less) information with the firm. Contrary to that, people asked to delete information that firm already have about them, they do not experience loss of autonomy as much as compared to keep frame and thus are not as vulnerable as people in keep frame. They share information more than people in keep frame. In the provide frame, the firm doesn’t have the information, the full autonomy is with consumer about which data to share with the firm, therefore there are lowest feelings of vulnerability and people share the most, unless vulnerability is made salient by highlighting the potential for information to be shared with third parties. 
	 

Theoretical Implications
Privacy Literature. First, the findings contribute to the privacy literature by exploring the effect of deletion frames (delete and keep) as contextual factor on consumers’ willingness to share personal information. This dissertation has introduced deletion frames as new contextual factor that affects consumers’ information sharing. Second, by identifying consumer autonomy and consumer vulnerability as working mechanism (serial mediators) in information sharing literature. Consumer data vulnerability has been studied before in privacy literature in the context of data breaches and firm performances (Martin, Borah and Palmatier 2017) but has not been studied from a consumers’ information sharing perspective. Consumer autonomy as a mediator has not been studied in the privacy literature before. 

Framing Literature. This dissertation identifies a new type of framing effect and its impact on consumer decision making. The two ways of framing the deletion request studied in this research – ‘delete’ and ‘keep’ are similar to select/ reject framing (Shafir 1993) in valence but differs in context and operationalization. Both delete and keep frames are loaded options, yet they behave differently when it comes to information sharing. The reasoning of loss aversion (which has been proposed to explain differences in choices under select vs reject frames) can’t explain the mechanism underlying differences between keep and delete frames. Rather, I propose (and find evidence) that these frames impact choices due to changes in perceived autonomy and vulnerability.

Information Sharing Literature. This research starts to lay the groundwork for a new orientation/ construct called “Personal Data Management” (PDM). PDM includes decision making to share, delete, modify as well as protect the data. This extends literature that focuses on disclosure only. Willingness to share is a broader term that encompasses providing data, allowing data to be kept, or deciding on whether data should be deleted.
Life Cycle of Data: 

	With regulations giving different rights to consumers such as right to modify, right to delete, right to protect, the data flow in the data ecosystem has evolved into different phases. Previously, consumers would provide companies their data, which would benefit the company and would sometimes benefit the consumer (Kim et al 2019). Once the data was provided, consumers had little opportunity to modify or delete the data. Now the data flows through different phases of acquisition, maintenance, and disposition. Acquisition is where firms acquire consumers’ data by (1) requesting data from consumers or having consumers provide their own data (request/ provide), (2) scraping consumers’ data from online sources (scrape), (3) acquiring consumers’ data from third parties or from consumers selling their own data (acquire/sell). Maintenance is where both firm and consumers maintain the data by (1) modifying incorrect information at the firm’s end or (2) keeping some or all of the information at firm’s databases. Disposition is where both firms and consumers delete some or all of the data from the firms’ databases. At each of these stages, consumers and firms must also take steps to protect their data. Systems are now set up where the data flow through the stages can occur a multitude of ways depending on the actions taken by both the consumers and the marketer. For example: The consumer provides the data (acquisition phase), the firm keeps the data (maintenance phase), the consumer then modifies the data (maintenance phase), changes the security preferences so that it is no longer accessible to third party (maintenance phase), later decides to delete some of the data (disposition phase) and keeps the rest (maintenance phase). Therefore, the orientation of PDM needs to be studied holistically with all the phases acting dynamically and concurrently for consumers and marketers.
Uses and Implications of Personal Data Management:
	Both managers and policy makers can benefit by better understanding the data flows that are now more prominent and required as a result of the new regulatory statues of GDPR and CCPA. Managers are grappling to understand how to comply with new regulations and also are facing threats from competitors who are deciding to compete on the basis of their privacy protection actions. By adopting a personal data management orientation, managers have a template of activities that will help them formulate new ways of managing consumer data. Regulators can use the structure provided by this orientation to monitor and evaluate the fairness of marketer actions. It can be used to structure privacy notices. Managers can use this as an organizational framework to educate consumers about the controls and how to use them. This orientation also sheds light on the critical areas where protection is needed that the firm and consumer need to actively act on. Thus, this paper presents a new orientation that delineates stages in an updated data management system. The PDM orientation is of interest to academics as it provides structure to further study how systems can help motivate consumers to self-regulate and to measure how marketers’ compliance to these data practices are linked to customer satisfaction and the marketers’ performance.

Managerial Implications. GDPR and CCPA have given consumers right to control their data. This dissertation helps firms to navigate legislative requirements for one of such controls – ‘deletion’. This dissertation suggests that deletion is a viable option for giving consumers control over their information. It also tests the impact of different deletion frames on the extent of information sharing. For managers, it is important that consumers share their data. Therefore, this research suggests that if companies need to give consumers an option to delete their data, they should ask them ‘which information they want to delete?’ rather than asking them what data they would like to keep. Six studies and one meta-analysis consistently shows that personal information sharing is least in keep frame. This dissertation also tests frames with defaults (a policy/ choice tool) and measures managerially relevant measures – options that share data with the firms and options that do not share data with the firms. Results of that study confirms that frames have an influence on willingness to share in opt-in as well as in opt-out formats. Placement of defaults matter whether left or right as willingness to share was highest in no-default conditions, lower in left defaults and least in right defaults. Provide-Scrape condition has highest willingness to share, least confidence, most difficulty, and lowest control. When people feel like they lack control, they are more likely to provide false information. Keep- Do not Keep is the only condition that does not significantly differ from provide-scrape on sense of control, which is consistent with the proposed theory that the lack of autonomy creates a perceived threat in that condition. For Keep-Delete vs. Delete-Keep order did not matter. Given that placement of defaults matter, this suggests that firms may want to order in ways that can favorably place the default for them.

Policy Implications.  Policy makers want consumers to not share their personal information. Therefore, according to this research they should make it mandatory for/ recommend the firms to ask in terms of ‘which information do you want to keep?’ such that consumers share less information. Regarding the use of defaults, this dissertation shows that defaults influence willingness to share. However, further research is needed to better understand whether the use of defaults should be encouraged, or discouraged particularly given debates in the literature regarding the use of defaults (Smith, Goldstein, and Johnson 2013; Johnson, Bellman and Lohse 2002; Appelt et al. 2014)



Limitations and Further Research
First, in the current research, the dependent variable is the consumers’ willingness to share personal information. The findings although consistent across all the studies, including study 6 which required participants to make choices about sharing or not sharing their data, do not account for actual behavioral measure of the information sharing. Future research could examine the effect of these frames in an actual setting in a field experiment to generalize the results.
Second, the shared autonomy scale used in the dissertation needs more exploration. In the context of this dissertation the shared autonomy was between firm and consumers (a dyad). Future research can explore the shared autonomy in the context of groups (three or more than three parties) and add more items to the scale.
Third, this dissertation measures consumers’ willingness to share personal information on 36 information types. These information types ranged from personal to general, from financial to healthcare to security details etc. Future research can delve deeper into individual data types and can focus on the quality of the data that frames affect rather than the extent (quantity) of the data, particularly since the findings regarding honesty of information provided in the scrape condition in Study 6 suggests that some frames or contexts may negatively impact data quality. Managers would be interested in the quality of some of the information types depending on the contexts. 
Fourth, as shown in appendix A, companies use various synonyms of the word delete in their messages to consumers such as ‘close accounts’, ‘clear conversations’ etc. The current research looked at the overarching theme of deletion and its difference with keeping. Future research can explore whether these different synonyms of deletion have same impact on consumers’ autonomy and hence vulnerability. 
Fifth, like any online survey, this dissertation also has some limitations. The studies in this dissertation are run on Mturk and Prolific. The researcher only knows about the participants (demographic data and some aggregate level data such as income level etc.) that they have provided. There is no guarantee that participants provided accurate demographic or characteristic information. Also, the issue of self-selection bias can’t be ignored. These online platforms advertise the posts/ surveys which participants could take. Some people are completely desensitizing to the advertising on the website and would completely ignore the ads. In short, there is a tendency of some individuals to respond to an ad to participate in an online survey, while others ignore it, leading to a systematic bias. Future research can do a field study with actual consumers or a secondary dataset might help reduce the limitations of the online survey.
In conclusion, this dissertation shows that different frames affect consumers’ willingness to share differently. From a practical point of view, these findings have important implications for managers and policy makers, deciding how to give consumers the right to delete their data. From theoretical standpoint, these results offer insights into the mechanisms underlying the framing effect and more generally proposes a need of a new construct ‘Personal Data Management’ that will be needed by consumers, managers, marketers, policy makers and academicians alike.
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Appendix B

	Table B: Comparison between CCPA and GDPR

	
	
	
	
	

	 
	CCPA
	GDPR
	Comparison
	Practical Law resources and citations

	Who is Regulated?
	Any for-profit entity doing business in California, that meets one of the following:
- Has a gross revenue greater than $25 million.
- Annually buys, receives, sells, or shares the personal information of more than 50,000 consumers, households, or devices for commercial purposes.
- Derives 50 percent or more of its annual revenues from selling consumers’ personal information.

The law also applies to any entity that either:
- Controls or is controlled by a covered business.
- Shares common branding with a covered business, such as a shared name, service mark, or trademark.

Parts of the CCPA apply specifically to:
- Service providers.
- Third parties.
	Data controllers and data
processors:
- Established in the EU that process personal data in the context of activities of the
EU establishment, regardless of whether the data processing takes place within
the EU.
- Not established in the EU that process EU data subjects’ personal data in connection with offering goods or services in the EU,
or monitoring their behavior.
	The scope and territorial
reach of the GDPR is much broader.

Substantially different in
parties regulated.
	CCPA
Cal. Civ. Code § 1798.140(c).

Practice Note, California Privacy and Data Security Law: Overview: CCPA Scope (6-597-4106).

GDPR

Article 3.

Practice Note, Determining the Applicability of the GDPR (W-003-8899).

	Who is Protected?
	Consumers, defined as California residents that are either:
- In California for other than a temporary or transitory purpose.
- Domiciled in California but are currently outside the State for a temporary or transitory purpose.

Consumers include:
- Customers of household goods and services.
- Employees.
- Business-to-Business transactions.
	Data subjects, defined as identified or identifiable persons to which personal data relates.
	Substantially different in approach, but similarly broad in effect.

Both laws focus on information that relates to an identifiable natural person, however the definitions differ.

Both have potential extraterritorial effects that businesses located outside the jurisdiction must consider.
	CCPA
Cal. Civ. Code § 1798.140(g) and Cal. Code Regs. tit. 18,
§17014.

Practice Note, California Privacy and Data Security Law: Overview: CCPA Scope (6-597-4106).

GDPR
Article 4(1).

Practice Note, Overview of EU General Data Protection Regulation: Identifiability
(W-007-9580).

	What Information is Protected?
	Personal information that identifies, relates to, describes, is capable of being associated with, or may reasonably be linked, directly or indirectly, with a particular consumer or household.

The statutory definition includes a list of specific categories of personal information. 

Personal information does not include certain publicly available government records. The CCPA also excludes certain personal information covered by other sector specific legislation from its coverage scope.
	Personal data is any information relating to an identified or identifiable data subject.

The GDPR prohibits processing of defined special categories of personal data unless a lawful justification for processing applies.
	Substantially similar.
However, the CCPA definition also includes information linked at the household or device level.
	CCPA
Cal. Civ. Code §§ 1798.140(o)
and 1798.145(c)-(f).

Practice Note, California
Privacy and Data Security
Law: Overview: Personal
Information under CCPA
(6-597-4106).

GDPR

Articles 4(1) and 9(1).

Practice Note, Overview of
EU General Data Protection
Regulation: Personal Data and
Data Subjects (W-007-9580)
and Special Categories of
Personal Data (W-007-9580).

	Anonymous,
Deidentified,
Pseudonymous, or
Aggregated Data
	The CCPA does not restrict a business’s ability to collect, use, retain, sell, or disclose a consumer information that is deidentified or aggregated.

However, the CCPA  establishes a high bar for claiming data is deidentified or aggregated

Pseudonymous data may qualify as personal information under the CCPA because it remains capable of being associated with a particular consumer or household. However, the statute does not clearly categorize or exclude pseudonymous data as personal information.
	Pseudonymous data is considered personal data.

Anonymous data is not considered personal data.

While the GDPR does not mention deidentified data, the CCPA definition is similar to GDPR’s concept of anonymous data.
	The CCPA and GDPR
pseudonymization definitions are very similar and both require technical controls to prevent reidentification to qualify.

The CCPA primarily discusses
pseudonymization in the context of using personal information collected from a consumer for other purposes, for research. It does not appear to help businesses generally avoid the CCPA’s
requirements.

At this point, it is unclear
how different the position
under the GDPR is.
	CCPA
Cal. Civ. Code §§ 1798.140(a),
(h), (o), (r), and 1798.145(a)(5).

Practice Note, California
Privacy and Data Security
Law: Overview: Personal
Information under CCPA
(6-597-4106).

GDPR
Article 4(5).

Practice Note, Anonymization
and Pseudonymization under
the GDPR (W-007-4624).

	Opt-Out Right for
Personal Information
Sales
	Businesses must enable and comply with a consumer’s request to opt-out of the sale of personal information to third parties, subject to certain defenses.

Must include a “Do Not Sell My Personal Information” link in a clear and conspicuous location on a website homepage.

Must not request reauthorization to sell a consumer’s personal information for at least 12 months after the person
opts-out.
	The GDPR does not include a specific right to opt-out of personal data sales.
However, the GDPR does
contain other rights a data subject may use to obtain a similar result in certain circumstances. For example, it does permit data subjects, at any time, to:
- Opt-out of processing data for marketing purposes.
- Withdraw consent for processing activities.

This allows data subjects to opt-out of third-party sales that support marketing purposes or rely on consent for their legal processing basis.
	Substantially different.
	CCPA
Cal. Civ. Code §§ 1798.120 and 1798.135(a)-(b).

GDPR
Practice Note, Overview of EU General Data Protection Regulation: Processing for Direct Marketing Purposes
(W-007-9580) and Lawfulness of Processing (W-007-9580).

	Right of Disclosure or Access
	Consumers have a right to request disclosure of their personal information, and to receive additional details regarding the personal information a business collects and its use purposes, including any third parties with which it shares information.
	Data subjects have a right to access their personal data, including receiving a copy and to obtain certain information about the data controller’s
processing.
	Broadly similar rights of disclosure/access.

The CCPA’s right is only to obtain a written disclosure of the information. The GDPR allows broader access, which is not limited to a written disclosure in a
portable format.
	CCPA
Cal. Civ. Code §§ 1798.100(d), 1798.110, 1798.115.

Practice Note, California
Privacy and Data Security Law: Overview: Consumer Rights Under the CCPA (6-597-4106).

GDPR
Article 15.
Practice Note, Data Subject Rights Under the GDPR: Personal Data Access Right (W-006-7553).

	Right to Deletion /
Erasure (The Right to be Forgotten)
	A consumer has the right to deletion of personal information a business has collected, subject to certain exceptions.

The business must also instruct its service providers to delete the data.
	Data subjects have the right to request erasure of personal data under six circumstances (the right
to be forgotten).

Data controllers must also take reasonable steps to inform any other data controllers also processing the data.
	Similar data deletion
rights.

The GDPR right only applies if the request meets one of six specific conditions while the CCPA right is broad.

However, the CCPA also allows business to refuse the request on much broader grounds than the GDPR.

The GDPR’s obligation to inform downstream data recipients of the person’s deletion request is also broader.
	CCPA
Cal. Civ. Code § 1798.105.
Practice Note, California Privacy and Data Security Law: Overview: Consumer Rights Under the CCPA (6-597-4106)

GDPR
Article 17.
Practice Note, Data Subject Rights under the GDPR: Personal data erasure right (”Right to be forgotten”) (W-006-7553).

	Right of rectification
	None.
	The GDPR grants data subjects the right to:
- Correct inaccurate personal data.
- Complete incomplete personal data.
	Substantially different.
	GDPR
Article 16.

Practice Note, Data Subject Rights under the GDPR: Personal Data Rectification Right (W-006-7553).

	Right to Restrict Processing
	None, other than the right to opt-out of personal information sales.
	Right to restrict processing of personal data, under certain
circumstances.
	Substantially different.
	CCPA
Cal. Civ. Code § 1798.120.

GDPR
Article 18.

Practice Note, Data Subject Rights under the GDPR: Data Processing Restriction Right (W-006-7553).

	Right to Object to
Processing
	None, other than the right to opt-out of personal information sales.
	Right to object to processing for profiling, direct marketing, and statistical, scientific, or historical research purposes.
	Substantially different.
	CCPA
Cal. Civ. Code § 1798.120.

GDPR
Article 21.

Practice Note, Data Subject Rights under the GDPR: Data Processing Objection Right
(W-006-7553).

	Penalties (Private
Rights of Action)
	The CCPA establishes a narrow private right of action for certain data breaches involving a sub-set of personal information. However, the CPPA grants
companies a 30-day period to cure violations, if possible.

Consumers may seek the greater of actual damages or statutory damages ranging from $100 to $750 per consumer per incident.

Courts may also impose injunctive or declaratory relief.
	The GDPR establishes a private right of action for material or non-material damage caused by a data controller or data processors breach of the GDPR.
	Substantially different in scope, but violations of either may potentially result in significant economic liability.
	CCPA
Cal. Civ. Code § 1798.150.

Practice Note, California
Privacy and Data Security Law: Overview: CAG Enforcement and Private Actions Under the CCPA (6-597-4106).

GDPR
Article 82.

Practice Note, GDPR and DPA 2018: enforcement, sanctions and remedies (UK): Remedies, liability and penalties (W-005-2487).

	Penalties (Civil Fines)
	The California AG may bring actions for civil penalties of $2,500 per violation, or up to $7,500 per violation if intentional.

However, the CCPA also grants businesses a 30-day cure period for noticed violations.
	Administrative fines can reach EUR20 million or 4% of annual global revenue, whichever is highest.

EU Member States can impose their own penalties applicable to infringements of the GDPR that are not subject to administrative fines under Article 83, GDPR.
	Approach to calculating fines differs, but violations of either may potentially result in significant economic liability.
	CCPA
Cal. Civ. Code §1798.155.
Practice Note, California
Privacy and Data Security Law: Overview: CAG Enforcement and Private Actions Under the CCPA (6-597-4106).

GDPR
Article 83-84.

Practice Note, GDPR and
DPA 2018: enforcement,
sanctions and remedies (UK) (W-005-2487).



Appendix C


List of Information Types (used in Study 1)
1. Place of birth 
2. Race
3. Religion                                    
4. Height
5. Email address                                 
6. Birthdate
7. Zip-code                                         
8. Political affiliation
9. Occupation                                     
10. Sexual preference
11. Mother's maiden name                   
12. GPS location
13. Social security number                   
14. IP address
15. Credit card number

List of Information Types (used in all other studies)
1. Place of birth
2. Race
3. Religion
4. Weight
5. Height
6. E-mail address
7. Birth date
8. Zip-code
9. Number of children
10. Political Affiliation
11. Sexual Preference
12. Occupation
13. Mother’s maiden name
14. Online screen name
15. License plate number
16. Medical history
17. Pictures (face)
18. Home address
19. Home Phone Number
20. GPS location
21. Cell phone number
22. Income level
23. Survey answers provided to online quizzes
24. Fingerprint
25. Driver’s License
26. Vehicle registration number
27. Credit card number
28. IP address
29. Social security number
30. Credit score
31. Financial account numbers
32. Security codes/ access codes/ passwords
33. DNA profile
34. Digital signature
35. Health insurance ID number
36. Passport number


Appendix D

Autonomy Scale (used in Study 1) Coefficient Alpha = 0.881 (deletion scenario)
· While deleting the information, I felt complete control over my decision.
· Deleting the information did not influence my sense of free will.
· When deleting the information, I felt as if I have less free will [R].
· Deleting this information was completely my decision.
· When deleting this information, I am confident I made the right decision.
· I was free to make the decision to delete this information.
· There were no external influences impacting my decision to delete this information.
· I believe that I had a choice over which information to delete.
· I felt like it was my own choice as to which information to delete.

adapted from Zwebner, Y., & Schrift, R. Y. (2020)

Appendix E
Scenario 

Introduction
 
Take a minute and think of someone you consider a good friend; someone you feel close to. 
Please write down their first name.


Delete (Friend):


Imagine you created a new account on a social media app. 

It automatically populated with your information taken from different online sources and this information is then available to your friends who are on this social media app including <Friend’s Name>.

<List of all the information types>

Imagine, for each of the abovementioned types of information, you have to indicate whether you want to delete this information from the app so this information is not shared with <Friend’s Name>



Provide (Friend):

Imagine that you created a new account on a social media app, and they ask you to choose to provide the following information. This information is then available to friends you choose who are on this social media app including <Friend’s Name>.


<List of all the information types>

Imagine, for each of the abovementioned types of information, you have to indicate whether you want to provide this information to the app so this information is shared with <Friend’s Name>




Keep (Friend):

Imagine you created a new account on a social media app. 

It automatically populated with your information taken from different online sources and this information is then available to your friends who are on this social media app including <Friend’s Name>.

<List of all the information types>

Imagine, for each of the abovementioned types of information, you have to indicate whether you want to keep this information on the app so this information is shared with <Friend’s Name>.




<Manipulation Check>

In the task earlier in the survey, you were asked to ………………… the information on the social media app.

· Provide
· Keep
· Delete

Appendix F
Individual Difference of Autonomy Scale (used in Study 4) Coefficient Alpha = 0.895
· My decisions represent my most important values and feelings
· I strongly identify with the things that I do
· My actions are congruent with who I really am
· My whole self stands behind the important decisions I make
· My decisions are steadily informed by things I want or care about

adapted from Authorship/ Self-congruences dimension of Explicit Autonomy Disposition scale from Weinstein, Przybylski and Ryan 2012


Appendix G

Locus of Control Scale (used in Study 4) Coefficient Alpha = 0.891
· I can do just about anything I really set my mind to.
· When I really want to do something, I usually find a way to succeed at it.
· Whether or not I am able to get what I want is in my own hands.
· What happens to me in the future mostly depends on me.
· There is little I can do to change many of the important things in my life.
· I often feel helpless in dealing with the problems of life.
· Other people determine most of what I can and cannot do.
· What happens in my life is often beyond my control.
· There are many things that interfere with what I want to do.
· I have little control over the things that happen to me.
· There is really no way I can solve the problems I have.
· I sometimes feel I am being pushed around in my life.


taken from Lachman, and Weaver (1998)

Appendix H

Consumer Vulnerability Scale (used in Study 5) Coefficient Alpha = 0.667 (deletion scenario)
The personal information the social media app has stored about me makes me feel:

· Insecure
· Exposed
· Threatened
· Vulnerable
· Susceptible
taken from (Martin, Borah and Palmatier 2017 )
Appendix I

Descriptive Tables of Meta-Analysis


Table I.1 Frequency Distribution of Gender across studies

	
	Study 2a
	Study 2b
	Study 3
	Study 4
	Study 5
	All Studies Combined

	
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%

	Males
	247
	48.3
	217
	43.4
	105
	49.5
	124
	37.8
	98
	25.5
	791
	40.9

	Females
	263
	51.5
	273
	54.6
	102
	48.1
	196
	59.8
	270
	70.1
	1104
	57

	Others
	1
	0.2
	10
	2
	5
	2.4
	8
	2.4
	17
	4.4
	41
	2.1

	Total
	511
	100
	500
	100
	212
	100
	328
	100
	385
	100
	1936
	100





Table I.2 Frequency Distribution of Age across studies


	
	Study 2a
	Study 2b
	Study 3
	Study 4
	Study 5
	All Studies Combined

	
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%

	18 - 24
	25
	4.9
	140
	28
	58
	27.4
	125
	38.1
	142
	36.9
	490
	25.3

	25 - 34
	169
	33.1
	178
	35.6
	75
	35.4
	126
	38.4
	118
	30.6
	666
	34.4

	35 - 44
	145
	28.4
	89
	17.8
	42
	19.8
	61
	18.6
	62
	16.1
	399
	20.6

	45 - 54
	80
	15.7
	43
	8.6
	22
	10.4
	9
	2.7
	26
	6.8
	180
	9.3

	55 - 64
	65
	12.7
	31
	6.2
	12
	5.7
	5
	1.5
	24
	6.2
	137
	7.1

	65 - 74
	25
	4.9
	18
	3.6
	3
	1.4
	1
	0.3
	11
	2.9
	58
	3

	75 - 84
	2
	0.4
	1
	0.2
	0
	0
	0
	0
	2
	0.5
	5
	0.3

	Total
	511
	100
	500
	100
	212
	100
	328
	100
	385
	100
	1936
	100








Table I.3 Frequency Distribution of Education across studies

	
	Study 2a
	Study 2b
	Study 3
	Study 4
	Study 5
	All Studies Combined

	
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%
	N
	%

	Less than high school
	1
	0.2
	5
	1
	5
	2.4
	2
	0.6
	4
	1
	17
	0.9

	High school graduate
	51
	10
	59
	11.8
	24
	11.3
	30
	9.1
	44
	11.4
	208
	10.7

	Some college
	129
	25.2
	124
	24.8
	62
	29.2
	96
	29.3
	120
	31.2
	531
	27.4

	2-year degree
	57
	11.2
	55
	11
	8
	3.8
	22
	6.7
	24
	6.2
	166
	8.6

	4-year degree
	204
	39.9
	176
	35.2
	70
	33
	114
	34.8
	140
	36.4
	704
	36.4

	Professional degree
	65
	12.7
	65
	13
	36
	17
	56
	17.1
	49
	12.7
	271
	14

	Doctorate
	4
	0.8
	16
	3.2
	7
	3.3
	8
	2.4
	4
	1
	39
	2

	Total
	511
	100
	500
	100
	212
	100
	328
	100
	385
	100
	1936
	100






Table I.4 Mean Distribution of Sensitivity across studies*


	
	Study 2a
	Study 2b
	Study 3
	Study 4
	Study 5
	All Studies Combined

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Race
	511
	2.95
	2.05
	500
	3.08
	1.93
	212
	2.88
	1.84
	328
	2.82
	1.85
	385
	3.14
	1.97
	1936
	2.99
	1.95

	Height
	511
	3.44
	2.12
	500
	3.33
	2.01
	212
	3.14
	1.85
	328
	2.96
	1.87
	385
	3.36
	1.98
	1936
	3.28
	2

	Online Screen Name
	511
	3.33
	2.16
	500
	3.17
	2.03
	212
	3.17
	1.96
	328
	3.09
	2.06
	385
	3.63
	2.17
	1936
	3.29
	2.1

	Religion
	511
	3.43
	2.1
	500
	3.61
	1.94
	212
	3.47
	1.91
	328
	3.49
	1.99
	385
	3.83
	2.03
	1936
	3.57
	2.01

	Occupation
	511
	3.75
	2.07
	500
	3.7
	1.9
	212
	3.48
	1.77
	328
	3.48
	1.85
	385
	3.9
	1.93
	1936
	3.69
	1.93

	Number of Children
	511
	3.83
	2.21
	500
	3.88
	2.04
	212
	3.9
	1.95
	328
	3.68
	2.03
	385
	3.92
	2.05
	1936
	3.84
	2.08

	Political Affiliation
	511
	3.9
	2.04
	500
	3.96
	2.02
	212
	4.06
	1.91
	328
	4.04
	1.93
	385
	4.2
	2.03
	1936
	4.02
	2

	Pictures (Face)
	511
	4.16
	2.06
	500
	4.24
	1.97
	212
	3.82
	1.89
	328
	3.51
	1.96
	385
	4.26
	1.91
	1936
	4.05
	1.99

	Weight
	511
	4.03
	2.16
	500
	4.18
	2.07
	212
	4.33
	2.08
	328
	4.38
	1.99
	385
	4.55
	1.96
	1936
	4.27
	2.07

	Sexual Preference
	511
	4.14
	2.23
	500
	4.33
	2.09
	212
	4.21
	2.07
	328
	4.2
	2.08
	385
	4.46
	2.07
	1936
	4.27
	2.12

	Place of Birth
	511
	4.19
	2.03
	500
	4.29
	1.94
	212
	4.19
	1.94
	328
	4.2
	2
	385
	4.64
	1.96
	1936
	4.31
	1.98

	Survey Answers
	511
	4.29
	2.18
	500
	4.41
	2.05
	212
	4.42
	2
	328
	4.73
	1.95
	385
	4.75
	2.02
	1936
	4.5
	2.07

	Birthdate
	511
	4.84
	2.03
	500
	4.6
	1.95
	212
	4.47
	2.01
	328
	4.16
	2.1
	385
	4.79
	2
	1936
	4.61
	2.03

	Email address
	511
	4.72
	2
	500
	4.5
	1.9
	212
	4.54
	1.79
	328
	4.28
	1.92
	385
	4.97
	1.7
	1936
	4.62
	1.89

	Zipcode
	511
	4.72
	2
	500
	4.96
	1.83
	212
	4.92
	1.76
	328
	5.01
	1.74
	385
	5.24
	1.67
	1936
	4.96
	1.83

	Income Level
	511
	5.54
	1.7
	500
	5.5
	1.61
	212
	5.67
	1.49
	328
	5.7
	1.53
	385
	5.71
	1.53
	1936
	5.6
	1.59

	Mothers Maiden Name
	511
	5.74
	1.74
	500
	5.78
	1.6
	212
	5.53
	1.83
	328
	5.29
	1.92
	385
	5.81
	1.6
	1936
	5.67
	1.73

	Cell Phone Number
	511
	5.91
	1.6
	500
	5.88
	1.52
	212
	5.7
	1.57
	328
	5.39
	1.8
	385
	5.98
	1.42
	1936
	5.81
	1.59

	Home Phone Number
	511
	5.9
	1.65
	500
	5.91
	1.58
	212
	6
	1.43
	328
	5.8
	1.54
	385
	6.15
	1.3
	1936
	5.95
	1.53

	License Plate Number
	511
	6.17
	1.41
	500
	6.24
	1.28
	212
	6.07
	1.3
	328
	6.04
	1.42
	385
	6.39
	1.07
	1936
	6.2
	1.31

	Home Address
	511
	6.17
	1.48
	500
	6.39
	1.22
	212
	6.25
	1.26
	328
	6.17
	1.31
	385
	6.52
	0.95
	1936
	6.3
	1.27

	IP Address
	511
	6.03
	1.52
	500
	6.23
	1.34
	212
	6.34
	1.25
	328
	6.47
	1.13
	385
	6.64
	0.84
	1936
	6.31
	1.28

	Credit Score
	511
	6.38
	1.22
	500
	6.46
	1.09
	212
	6.34
	1.11
	328
	6.43
	1.02
	385
	6.44
	1.12
	1936
	6.42
	1.12

	GPS Location
	511
	6.31
	1.31
	500
	6.42
	1.24
	212
	6.5
	1.1
	328
	6.53
	1.07
	385
	6.8
	0.62
	1936
	6.5
	1.13

	Medical History
	511
	6.51
	1.21
	500
	6.67
	0.93
	212
	6.53
	1
	328
	6.39
	1.15
	385
	6.68
	0.77
	1936
	6.57
	1.04

	Vehicle Registration Number
	511
	6.55
	1.11
	500
	6.69
	0.88
	212
	6.48
	1.18
	328
	6.5
	1.09
	385
	6.79
	0.61
	1936
	6.62
	0.98

	DNA Profile
	511
	6.5
	1.21
	500
	6.66
	0.98
	212
	6.57
	0.94
	328
	6.63
	1.01
	385
	6.78
	0.82
	1936
	6.63
	1.02

	Digital Signatures
	511
	6.51
	1.17
	500
	6.57
	1.01
	212
	6.68
	0.91
	328
	6.71
	0.88
	385
	6.83
	0.62
	1936
	6.64
	0.97

	Drivers License
	511
	6.66
	0.99
	500
	6.75
	0.71
	212
	6.45
	1.24
	328
	6.5
	1.07
	385
	6.79
	0.6
	1936
	6.66
	0.91

	Health Insurance ID
	511
	6.61
	1.01
	500
	6.77
	0.76
	212
	6.65
	0.93
	328
	6.65
	0.9
	385
	6.82
	0.65
	1936
	6.7
	0.86

	Fingerprints
	511
	6.64
	1.02
	500
	6.76
	0.8
	212
	6.73
	0.76
	328
	6.7
	0.98
	385
	6.87
	0.54
	1936
	6.74
	0.86

	Passport
	511
	6.65
	0.97
	500
	6.8
	0.73
	212
	6.7
	0.97
	328
	6.67
	0.91
	385
	6.88
	0.51
	1936
	6.74
	0.83

	Credit Card Number
	511
	6.74
	0.93
	500
	6.86
	0.67
	212
	6.77
	0.77
	328
	6.83
	0.66
	385
	6.97
	0.25
	1936
	6.84
	0.71

	Financial Account Number
	511
	6.77
	0.86
	500
	6.89
	0.6
	212
	6.8
	0.76
	328
	6.81
	0.69
	385
	6.93
	0.38
	1936
	6.84
	0.68

	Passwords
	511
	6.75
	0.88
	500
	6.9
	0.55
	212
	6.84
	0.66
	328
	6.82
	0.69
	385
	6.97
	0.26
	1936
	6.85
	0.66

	SSN
	511
	6.79
	0.79
	500
	6.94
	0.44
	212
	6.83
	0.65
	328
	6.85
	0.6
	385
	6.98
	0.18
	1936
	6.88
	0.58



*Note: Table is sorted by mean of the sensitivity of all studies combined.




Table I.5 Mean Distribution of Willingness to Share across studies*

	
	Study 2a
	Study 2b
	Study 3
	Study 4
	Study 5
	All Studies Combined

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Online Screen Name
	511
	4.95
	2.23
	500
	4.99
	2.14
	212
	5.39
	2.1
	328
	5.72
	1.77
	385
	5.31
	2.08
	1936
	5.21
	2.11

	Race
	511
	4.82
	2.27
	500
	4.5
	2.2
	212
	5.26
	2.06
	328
	5.43
	2.01
	385
	5.21
	2.13
	1936
	4.97
	2.18

	Pictures (Face)
	511
	4.63
	2.19
	500
	4.38
	2.17
	212
	5.36
	1.94
	328
	5.67
	1.76
	385
	5.07
	2.07
	1936
	4.91
	2.12

	Occupation
	511
	4.22
	2.29
	500
	4.01
	2.19
	212
	5.02
	2.07
	328
	5.2
	1.98
	385
	4.72
	2.25
	1936
	4.52
	2.23

	Birthdate
	511
	3.8
	2.42
	500
	3.87
	2.3
	212
	5
	2.25
	328
	5.2
	2.17
	385
	4.68
	2.37
	1936
	4.36
	2.39

	Religion
	511
	4.04
	2.45
	500
	3.86
	2.36
	212
	4.7
	2.24
	328
	4.93
	2.28
	385
	4.53
	2.3
	1936
	4.31
	2.38

	Place of Birth
	511
	3.94
	2.4
	500
	3.65
	2.3
	212
	4.97
	2.27
	328
	4.92
	2.25
	385
	4.62
	2.42
	1936
	4.28
	2.39

	Sexual Preference
	511
	4.05
	2.47
	500
	3.72
	2.38
	212
	4.5
	2.37
	328
	4.69
	2.32
	385
	4.18
	2.43
	1936
	4.15
	2.43

	Height
	511
	3.67
	2.39
	500
	3.65
	2.3
	212
	4.5
	2.28
	328
	5
	2.13
	385
	4.41
	2.39
	1936
	4.13
	2.37

	Number of Children
	511
	3.8
	2.5
	500
	3.42
	2.4
	212
	4.37
	2.41
	328
	4.79
	2.32
	385
	4.36
	2.46
	1936
	4.04
	2.47

	Email address
	511
	3.62
	2.42
	500
	3.78
	2.35
	212
	4.48
	2.33
	328
	4.53
	2.39
	385
	4.08
	2.39
	1936
	4
	2.41

	Political Affiliation
	511
	3.53
	2.38
	500
	3.34
	2.29
	212
	4.04
	2.32
	328
	4.46
	2.34
	385
	4.05
	2.42
	1936
	3.8
	2.39

	Zipcode
	511
	3.44
	2.38
	500
	3.06
	2.23
	212
	4.01
	2.36
	328
	4.22
	2.5
	385
	3.71
	2.45
	1936
	3.59
	2.41

	Cell Phone Number
	511
	2.53
	2.23
	500
	2.62
	2.1
	212
	3.83
	2.41
	328
	4.13
	2.55
	385
	3.3
	2.51
	1936
	3.12
	2.41

	Weight
	511
	2.88
	2.29
	500
	2.66
	2.09
	212
	3.44
	2.33
	328
	3.53
	2.41
	385
	2.92
	2.29
	1936
	3
	2.29

	Survey Answers
	511
	2.83
	2.14
	500
	2.61
	1.96
	212
	2.87
	2.24
	328
	3.1
	2.33
	385
	2.83
	2.27
	1936
	2.82
	2.17

	Home Phone Number
	511
	2.18
	2.1
	500
	2
	1.9
	212
	3.3
	2.5
	328
	3.6
	2.59
	385
	2.88
	2.46
	1936
	2.64
	2.34

	Mothers Maiden Name
	511
	2.07
	1.89
	500
	1.98
	1.85
	212
	3.03
	2.39
	328
	3.53
	2.58
	385
	2.88
	2.38
	1936
	2.56
	2.25

	Home Address
	511
	2.14
	2.05
	500
	1.88
	1.78
	212
	3.28
	2.48
	328
	3.46
	2.54
	385
	2.76
	2.43
	1936
	2.54
	2.29

	Income Level
	511
	2.11
	1.78
	500
	1.97
	1.69
	212
	2.51
	2.02
	328
	2.7
	2.14
	385
	2.43
	2.1
	1936
	2.28
	1.93

	GPS Location
	511
	1.92
	1.78
	500
	1.8
	1.65
	212
	2.43
	2.19
	328
	2.72
	2.35
	385
	2.11
	2.03
	1936
	2.12
	1.98

	License Plate Number
	511
	1.74
	1.66
	500
	1.62
	1.5
	212
	2.56
	2.28
	328
	2.81
	2.37
	385
	2.29
	2.07
	1936
	2.09
	1.97

	Medical History
	511
	1.63
	1.51
	500
	1.55
	1.41
	212
	2.38
	2.18
	328
	2.56
	2.18
	385
	2.18
	2
	1936
	1.96
	1.84

	IP Address
	511
	1.92
	1.74
	500
	1.79
	1.62
	212
	2.04
	1.94
	328
	2.1
	1.97
	385
	1.74
	1.66
	1936
	1.89
	1.76

	Drivers License
	511
	1.47
	1.33
	500
	1.38
	1.18
	212
	2
	1.98
	328
	2.35
	2.15
	385
	1.83
	1.81
	1936
	1.73
	1.68

	Credit Score
	511
	1.49
	1.31
	500
	1.42
	1.23
	212
	1.94
	1.88
	328
	2.07
	1.92
	385
	1.63
	1.54
	1936
	1.65
	1.54

	Fingerprints
	511
	1.53
	1.4
	500
	1.34
	1.1
	212
	1.92
	1.87
	328
	2.05
	1.95
	385
	1.65
	1.62
	1936
	1.64
	1.56

	Vehicle Registration Number
	511
	1.5
	1.37
	500
	1.32
	1.14
	212
	1.84
	1.81
	328
	2.17
	2.07
	385
	1.66
	1.64
	1936
	1.64
	1.59

	DNA Profile
	511
	1.51
	1.41
	500
	1.33
	1.14
	212
	1.82
	1.75
	328
	1.98
	1.92
	385
	1.57
	1.51
	1936
	1.59
	1.52

	Digital Signatures
	511
	1.55
	1.42
	500
	1.44
	1.25
	212
	1.6
	1.54
	328
	1.84
	1.8
	385
	1.4
	1.3
	1936
	1.55
	1.45

	Health Insurance ID
	511
	1.41
	1.25
	500
	1.26
	1.06
	212
	1.71
	1.74
	328
	1.89
	1.82
	385
	1.43
	1.37
	1936
	1.49
	1.42

	Passport
	511
	1.38
	1.22
	500
	1.23
	1.02
	212
	1.66
	1.65
	328
	1.87
	1.83
	385
	1.42
	1.33
	1936
	1.46
	1.39

	Credit Card Number
	511
	1.36
	1.16
	500
	1.25
	0.99
	212
	1.61
	1.59
	328
	1.66
	1.58
	385
	1.38
	1.23
	1936
	1.42
	1.27

	Passwords
	511
	1.39
	1.2
	500
	1.23
	0.96
	212
	1.5
	1.45
	328
	1.7
	1.62
	385
	1.32
	1.11
	1936
	1.4
	1.25

	Financial Account Number
	511
	1.33
	1.13
	500
	1.2
	0.91
	212
	1.51
	1.45
	328
	1.68
	1.62
	385
	1.3
	1.11
	1936
	1.37
	1.22

	SSN
	511
	1.33
	1.13
	500
	1.18
	0.88
	212
	1.58
	1.55
	328
	1.66
	1.61
	385
	1.26
	1.04
	1936
	1.36
	1.22





*Note: Table is sorted by mean of the WTS of all studies combined.











Table I.6 Mean Distribution of Sensitivity based on Frames across studies*


	
	Provide
	Keep
	Delete

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	
	
	
	
	
	
	
	
	

	Race
	732
	2.83
	1.86
	569
	3.01
	1.95
	635
	3.16
	2.04

	Height
	732
	3.15
	1.96
	569
	3.32
	2
	635
	3.4
	2.05

	Online Screen Name
	732
	3.34
	2.11
	569
	3.08
	2.03
	635
	3.41
	2.14

	Religion
	732
	3.39
	1.98
	569
	3.58
	1.99
	635
	3.76
	2.05

	Occupation
	732
	3.55
	1.87
	569
	3.76
	1.91
	635
	3.79
	2

	Number of Children
	732
	3.72
	2.06
	569
	3.91
	2.03
	635
	3.93
	2.12

	Political Affiliation
	732
	3.85
	2.01
	569
	4.13
	1.95
	635
	4.1
	2.03

	Weight
	732
	4.02
	2.07
	569
	4.33
	2.01
	635
	4.5
	2.09

	Sexual Preference
	732
	4.1
	2.08
	569
	4.32
	2.11
	635
	4.42
	2.16

	Pictures (Face)
	732
	4.1
	2.01
	569
	4.03
	1.95
	635
	4.03
	2.01

	Place of Birth
	732
	4.14
	1.95
	569
	4.42
	1.99
	635
	4.4
	2.01

	Survey Answers
	732
	4.22
	2.07
	569
	4.43
	2.04
	635
	4.9
	2.02

	Email address
	732
	4.36
	1.87
	569
	4.62
	1.89
	635
	4.91
	1.89

	Birthdate
	732
	4.47
	2.01
	569
	4.62
	2.03
	635
	4.77
	2.04

	Zip code
	732
	4.76
	1.86
	569
	5.03
	1.77
	635
	5.12
	1.83

	Income Level
	732
	5.4
	1.64
	569
	5.65
	1.51
	635
	5.79
	1.59

	Mother’s Maiden Name
	732
	5.64
	1.74
	569
	5.67
	1.68
	635
	5.69
	1.77

	Cell Phone Number
	732
	5.66
	1.62
	569
	5.9
	1.49
	635
	5.89
	1.63

	Home Phone Number
	732
	5.83
	1.56
	569
	5.99
	1.47
	635
	6.05
	1.53

	License Plate Number
	732
	6.14
	1.32
	569
	6.21
	1.27
	635
	6.25
	1.32

	IP Address
	732
	6.17
	1.41
	569
	6.38
	1.21
	635
	6.41
	1.17

	Home Address
	732
	6.23
	1.3
	569
	6.4
	1.17
	635
	6.31
	1.33

	Credit Score
	732
	6.33
	1.19
	569
	6.48
	1.05
	635
	6.46
	1.11

	GPS Location
	732
	6.41
	1.19
	569
	6.52
	1.15
	635
	6.57
	1.04

	Medical History
	732
	6.47
	1.13
	569
	6.65
	0.94
	635
	6.61
	1

	Digital Signatures
	732
	6.58
	1.04
	569
	6.7
	0.84
	635
	6.66
	0.98

	DNA Profile
	732
	6.6
	1.04
	569
	6.71
	0.88
	635
	6.58
	1.12

	Vehicle Registration Number
	732
	6.61
	0.99
	569
	6.62
	0.96
	635
	6.62
	0.99

	Driver’s License
	732
	6.63
	0.97
	569
	6.7
	0.85
	635
	6.66
	0.91

	Fingerprints
	732
	6.69
	0.91
	569
	6.77
	0.8
	635
	6.75
	0.84

	Health Insurance ID
	732
	6.69
	0.9
	569
	6.72
	0.81
	635
	6.71
	0.86

	Passport
	732
	6.72
	0.88
	569
	6.79
	0.69
	635
	6.74
	0.87

	Credit Card Number
	732
	6.81
	0.78
	569
	6.86
	0.63
	635
	6.84
	0.69

	Passwords
	732
	6.81
	0.75
	569
	6.89
	0.53
	635
	6.87
	0.64

	Financial Account Number
	732
	6.82
	0.75
	569
	6.87
	0.56
	635
	6.84
	0.69

	SSN
	732
	6.87
	0.62
	569
	6.92
	0.46
	635
	6.87
	0.62




*Note: Table is sorted by mean of the Provide condition.

















Table I.7 Mean Distribution of Willingness to Share based on Frames across studies *


	
	Provide
	Keep
	Delete

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	
	
	
	
	
	
	
	
	

	Race
	732
	5.52
	2.01
	569
	4.22
	2.19
	635
	5
	2.18

	Online Screen Name
	732
	5.32
	2.06
	569
	5
	2.14
	635
	5.28
	2.12

	Pictures (Face)
	732
	5.11
	2.1
	569
	4.64
	2.12
	635
	4.92
	2.11

	Occupation
	732
	4.83
	2.18
	569
	3.97
	2.18
	635
	4.65
	2.23

	Religion
	732
	4.78
	2.31
	569
	3.49
	2.27
	635
	4.51
	2.36

	Birthdate
	732
	4.74
	2.31
	569
	3.91
	2.29
	635
	4.33
	2.48

	Place of Birth
	732
	4.63
	2.32
	569
	3.73
	2.34
	635
	4.37
	2.44

	Email address
	732
	4.63
	2.28
	569
	3.39
	2.26
	635
	3.82
	2.5

	Height
	732
	4.56
	2.33
	569
	3.29
	2.19
	635
	4.38
	2.37

	Sexual Preference
	732
	4.52
	2.4
	569
	3.51
	2.32
	635
	4.28
	2.44

	Number of Children
	732
	4.42
	2.47
	569
	3.33
	2.32
	635
	4.25
	2.48

	Political Affiliation
	732
	4.17
	2.4
	569
	3.11
	2.19
	635
	3.98
	2.42

	Zipcode
	732
	4.05
	2.36
	569
	2.96
	2.18
	635
	3.62
	2.53

	Cell Phone Number
	732
	3.53
	2.42
	569
	2.5
	2.11
	635
	3.2
	2.55

	Weight
	732
	3.46
	2.37
	569
	2.32
	1.9
	635
	3.09
	2.35

	Survey Answers
	732
	3.28
	2.23
	569
	2.2
	1.83
	635
	2.86
	2.25

	Home Phone Number
	732
	2.99
	2.46
	569
	1.99
	1.89
	635
	2.81
	2.46

	Home Address
	732
	2.83
	2.38
	569
	1.93
	1.81
	635
	2.77
	2.45

	Mothers Maiden Name
	732
	2.78
	2.34
	569
	2.02
	1.85
	635
	2.8
	2.38

	Income Level
	732
	2.66
	2.1
	569
	1.7
	1.44
	635
	2.37
	1.99

	GPS Location
	732
	2.39
	2.1
	569
	1.67
	1.59
	635
	2.21
	2.09

	License Plate Number
	732
	2.28
	2.06
	569
	1.63
	1.57
	635
	2.28
	2.12

	Medical History
	732
	2.23
	2.01
	569
	1.53
	1.41
	635
	2.04
	1.92

	IP Address
	732
	2.16
	1.94
	569
	1.52
	1.38
	635
	1.92
	1.79

	Drivers License
	732
	1.85
	1.77
	569
	1.41
	1.28
	635
	1.86
	1.84

	Credit Score
	732
	1.81
	1.7
	569
	1.4
	1.26
	635
	1.68
	1.57

	Fingerprints
	732
	1.73
	1.66
	569
	1.4
	1.27
	635
	1.74
	1.67

	Vehicle Registration Number
	732
	1.71
	1.65
	569
	1.38
	1.25
	635
	1.77
	1.76

	Digital Signatures
	732
	1.64
	1.51
	569
	1.36
	1.22
	635
	1.61
	1.55

	DNA Profile
	732
	1.59
	1.52
	569
	1.4
	1.3
	635
	1.76
	1.69

	Health Insurance ID
	732
	1.53
	1.48
	569
	1.33
	1.17
	635
	1.59
	1.54

	Passport
	732
	1.5
	1.45
	569
	1.32
	1.19
	635
	1.55
	1.47

	Passwords
	732
	1.48
	1.36
	569
	1.29
	1.09
	635
	1.4
	1.25

	Credit Card Number
	732
	1.47
	1.29
	569
	1.3
	1.13
	635
	1.46
	1.36

	Financial Account Number
	732
	1.38
	1.2
	569
	1.27
	1.08
	635
	1.45
	1.36

	SSN
	732
	1.37
	1.19
	569
	1.29
	1.14
	635
	1.42
	1.31




*Note: Table is sorted by mean of the Provide condition.



















Table I.8 Mean Distribution of Sensitivity based on Recipients across studies 


	
	Friend
	Trusted Marketer
	Unknown Marketer

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	
	
	
	
	
	
	
	
	

	Place of Birth
	1262
	4.28
	2.02
	344
	4.39
	1.84
	330
	4.35
	2.00

	Race
	1262
	2.91
	1.93
	344
	3.20
	1.98
	330
	3.08
	1.99

	Religion
	1262
	3.52
	2.01
	344
	3.66
	2.01
	330
	3.68
	2.02

	Weight
	1262
	4.31
	2.05
	344
	4.13
	2.09
	330
	4.25
	2.10

	Height
	1262
	3.18
	1.97
	344
	3.43
	2.01
	330
	3.53
	2.08

	Email address
	1262
	4.59
	1.86
	344
	4.58
	1.93
	330
	4.76
	1.98

	Birthdate
	1262
	4.51
	2.06
	344
	4.84
	1.90
	330
	4.76
	1.99

	Zipcode
	1262
	4.95
	1.80
	344
	4.95
	1.91
	330
	4.99
	1.87

	Number of Children
	1262
	3.71
	2.05
	344
	4.31
	2.03
	330
	3.88
	2.14

	Political Affiliation
	1262
	3.99
	1.98
	344
	4.17
	2.03
	330
	3.95
	2.04

	Sexual Preference
	1262
	4.21
	2.11
	344
	4.50
	2.14
	330
	4.25
	2.15

	Occupation
	1262
	3.60
	1.89
	344
	3.91
	1.94
	330
	3.80
	2.07

	Mothers Maiden Name
	1262
	5.56
	1.80
	344
	5.91
	1.59
	330
	5.82
	1.60

	Online Screen Name
	1262
	3.32
	2.10
	344
	3.17
	2.02
	330
	3.29
	2.15

	License Plate Number
	1262
	6.14
	1.36
	344
	6.28
	1.23
	330
	6.34
	1.16

	Medical History
	1262
	6.53
	1.04
	344
	6.65
	1.03
	330
	6.64
	1.00

	Pictures (Face)
	1262
	3.93
	1.97
	344
	4.46
	2.02
	330
	4.11
	1.98

	Home Address
	1262
	6.26
	1.28
	344
	6.39
	1.31
	330
	6.39
	1.19

	Home Phone Number
	1262
	5.89
	1.55
	344
	6.06
	1.45
	330
	6.06
	1.52

	GPS Location
	1262
	6.55
	1.08
	344
	6.40
	1.22
	330
	6.38
	1.21

	Cell Phone Number
	1262
	5.69
	1.64
	344
	5.95
	1.48
	330
	6.09
	1.43

	Income Level
	1262
	5.64
	1.56
	344
	5.47
	1.72
	330
	5.62
	1.57

	Survey Answers
	1262
	4.56
	2.06
	344
	4.35
	2.07
	330
	4.45
	2.08

	Fingerprints
	1262
	6.76
	0.83
	344
	6.67
	0.92
	330
	6.72
	0.87

	Drivers License
	1262
	6.62
	0.96
	344
	6.67
	0.93
	330
	6.78
	0.67

	Vehicle Registration Number
	1262
	6.60
	1.00
	344
	6.53
	1.10
	330
	6.75
	0.75

	Credit Card Number
	1262
	6.86
	0.65
	344
	6.71
	0.98
	330
	6.88
	0.57

	IP Address
	1262
	6.44
	1.14
	344
	5.92
	1.56
	330
	6.21
	1.39

	SSN
	1262
	6.89
	0.53
	344
	6.82
	0.78
	330
	6.92
	0.49

	Credit Score
	1262
	6.40
	1.14
	344
	6.39
	1.20
	330
	6.49
	0.99

	Financial Account Number
	1262
	6.85
	0.63
	344
	6.74
	0.91
	330
	6.90
	0.54

	Passwords
	1262
	6.87
	0.61
	344
	6.77
	0.85
	330
	6.87
	0.57

	DNA Profile
	1262
	6.62
	1.04
	344
	6.61
	1.04
	330
	6.68
	0.92

	Digital Signatures
	1262
	6.71
	0.89
	344
	6.44
	1.13
	330
	6.59
	1.02

	Health Insurance ID
	1262
	6.70
	0.86
	344
	6.64
	1.00
	330
	6.80
	0.69

	Passport
	1262
	6.75
	0.83
	344
	6.69
	0.92
	330
	6.80
	0.73


















Table I.9 Mean Distribution of Willingness to Share based on Recipients across studies 


	
	Friend
	Trusted Marketer
	Unknown Marketer

	
	N
	Mean
	SD
	N
	Mean
	SD
	N
	Mean
	SD

	
	
	
	
	
	
	
	
	
	

	Information Type
	
	
	
	
	
	
	
	
	

	Place of Birth
	1262
	4.86
	2.30
	344
	3.22
	2.17
	330
	3.16
	2.19

	Race
	1262
	5.37
	2.07
	344
	4.07
	2.18
	330
	4.38
	2.22

	Religion
	1262
	4.79
	2.29
	344
	3.47
	2.24
	330
	3.35
	2.33

	Weight
	1262
	3.33
	2.38
	344
	2.48
	1.98
	330
	2.32
	1.94

	Height
	1262
	4.65
	2.30
	344
	3.21
	2.14
	330
	3.09
	2.21

	Email address
	1262
	4.41
	2.39
	344
	3.40
	2.27
	330
	3.05
	2.18

	Birthdate
	1262
	4.91
	2.31
	344
	3.24
	2.14
	330
	3.44
	2.23

	Zipcode
	1262
	4.05
	2.46
	344
	2.75
	2.03
	330
	2.69
	2.05

	Number of Children
	1262
	4.59
	2.42
	344
	2.88
	2.19
	330
	3.17
	2.28

	Political Affiliation
	1262
	4.24
	2.38
	344
	2.96
	2.14
	330
	3.00
	2.21

	Sexual Preference
	1262
	4.52
	2.41
	344
	3.36
	2.25
	330
	3.54
	2.36

	Occupation
	1262
	5.00
	2.14
	344
	3.57
	2.03
	330
	3.68
	2.18

	Mothers Maiden Name
	1262
	3.10
	2.45
	344
	1.60
	1.39
	330
	1.50
	1.20

	Online Screen Name
	1262
	5.45
	2.00
	344
	4.78
	2.17
	330
	4.73
	2.27

	License Plate Number
	1262
	2.55
	2.23
	344
	1.31
	0.96
	330
	1.15
	0.70

	Medical History
	1262
	2.34
	2.09
	344
	1.33
	1.05
	330
	1.17
	0.71

	Pictures (Face)
	1262
	5.30
	2.00
	344
	3.94
	2.21
	330
	4.42
	2.04

	Home Address
	1262
	3.16
	2.51
	344
	1.42
	1.14
	330
	1.35
	1.04

	Home Phone Number
	1262
	3.26
	2.55
	344
	1.52
	1.31
	330
	1.41
	1.14

	GPS Location
	1262
	2.45
	2.22
	344
	1.53
	1.20
	330
	1.47
	1.22

	Cell Phone Number
	1262
	3.73
	2.54
	344
	2.06
	1.66
	330
	1.88
	1.60

	Income Level
	1262
	2.57
	2.11
	344
	1.80
	1.46
	330
	1.69
	1.34

	Survey Answers
	1262
	3.01
	2.28
	344
	2.48
	1.90
	330
	2.47
	1.90

	Fingerprints
	1262
	1.85
	1.80
	344
	1.23
	0.86
	330
	1.25
	0.83

	Drivers License
	1262
	2.01
	1.94
	344
	1.23
	0.86
	330
	1.15
	0.67

	Vehicle Registration Number
	1262
	1.88
	1.84
	344
	1.23
	0.89
	330
	1.14
	0.66

	Credit Card Number
	1262
	1.54
	1.47
	344
	1.22
	0.84
	330
	1.13
	0.63

	IP Address
	1262
	1.96
	1.86
	344
	1.87
	1.62
	330
	1.68
	1.48

	SSN
	1262
	1.48
	1.42
	344
	1.17
	0.76
	330
	1.09
	0.53

	Credit Score
	1262
	1.87
	1.77
	344
	1.29
	0.96
	330
	1.17
	0.70

	Financial Account Number
	1262
	1.49
	1.41
	344
	1.19
	0.83
	330
	1.08
	0.51

	Passwords
	1262
	1.50
	1.41
	344
	1.26
	0.96
	330
	1.17
	0.73

	DNA Profile
	1262
	1.77
	1.74
	344
	1.27
	1.01
	330
	1.21
	0.79

	Digital Signatures
	1262
	1.63
	1.59
	344
	1.45
	1.19
	330
	1.32
	1.04

	Health Insurance ID
	1262
	1.67
	1.65
	344
	1.20
	0.83
	330
	1.10
	0.56

	Passport
	1262
	1.64
	1.61
	344
	1.18
	0.82
	330
	1.09
	0.54




















Table I.10 Mean Distribution of Sensitivity based on Third Party across studies 



	
	No Third Party
	Third Party

	
	N
	Mean
	SD
	N
	Mean
	SD

	Information Type
	
	
	
	
	
	

	Place of Birth
	199
	4.50
	2.03
	186
	4.78
	1.87

	Race
	199
	3.14
	1.97
	186
	3.15
	1.96

	Religion
	199
	3.85
	2.03
	186
	3.80
	2.03

	Weight
	199
	4.60
	1.93
	186
	4.50
	1.99

	Height
	199
	3.49
	2.02
	186
	3.23
	1.94

	Email address
	199
	4.92
	1.68
	186
	5.02
	1.72

	Birthdate
	199
	4.76
	2.00
	186
	4.83
	2.01

	Zipcode
	199
	5.17
	1.71
	186
	5.31
	1.63

	Number of Children
	199
	3.91
	2.06
	186
	3.94
	2.05

	Political Affiliation
	199
	4.31
	1.99
	186
	4.08
	2.06

	Sexual Preference
	199
	4.64
	1.93
	186
	4.26
	2.20

	Occupation
	199
	3.85
	1.94
	186
	3.94
	1.92

	Mothers Maiden Name
	199
	5.65
	1.75
	186
	5.99
	1.42

	Online Screen Name
	199
	3.65
	2.21
	186
	3.60
	2.13

	License Plate Number
	199
	6.31
	1.17
	186
	6.47
	0.94

	Medical History
	199
	6.66
	0.89
	186
	6.70
	0.63

	Pictures (Face)
	199
	4.34
	1.92
	186
	4.17
	1.90

	Home Address
	199
	6.45
	1.00
	186
	6.59
	0.88

	Home Phone Number
	199
	6.11
	1.28
	186
	6.20
	1.32

	GPS Location
	199
	6.74
	0.73
	186
	6.86
	0.48

	Cell Phone Number
	199
	5.92
	1.40
	186
	6.03
	1.44

	Income Level
	199
	5.69
	1.54
	186
	5.73
	1.52

	Survey Answers
	199
	4.83
	2.04
	186
	4.67
	2.00

	Fingerprints
	199
	6.85
	0.61
	186
	6.89
	0.45

	Drivers License
	199
	6.78
	0.52
	186
	6.81
	0.68

	Vehicle Registration Number
	199
	6.81
	0.50
	186
	6.77
	0.71

	Credit Card Number
	199
	6.96
	0.25
	186
	6.97
	0.24

	IP Address
	199
	6.57
	0.95
	186
	6.72
	0.71

	SSN
	199
	6.97
	0.23
	186
	6.99
	0.07

	Credit Score
	199
	6.50
	1.02
	186
	6.39
	1.22

	Financial Account Number
	199
	6.92
	0.41
	186
	6.95
	0.34

	Passwords
	199
	6.96
	0.32
	186
	6.98
	0.18

	DNA Profile
	199
	6.75
	0.90
	186
	6.80
	0.72

	Digital Signatures
	199
	6.78
	0.66
	186
	6.88
	0.57

	Health Insurance ID
	199
	6.83
	0.59
	186
	6.80
	0.71

	Passport
	199
	6.90
	0.43
	186
	6.86
	0.59


























Table I.11 Mean Distribution of Willingness to Share based on Third Party across studies 

	
	No Third Party
	Third Party

	
	N
	Mean
	SD
	N
	Mean
	SD

	
	
	
	
	
	
	

	Information Type
	
	
	
	
	
	

	Place of Birth
	199
	4.71
	2.41
	186
	4.51
	2.43

	Race
	199
	5.26
	2.15
	186
	5.16
	2.10

	Religion
	199
	4.53
	2.35
	186
	4.52
	2.26

	Weight
	199
	2.94
	2.34
	186
	2.91
	2.25

	Height
	199
	4.36
	2.43
	186
	4.46
	2.34

	Email address
	199
	4.16
	2.40
	186
	4.00
	2.38

	Birthdate
	199
	4.87
	2.32
	186
	4.47
	2.41

	Zipcode
	199
	3.79
	2.51
	186
	3.62
	2.38

	Number of Children
	199
	4.49
	2.47
	186
	4.22
	2.44

	Political Affiliation
	199
	4.10
	2.43
	186
	4.00
	2.42

	Sexual Preference
	199
	4.32
	2.38
	186
	4.04
	2.48

	Occupation
	199
	4.82
	2.24
	186
	4.62
	2.25

	Mothers Maiden Name
	199
	3.04
	2.42
	186
	2.71
	2.33

	Online Screen Name
	199
	5.42
	2.12
	186
	5.19
	2.04

	License Plate Number
	199
	2.43
	2.16
	186
	2.14
	1.97

	Medical History
	199
	2.31
	2.14
	186
	2.04
	1.84

	Pictures (Face)
	199
	5.17
	2.09
	186
	4.97
	2.05

	Home Address
	199
	2.91
	2.50
	186
	2.60
	2.36

	Home Phone Number
	199
	3.05
	2.51
	186
	2.70
	2.40

	GPS Location
	199
	2.27
	2.15
	186
	1.94
	1.90

	Cell Phone Number
	199
	3.50
	2.54
	186
	3.09
	2.47

	Income Level
	199
	2.55
	2.19
	186
	2.30
	1.99

	Survey Answers
	199
	2.85
	2.28
	186
	2.81
	2.26

	Fingerprints
	199
	1.76
	1.77
	186
	1.52
	1.44

	Drivers License
	199
	1.96
	1.95
	186
	1.70
	1.64

	Vehicle Registration Number
	199
	1.77
	1.75
	186
	1.54
	1.50

	Credit Card Number
	199
	1.44
	1.35
	186
	1.32
	1.09

	IP Address
	199
	1.89
	1.78
	186
	1.59
	1.51

	SSN
	199
	1.37
	1.24
	186
	1.15
	0.76

	Credit Score
	199
	1.70
	1.68
	186
	1.55
	1.38

	Financial Account Number
	199
	1.37
	1.24
	186
	1.22
	0.94

	Passwords
	199
	1.44
	1.33
	186
	1.18
	0.80

	DNA Profile
	199
	1.77
	1.77
	186
	1.35
	1.13

	Digital Signatures
	199
	1.54
	1.49
	186
	1.25
	1.05

	Health Insurance ID
	199
	1.51
	1.47
	186
	1.34
	1.24

	Passport
	199
	1.52
	1.48
	186
	1.32
	1.15
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How does Instagram share the information it collects?

I would like to access or download my personal information on Instagram.

Your full name

Your email
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My Google Activity
The activity you keep helps Google make services more useful for you, like helping you rediscover

the things you've searched for, read, and watched.

You can see and delete your activity using the controls on this page.

Web & App Activity Location History YouTube History

@ on > @ on > @ on >

9 Google protects your privacy and security. Manage My Activity verification

Q_ Search your activity

"= Filter by date & product
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Request My Data

Please select the data that you want. Don't forget you can access a lot of your data instantly, as well as update your personal
information, from Your Account.

Your Orders

Your Addresses

Payment Options
Subscriptions

Search History

Alexa and Echo Devices
Kindle

Fire TV

Fire Tablets

Advertising

Amazon Drive

Apps and More

Music Settings (Amazon Music)
Video Settings (Prime Video)
Audible

Request All Your Data





